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3.3.3
Notification procedure

The support of notification procedure is mandatory for mobile stations supporting "VGCS receive" and/or "VBS receive".

The network informs the mobile station of starting or on-going voice broadcast calls and voice group calls with the notification procedure.

In cases where the mobile station has initiated a VGCS call, if the channel mode modify procedure is applied to turn the dedicated channel into a VGCS channel and ciphering may be applied for that call, in this case the network should suspend transmission of notification messages until ciphering with the group cipher key has started on the group channel.

3.3.3.1
Notification of a call

The mobile station may receive a notification that a voice broadcast call or a voice group call is established. Notifications may be sent on the NCH, on the PCH, or on the FACCH when in dedicated mode or group receive mode. The presence of an NCH is indicated on the PCH in the Pi Rest Octets IE. A notification contains the group call reference and possibly other related information. This notification may be contained:

-
in a NOTIFICATION/NCH message sent on the NCH to notify mobile stations of VBS or VGCS calls in the current cell, possibly together with a description of the related VBS or VGCS channel, and if the call is ciphered the value of the related VSTK_RAND and CELL_GLOBAL_COUNT. If talker priority is supported by the network then the notification shall contain the status of the emergency mode if the emergency mode is set. When the notification is segmented over two Notification/NCH messages, the status of the emergency mode shall only be present  in the block that contains the group channel description;

-
in a NOTIFICATION/FACCH message sent in unacknowledged mode on the main DCCH to notify mobile stations in dedicated mode or on the main DCCH of a VGCS or VBS channel, of another VBS or VGCS call in the current cell, possibly together with a description of the related VBS or VGCS channel, and if the call is ciphered the value of the related VSTK_RAND, CELL_GLOBAL_COUNT and bit 22 of  COUNT (related to TDMA frame number as defined in 3GPP TS 43.020). If talker priority is supported by the network then the notification shall contain the status of the emergency mode;

-
in the rest octets part of a PAGING REQUEST TYPE 1 message. The notification may contain a description of the related VBS or VGCS channel and if the call is ciphered the value of the related VSTK_RAND and the CELL_GLOBAL_COUNT.

If the contents of the notification cannot be contained within one message, then the notification can be segmented as described in 3.3.3.2.2.

When the network supports ciphered group calls the CELL_GLOBAL_COUNT shall be provided on the NCH. The network should provide CELL_GLOBAL_COUNT often enough to avoid unnecessarily delaying the MS from joining the group call. When the MS camps on a cell it should read the NCH and determine if CELL_GLOBAL_COUNT is provided. 

When the MS obtains its CELL_GLOBAL_COUNT via a message on the main DCCH that contains the VGCS Ciphering Parameters information element, it must check if the CELL_GLOBAL_COUNT provided in the message is up to date by comparing  bit 22 of COUNT in the message with the actual value of  COUNT. If the value of bit 22 of COUNT in the message is ‘1’ but the actual value is ‘0’, then the value of CELL_GLOBAL_COUNT obtained from any of the above messages on the main DCCH shall be incremented by one (modulo 4).

The CELL_GLOBAL_COUNT is optionally transmitted in the Paging Request Type 1 message on the PCH and in the Notification/FACCH message when these messages contain a notification for a ciphered group call. If the group call is ciphered but the CELL_GLOBAL_COUNT is not provided in notification on the PCH, then the mobile station may obtain the CELL_GLOBAL_COUNT from the NCH, if not already obtained.

The notifications for ciphered group calls that contain a group chanel description shall also contain the VSTK_RAND.

Once the MS has obtained the CELL_GLOBAL_COUNT for the serving cell it shall maintain its own copy of the parameter, incrementing the CELL_GLOBAL_COUNT by one (modulo 4) each time bit 22 of  COUNT changes from ‘1’ to ‘0’.

A mobile station supporting neither VGCS listening nor VBS listening may ignore the notifications sent on the NCH or PCH. It may also ignore the notifications sent on the main DCCH except that a RR-STATUS message shall be sent to the network with cause #97, "message not existent or not implemented".

Upon receipt of every notification message a mobile station supporting VGCS listening or VBS listening shall give an indication containing the notified group call reference(s) to upper layers in the mobile station which may then decide:

-
not to react on the notification; or

-
join the voice broadcast call or the voice group call, if needed after having stopped on going activities.

3.3.3.2
Joining a VGCS or VBS call

3.3.3.2.1
General

In order to join a VGCS or a VBS call the following procedures apply.

In this sub-clause, the term notification refers to the notification which has triggered the decision to join a VGCS or VBS call. The notification for one VGCS/VBS call may by segmented across two messages, as described in sub-clause 3.3.3.2.2.

If the notification on the main DCCH concerns a VBS or VGCS in the current cell and does not contain a description of the VGCS or VBS channel, the mobile station shall read the corresponding notification on the NCH. If the notification is for a VGCS/VBS call that is ciphered and contains a description of the  VGCS or VBS channel but the ciphering mechanism parameters (VSTK_RAND or CELL_GLOBAL_COUNT) or the corresponding group key on the USIM are not available, then the notification shall be discarded.

If the description of the VGCS or VBS channel was included in the notification for the current cell, RR connection establishment shall not be initiated, instead, the mobile station shall enter the group receive mode, unless the group call is ciphered and the ciphering mechanism parameters (ie VSTK_RAND or CELL_GLOBAL_COUNT) or the corresponding group key on the USIM are not available. In this case the notification shall be discarded.

If no description for the VGCS or VBS channel is included in the notification, the mobile station shall establish a RR connection in dedicated mode in order to initiate the notification response procedure.

When the group call is ciphered  then the MS shall calculate the ciphering keys for use on the group channel using the group key with the following parameters, as described in 3GPP TS 43.020:

-
VSTK_RAND (provided in the notification)

-
CELL_GLOBAL_COUNT (provided in the notification)

-
Cell Global Identifier (CGI)  (provided in system information type 3 and 4)

-
Group Cipher Key Number  (provided in the group call reference that is contained within the notification)

The group cipher keys need to be recalculated whenever CELL_GLOBAL_COUNT changes. The MS obtains the identity of its ciphering algorithm from its USIM, as described in 3GPP TS 43.020.

When the VGCS mobile station is allocated a dedicated channel that is ciphered, the channel shall be ciphered with the individual ciphering keys of this mobile station.

3.3.3.2.2
Segmentation of notifications

3.3.3.2.2.1
General

Segmented notifications are only applicable to ciphered group calls. The second segment is used to contain additional parameters related to the VGCS ciphering mechanism (VSTK_RAND, CELL_GLOBAL_COUNT).

Notifications can be segmented on the NCH, FACCH and PCH as described in the following sub-clauses. All segments of  a segmented notification shall be transmitted and reassembled on the same logical channel (ie NCH, FACCH or PCH).

3.3.3.2.2.2
Segmentation of notifications on NCH

The first segment of a segmented notification on the NCH contains the following fields;

-
Group call Reference with group channel description

-
Indication that the group call is a ciphered group call,  as indicated by Group Cipher Key within the group call reference
-
Optionally CELL_GLOBAL_COUNT
-
Segment Id is set to 0

-
Status of the Emergency mode if talker priority is supported by the network and emergency mode is set

The second segment of a segmented notification on the NCH contains the following fields:

-
Same Group call reference as first segment or a Reduced Group Call reference that contains the same group or broadcast call reference and service flag as contained in the Group Call Reference in the first segment. 

-
No group channel description

-
VSTK_RAND and optionally CELL_GLOBAL_COUNT

-
Segment Id is set to 1

When the MS receives a segment of a segmented notification for a group call that it is a member and for which no previous segment has been received, it shall start timer T3206 for the given group call. The MS shall stop timer T3206 in any of the following cases

-
The MS joins another group call

-
The MS reselects to another cell

-
The value of NLN changes

-
The MS receives the missing segment

If timer T3206 expires, the associated segment shall be discarded. 

3.3.3.2.2.3
Segmentation of notifications on FACCH

The first segment of a segmented notification on the FACCH contains the following fields;

-
Group call reference with group channel description

-
Indication that the group call is a ciphered group call,  as indicated by Group Cipher Key Number within the group call reference

-
Optionally CELL_GLOBAL_COUNT

-
Status of the Emergency mode if talker priority supported by the network 

-
Priority Uplink Indication if talker priority is supported by the network

The second segment of a segmented notification on the FACCH contains the following fields:

-
Same group call reference as first segment, with no group channel description 

-
VSTK_RAND and optionally CELL_GLOBAL_COUNT

When the MS receives the first segment of a segmented notification for a group call that it is a member of, it shall start timer T3208 for the given group call. The MS shall stop timer T3208 in any of the following cases

-
The MS joins another call

-
The MS performs handover to another cell

-
The MS receives the associated second segment
-
The MS receives a VGCS Reconfigure message
If timer T3208 expires, the associated segment shall be discarded. If the MS wants to join this group call it shall read the NCH to obtain the full description of the group call.

When the MS receives the second segment of a notification of a group call that it is member of before receiving the associated first segment then the MS shall discard the second segment. If the MS wants to join this group call it shall read the NCH to obtain the full description of the group call.

3.3.3.2.2.4
Segmentation of notifications on PCH

The first segment of a segmented notification on the PCH contains the following fields;

-
Group call reference and group channel description

-
Indication that the group call is a ciphered group call, as indicated by Group Cipher Key within the group call reference

-
Optionally CELL_GLOBAL_COUNT

The MS determines that the message contains the first segment of a segmented notification if the message contains both an indication that the group call is ciphered and the group channel description, but does not contain the VSTK_RAND.

The second segment of a segmented notification on the PCH contains the following fields:

-
Same group call reference as first segment, or reduced group call reference

-
VSTK_RAND and optionally CELL_GLOBAL_COUNT

The MS determines that the message contains the second segment of a segmented notification if the message contains both an indication that the group call is ciphered and the VSTK_RAND, but does not contain the group channel description.

The MS shall only combine the first segment of the notification with the second segment if they have the same group call reference.

When the MS receives the first segment of a notification of a group call that it is member of but the second segment is not correctly received at the next but one PCH block after receiving the first segment, and the MS wants to join this group call,  then the MS may either read further PCH blocks in an attempt to find the missing segment or read the NCH to obtain the full description of the group call. When the MS reads further blocks on the PCH to find the missing segment, the MS shall start timer T3210. If timer T3210 expires, the associated segment shall be discarded and the MS shall stop reading the PCH for the missing segment. 
When the MS receives the second segment of a notification of a group call that it is member of before receiving the associated first segment, and the MS wants to join this group call, then the MS may either read further PCH blocks in an attempt to find the missing segment or read the NCH to obtain the full description of the group call. When the MS reads further blocks on the PCH to find the missing segment, the MS shall start timer T3210. If timer T3210 expires, the associated segment shall be discarded and the MS shall stop reading the PCH for the missing segment.

The MS shall stop timer T3210 if:

-
The missing segment is correctly received ;

-
The MS leaves Idle mode (the MS discards the associated segment);

-
The MS determines that notifications for another group call are being sent on the PCH (the MS discards the associated segment).
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