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	Behaviour of VGCS MS is not defined when the notifications indicate that the group channel is ciphered but the corresponding keys are not available on the USIM.
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	State that the MS discards the notification if the notifications indicates that the call is ciphered but the corresponding key is not available on the USIM.
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3.3.3.2
Joining a VGCS or VBS call

3.3.3.2.1
General

In order to join a VGCS or a VBS call the following procedures apply.

In this sub-clause, the term notification refers to the notification which has triggered the decision to join a VGCS or VBS call. The notification for one VGCS/VBS call may by segmented across two messages, as described in sub-clause 3.3.3.2.2.

If the notification on the main DCCH concerns a VBS or VGCS in the current cell and does not contain a description of the VGCS or VBS channel, the mobile station shall read the corresponding notification on the NCH. If the notification is for a VGCS/VBS call that is ciphered but the ciphering mechanism parameters (VSTK_RAND or CELL_GLOBAL) or the corresponding voice group key on the USIM are not available, then the notification shall be discarded.

If the description of the VGCS or VBS channel was included in the notification for the current cell, RR connection establishment shall not be initiated, instead, the mobile station shall enter the group receive mode, unless the group call is ciphered and the ciphering mechanism parameters (ie VSTK_RAND or CELL_GLOBAL_COUNT) or the corresponding voice group key on the USIM are not available. In this case the notification shall be discarded.

If no description for the VGCS or VBS channel is included in the notification, the mobile station shall establish a RR connection in dedicated mode in order to initiate the notification response procedure.

When the group call is ciphered  then the MS shall calculate the ciphering keys for use on the group channel using the group key with the following parameters, as described in 3GPP TS 43.020:

-
VSTK_RAND (provided in the notification)

-
CELL_GLOBAL_COUNT (provided in the notification)

-
Cell Global Identifier (CGI)  (provided in system information type 3 and 4)

-
Group Cipher Key Number  (provided in the group call reference that is contained within the notification)

The group cipher keys need to be recalculated whenever CELL_GLOBAL_COUNT changes. The MS obtains the identity of its ciphering algorithm from its USIM, as described in 3GPP TS 43.020.

When the VGCS mobile station is allocated a dedicated channel that is ciphered, the channel shall be ciphered with the individual ciphering keys of this mobile station.
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