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Handling of ciphering during PS Handover

During the exchange of XID parameter in the PS Handover procedure (TS43.129) there is a need to ensure that the mask generated by the ciphering algorithm in the new SGSN upon SGSN change is unique. One open issue was related to the transfer / negotiation of the RESET parameter during the XID negotiation for PS handover case.

This paper describes potential solutions related to ciphering information and RESET parameter during exchange identification XID parameters. The PS handover scenarios where XID parameters handling is performed, are GERAN A/Gb mode to GERAN A/Gb mode and UTRAN / GERAN Iu mode to GERAN A/Gb mode in Inter-SGSN PS Handover.

1. Background

The negotiable and re-negotiable XID parameters according to the TS44.064 (see Table 6, Section 6.4.6.1) are LLC layer parameters and layer 3 parameters according to the TS44.065 (see Section 8). In this paper these parameters are divided into:

· LLC layer parameters: 

· T200 (retransmission time-out);

· N200 (maximum number of retransmissions);

· N201-U (maximum information field length for U and UI frames);

· N201-I (maximum information field length for I frames);

· mD (I frame buffer size in the downlink direction);

· mU (I frame buffer size in the uplink direction);

· kD (window size in the downlink direction);

· kU (window size in the uplink direction);

· RESET

Note: RESET shall only be negotiated with an XID frame, and only be transmitted in the downlink direction. If RESET is present in an XID frame, then it shall be the first XID parameter in the XID information field.

· Ciphering parameters: 

· IOV-UI (ciphering Input offset value for UI frames), common for all SAPIs of a TLLI;

· IOV-I (ciphering Input offset value for I frames), for the SAPI under negotiation;

· SNDCP XID parameters: 

· Data Compression: {Spare bit (X), Propose bit (P), Entity number, Algorithm type, DCOMP};

· Protocol Control Information Compression {Spare bit (X), Propose bit (P), Entity number, Algorithm type (RFC 1144, RFC 2507, ROHC), PCOMP}

The negotiation of the RESET parameter in GERAN A/Gb mode is described in TS44.064 and it is depicted below.

The RESET parameter shall be used, in the SGSN originating RESET and in the MS receiving RESET to:

· discard all requests pending from layer 3 to the LLEs with no further action;

· abort any ongoing ABM establishment, ABM release, and XID negotiation procedures, except the XID negotiation procedure used to negotiate the Reset parameter;

· set all LLC layer parameters to the default values given in table 9/TS44.064;

· change any LLEs in ABM state to ADM state;

· set the unconfirmed state variable V(U) to 0;

· set the unconfirmed receive state variable V(UR) to 0; and

· set the OCs for unacknowledged information transfer to 0.

The Reset parameter shall be treated before any additional XID parameters present in the same XID frame.

1.1 Ciphering in GPRS - Main Principle

The figure below describes the main principle used for ciphering in GPRS. This principle is described in TS44.064. The ciphering in GPRS is performed in the SNDCP layer. 
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Figure 1 Ciphering in GPRS

The inputs to the ciphering algorithm are:

· IOV-UI/IOV-I: random number assigned by the SGSN

· LFN: LLC Frame Number

· OC (overflow counter): incremented by 512 when corresponding LFN rolls over.

· Direction

· Key

OC is a binary overflow counter that is calculated and maintained independently at the sending and receiving sides. The length of OC is 32 bits. There are four OC counters associated with each DLCI; two for unacknowledged information transfer (one for each direction of transmission), and two for acknowledged information transfer (one for each direction of transmission). An OC for acknowledged operation shall be set to 0 whenever ABM operation is (re) established for the corresponding DLCI. OC shall be incremented by 512 every time when the corresponding LFN rolls over, i.e., when LFN exhausts its modulo and restarts counting from 0, so that OC and LFN when added together in effect is a 32 bit modulo 232 counter.

"M" is the mask that is xor-ed (xor operation: 0(+)1=1(+)0=1; 1(+)1=0(+)0=0) with the plain data "P" to yield the ciphered data "C":

All these inputs create a ciphering mask M that it is generated and it is applied to the incoming data (Plain text) P to yield the ciphered data C, according to the following equation:
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Several parameters (IOV-UI/IOV-I, LFN, OC, direction and Key) are needed for generating the mask, among which the most important is the ciphering key, the other ones being to apply different ciphering processes (masks) between the blocks of one or more data flows.

If the input is the same, the generated mask is the same.

2. RESET LLC and Ciphering 

The problem is that if the LLC is reset using the RESET parameter (LLC Frame Number is set to 0) there is a risk that the IOV generated by the SGSN will be the same as previously generated (it's a random number). Key and Direction will be the same. The OC will also most probably be the same (the RESET value won’t determine that the OC is increased), so as a consequence, the mask generated once again will be in fact the same mask (with the same key). It has to be avoided having twice the same mask on two different data blocks, which would lead to a significant security loss as the ciphered and non-ciphered data are then linked together without the mask:
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The length of the mask has to be identical to the length L of the incoming data.

3. Solutions 

In the order to enable ciphering during PS handover and avoid the problem described above it must be guaranteed that for the same key at least one input is different to the “Mask generator” algorithm in order not to get the same value for the mask.

There are two possible options:

· Option_1: RESET LLC and increase the OC by 512 

· Option_2: RESET LLC and make sure that the IOV parameter is not the same as any of the previous IOVs used in this SGSN 

Both solution guarantee that at least one input parameter is different, i.e. OC or IOV.

OPTION_1 has the advantage since due to RESET LLC the LFN is set to 0 and by increasing the OC to 512, the scenario where the OC will be increased shortly after the LLC frame number is restarting will be avoided. It has to be noted that according to TS44.064, the RESET shall set the OC of the unacknowledged information transfer to 0. However during PS handover the OC value should not be set to 0.

OPTION_2 is has the disadvantage, as it must be guaranteed that the new IOV has not been used before for any other session. As a consequence seen that the IOV is a randomly generated number, this would impact the assignment procedure in SGSN.

If RESET parameter will be part of the negotiated LLC parameters then it should be sent during PS Handover XID negotiation. 

4. Conclusion 

Based on the advantages and disadvantages of both options presented above, Option_1 is the preferred one. 
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