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Security Handling during PS Handover 

This paper describes the handling of the security handling in all PS handover scenarios in GERAN A/Gb mode, following the working assumption from TSG GERAN#19 that XID Command is sent in the source cell.

1. Introduction 

Security handling during SGSN change within single RAT and in intra-mode and inter-RAT scenarios is described in the following specification in the TS23.060, TS23.009, TS48.008, TS29.060, TS25.331, TS25.413, TS44.118, TS44.018.

The principles defined in these specs are followed in this paper and accordingly applied to the PS handover scenarios:

· A/Gb mode to A/Gb mode
· Inter-RAT and Inter-mode

1.1 Security Parameters

The Security parameters to be exchanged during PS Handover scenarios are: 

· Keys (CK, Kc, IK) where CK and IK are the UMTS information and Kc is the GSM/GPRSKey part of MM context (Source SGSN -> Target SGSN);

· CKSN Ciphering Key Sequence Number (CKSN) part of the MM Context described in 3GPP TS 24.008.

· MS Network Capability part of MM context common for A/Gb mode and Iu mode. The SGSN stores the MS network capability, which is used both by the local SGSN and for transfer to the new SGSN for any type of inter SGSN RA updates (see 3GPP TS 23.060 and 3GPP TS 29.060). MS Network capability contains also the information on the permitted algorithms part of MM context.

· START_PS and UE Capabilities are new values that are needed as part of the inter/mode and inter/RAT PS handover security handling and therefore it is explained separately in Section 2;

1.1.1 Security Parameter Exchange in GERAN A/Gb to GERAN A/Gb Inter-SGSN PS Handover

In this case Source SGSN has the following ciphering information in MM context: 

· Keys (CK,Kc,IK) where CK and IK is the UMTS information and Kc is the GSM/GPRS Key.

· CKSN Ciphering Key Sequence Number (CKSN) part of the MM Context described in 3GPP TS 24.008.

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.

These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request. 

1.1.2 Security Parameter Exchange in GERAN A/Gb to UTRAN / GERAN Iu PS Handover

In this case as the target cell is a UTRAN/GERAN Iu cell, PS Handover Required message shall have the Source RNC to Target RNC information containing RRC container with the Inter RAT Handover INFO with inter RAT capabilities. 

The Source SGSN has the following ciphering information in MM context: 

· Keys (CK, Kc, IK) where CK and IK are the UMTS information and Kc is the GSM/GPRS Key.

· CKSN Ciphering Key Sequence Number (CKSN) part of the MM Context described in 3GPP TS 24.008.

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.

These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request. The Target RNC receives all the necessary information in the RELOCATION REQUEST message that contains the following security information:  Permitted Integrity Protection Algorithms, Permitted ciphering algorithms, Encryption and Integrity Protection keys. Further the UE radio access capabilities needed to perform the handover to UTRAN are included in the RRC Transparent Container. The Target SGSN receives the Chosen Encryption Algorithm and the Chosen Integrity Protection Algorithm through the RELOCATION REQUEST ACK message. 

The security parameters sent back to the source BSS are to be included in the Target RNC to Source RNC Transparent Container containing the RRC message used for inter-RAT Handover in UTRAN, HANDOVER to UTRAN command, which includes Ciphering algorithm IE as in TS25.331.

1.1.3 Security Parameter Exchange in UTRAN / GERAN Iu to GERAN A/Gb PS Handover

In this case as the target cell is a GERAN A/Gb cell, Relocation Required message shall have the Source BSS to Target BSS information containing RRC container with the Inter-RAT HO Info. 

The Source SGSN has the following ciphering information in MM context: 

· Keys (CK, Kc,  IK) where CK and IK are the UMTS information and Kc is the GPRS Key.

· CKSN Ciphering Key Sequence Number (CKSN) part of the MM Context described in 3GPP TS 24.008.

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060.

These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request.  

2. START_PS and UE Radio Access Capabilities Handling during Inter-mode/Inter-RAT PS Handover

This section describes the handling of the security parameter START_PS and UE radio access capabilities in all Inter-mode / inter-RAT PS handover scenarios in GERAN A/Gb mode. 

2.1 Background 

One open issue is the handling of the START_PS parameter during the Inter-mode / Inter-RAT PS handover from GERAN A/Gb to UTRAN /GERAN Iu. 
START_PS is currently defined for usage in Iu mode only and in the GERAN A/Gb mode inter-mode/inter-RAT PS handover it should be defined as START_CS IE in TS25.331. However, START_PS value needed for PS handover cannot be handled in the same way as START_CS as for CS services the ciphering is done in BSS, while for PS services the ciphering is done in the SGSN.

UE radio access capabilities are needed in inter-mode / inter-RAT GERAN A/Gb mode PS handover in order to form the RRC container (see [G2-040444]). 

In case of a UTRAN, ciphering and integrity are always applied in the RNC, and the UMTS cipher/integrity keys CK an IK are always sent to the RNC.

2.2 START_PS and UE Radio Access Capabilities Handling in UTRAN / GERAN Iu mode to GERAN A/Gb mode PS Handover

In this case as the target cell is a GERAN A/Gb cell, Relocation Required message shall have the Source BSS to Target BSS information containing RRC container with the Inter-RAT HO Info, START_PS value that is similar to START_CS IE defined in TS25.331. In TS 44.018 START_CS IE is used as it is described below: 

“Only valid for a UTRAN capable MS. The UTRAN predefined configuration status information / START-CS / UE Capability UTRAN Classmark information element includes the INTER RAT HANDOVER INFO (defined in 3GPP TS 25.331) which may give UTRAN related information to the network (target system) for intersystem handover.

-The Pre-defined configuration status information; and/or

-Security information to be used after handover to UTRAN, with the START-CS parameter that is stored by the MS at handover from UTRAN to GSM, see 3GPP TS 31.102; and/or

-The UTRAN Capabilities of the MS”

If ciphering has been started when an intersystem handover occurs from UTRAN to GERAN A /Gb mode, the necessary information to be transferred is:

· Keys (CK, Kc,  IK) where CK and IK are the UMTS information and Kc is the GSM/GPRS Key.

· CKSN Ciphering Key Sequence Number (CKSN) part of the MM Context described in 3GPP TS 24.008.

· MS Network Capability that provides the network with GPRS related information as specified in 3GPP TS 29.060. 

These security parameters during PS handover will be transferred to the Target SGSN as part of the MM context in Forward Relocation Request.  

Relocation Required message shall have the Source BSS to Target BSS information containing RRC container with the Inter-RAT HO Info (UTRAN) / INTER-RAT or MODE HANDOVER INFO WITH MS CAPABILITIES (GERAN Iu) START_PS value that is similar to START_CS IE defined in TS25.331.

2.2.1 MS RAC Capability 

MS RAC capability should be available at the source RNC and it has to be sent to the target BSS. Note that in order to get the MS RAC RNC may use the UE CAPABILITY INQUIRY procedure defined in TS25.331. If used this procedure may require some changes, i.e. adding the MS RAC to the UE INTER-RAT capabilities.  

One way to send from the source RNC to the Target BSS   is by following the same sending procedure as defined for Classmark2 IE and Classmark3 IE for CS domain. Thus, MS RAC will be sent in this case as part of the RANAP messages, i.e. RELOCATION REQUIRED message The MS RAC will be sent to the Target SGSN in FORWARD RELOCATION REQUEST and to the Target BSS in PS HANDOVER COMMAND. 

Another way is to include the MS RAC in the RRC container together with the UE RAC capabilities transparently to the core network nodes. Due to the least impact on the exisiting signaling this is the preferred way for the transfer of the MS RAC to the target BSS.

2.3 START_PS and UE Radio Access Capabilities Handling in GERAN A/Gb to UTRAN / GERAN Iu PS Handover

If ciphering has been started when an intersystem handover occurs from GSM BSS to UTRAN, the parameters that need to be transfer during the PS handover from GERAN A/Gb mode to UTRAN are:

· Keys: CK, IK (as defined in 29.060)

· START value information (START_PS for PS services)

· Security capabilities part of the UE Radio Access Capabilities;

This information is sent before the PS handover is executed to enable and to continue the communication in ciphered mode between the target RNC and MS/UE.

Due to the fact that START_PS, UE RAC values are not available at the source BSS, but only at the MS, new ways to transfer these values are needed. There are 4 different ways identified: 

1. Scenario 1 – MS -> SGSN -> BSS -> RNC 

In this scenario START_PS and UE RAC is stored in the SGSN for al long as there is an active PDP Context for this MS and in BSS Context for the lifetime of this context.

2. Scenario 2 - MS -> BSS -> RNC 

In this scenario START_PS and UE RAC is stored in the BSS.

3. Scenario 3 - MS -> BSS -> RNC and BSS -> SGSN

In this scenario START_PS and UE RAC is stored in the SGSN for al long as there is an active PDP Context for this MS and in BSS Context for the lifetime of this context.

4. Scenario 4 – MS -> SGSN -> RNC

In this scenario START_PS and UE RAC is stored in the SGSN for al long as there is an active PDP Context.

In the Sections below each of these scenarios and the related procedures for transferring the START_PS and UE RAC are described in detail.

2.3.1 Scenario 1

The principles of this scenario are depicted below:  

1. Send the START_PS from the MS to SGSN and store it in the Source SGSN;

2. Send the START_PS from the SGSN to the BSS and store it in the BSS Context;
3. Send the START_PS in the RRC Container as part of the inter-RAT handover Info;
This solution requires the following messages to be used for the transfer of this information:

1. The MS sends to the SGSN the START_PS value and UE RAC capabilities together with the MS RAC capabilities by utilizing the RAU Request and Attach Request. The source SGSN stores these values as long as it has the MM context for this MS. 

2. Source SGSN sends the START_PS value and UE Capabilities to the BSS through the CREATE BSS PFC REQUEST message. The SGSN may at any time request the creation of a BSS packet flow context due to the activation of a PDP context. The BSS will store the received START_PS and UE RAC for the duration of the BSS Context specific to this MS. 

3. BSS will insert then START_PS value and UE capability (see TS25.331) into the RRC transparent container. RRC Container as defined in TS25.331 will contain Inter RAT Handover Info (UTRAN specific information) and Inter RAT UE radio access capability (Classmark Information Type 2 and Classmark Information Type 3 for CS domain and MS RAC capabilities for PS domain) from BSS to RNC.
The impacts of this scenario to the signaling messages and IEs are (see Figure 1): 

· START_PS value and UE capabilities inside of the ATTACH REQUEST and RAU REQUEST (MS-> SGSN)

· START_PS value and UE RAC capabilities: CREATE BSS Packet Flow Context Request (SGSN->BSS)

· Inter-RAT UE radio access capability IE: GSM will contain also MS RAC IE for PS domain (10.3.8.7- TS25.331) 
· UE security information IE (10.3.3.42b - TS 25.331)
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Figure 1: Scenario 1 Signaling Flow
The disadvantage of this scenario is the impact on the RAU and Attach procedures as well as additional IE in the BSS Context. 

2.3.2 Scenario 2 

The principles of this scenario are depicted below:
1. Send the START_PS to the BSS from the MS upon request from the BSS and store it in the BSS Context

2. Send the START_PS from the BSS in the RRC Container as part of the inter-RAT handover Info

This solution requires the following messages to be used for the transfer of this information (see Figure 2):
1. The BSS requests the START_PS/UE based on its local policies, e.g. upon detecting a possibility of the handover to an Iu mode cell based on the measurement reporting. A possible message to request this information from the MS is PACKET Downlink Dummy Control Block, which is sent on the PCCCH or PACCH by the network to the mobile station as a fill message with either of the optional parameters PAGE_MODE and PERSISTENCE_LEVEL or with no content. This message should be updated with a single bit to trigger sending of the message from the MS with the START_PS/UE Capabilities. 
2. MS sends the START_PS/UE Capabilities value to the BSS upon receipt of this message. A possible message to be sent by the MS is the Additional MS Radio Access Capabilities message that needs to be updated with the START_PS/UE Capabilities as defined in TS25.331.

3. The BSS stores this information in the BSS Context and it will insert then START_PS value and UE capability (see TS25.331) into the RRC transparent container upon PS handover to the Iu mode cell. 
The impacts of this scenario to the signaling messages and IEs are (see Figure):

· New IE PACKET Downlink Dummy Control Block to trigger the sending of the START_PS value and UE capabilities to the BSS
· New IE for the START_PS/UE capabilities in the Additional MS RADIO ACCESS CAPABILTIES message
· Inter-RAT UE radio access capability IE: GSM will contain also MS RAC IE for PS   domain (10.3.8.7- TS25.331) 
· UE security information IE (10.3.3.42b - TS 25.331)
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Figure 2: Scenario 2 Signaling Flow
2.3.3 Scenario 3 

The principles of this scenario are depicted below:
1. Send the START_PS to the BSS from the MS upon request from the BSS and store it in the BSS Context;

2. Send the START_PS to the SGSN and store it in the SGSN, such that it is available upon BSS PFC creation to a new BSS in the same routing area, i.e. controlled by the same SGSN;

3. Send the START_PS from the BSS in the RRC Container as part of the inter-RAT handover Info;
This solution requires the following messages to be used for the transfer of this information (see Figure 3):
1. The BSS requests the START_PS/UE based on its local policies, e.g. upon detecting a possibility of the handover to an Iu mode cell based on the measurement reporting. A possible message to request this information from the MS is PACKET Downlink Dummy Control Block, which is sent on the PCCCH or PACCH by the network to the mobile station as a fill message with either of the optional parameters PAGE_MODE and PERSISTENCE_LEVEL or with no content. This message should be updated with a single bit to trigger sending of the message from the MS with the START_PS/UE Capabilities. 
2. MS sends the START_PS/UE Capabilities value to the BSS upon receipt of this message. A possible message to be sent by the MS is the Additional MS Radio Access Capabilities message that needs to be updated with the START_PS/UE Capabilities as defined in TS25.331.

3. The BSS stores this information in the BSS Context and it will insert then START_PS value and UE capability (see TS25.331) into the RRC transparent container upon PS handover to the Iu mode cell. 
4. The BSS sends also the START_PS / UE Capabilities to the SGSN by means of an uplink LLC PDU. S
5. The SGSN stores this information for the duration of the MM context for this MS and sends it to a new BSS in its routing area as part of the CREATE BSS PFC REQUEST message 

6. BSS will insert then START_PS value and UE capability (see TS25.331) into the RRC transparent container. RRC Container as defined in TS25.331 will contain Inter RAT Handover Info (UTRAN specific information) and Inter RAT UE radio access capability (Classmark Information Type 2 and Classmark Information Type 3 for CS domain and MS RAC capabilities for PS domain) from BSS to RNC.
The impacts of this scenario to the signaling messages and IEs are (see Figure 3): 

· New IE PACKET Downlink Dummy Control Block to trigger the sending of the START_PS value and UE capabilities to the BSS

· New IE for the START_PS/UE capabilities in the Additional MS RADIO ACCESS CAPABILTIES message
· START_PS value and UE RAC capabilities in the uplink LLC PDU

· START_PS value and UE RAC capabilities in the CREATE BSS Packet Flow Context Request (SGSN->BSS)

· Inter-RAT UE radio access capability IE: GSM will contain also MS RAC IE for PS domain (10.3.8.7- TS25.331) 
-     UE security information IE (10.3.3.42b - TS 25.331)
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Figure 3 Scenario 3 Signaling Flow
2.3.4 Scenario 4 

1. Send the START_PS from the MS to SGSN and store it in the Source SGSN

2. Send the START_PS in the RRC container from the SGSN
This solution requires that the RRC container is created by the 2G SGSN and it therefore violates the principle of the transparent containers. Therefore the impacts of this solution are affecting the overall 2G SGSN architecture.

3. Conclusion

This paper has shown how the security parameters will be transferred during PS handover. 

Additionally four different scenarios have been presented for the handling of the START_PS and UE radio access capabilities during inter-mode and inter-RAT PS handover. From the four scenarios presented the preferred solution is Scenario 1.  The principles of this scenario are depicted below:  

1. Send the START_PS from the MS to SGSN and store it in the Source SGSN;

2. Send the START_PS from the SGSN to the BSS and store it in the BSS Context;
3. Send the START_PS in the RRC Container as part of the inter-RAT handover Info;
With regard to MS RAC capabilities in case of UTRAN / GERAN Iu mode to GERAN A/Gb mode PS Handover the preferred solution is to include the MS RAC in the RRC container together with the UE RAC capabilities transparently to the core network nodes due to the least impact on the exisiting signaling. In this case it is assumed that MS RAC is available in RNC. In order to acquire the MS RAC, RNC may utilize the  UE CAPABILITY INQUIRY procedure defined in TS25.331, which needs to be enhanced, i.e. adding the MS RAC to the UE INTER-RAT capabilities.  
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