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Generation of IOV-UI/IOV-I values during PS Handover

1 Background

One problem that has been discussed in connection with PS Handover is how to guarantee that the IOV-UI/IOV-I value generated in the new SGSN during an inter-SGSN (A/Gb to A/Gb mode) PS handover has not been used earlier in a preceding SGSN. The reason for this concern is that if the same IOV-UI/IOV-I value is used and LFN and OC are reset, the same input values will be used to the ciphering algorithm as has already been used in a preceding SGSN (in case no re-authentication has been performed).

2 Solution

One possible solution to this problem is to transfer the IOV-UI/IOV-I value used in the old SGSN to the new SGSN and use that value as input to the algorithm used to generate the new IOV-UI/IOV-I value. If we use e.g. the following algorithm for generating the new IOV-UI/IOV-I value, it will take at least 256 SGSN changes without any re-authentication in between before there is any risk that the IOV-UI/IOV-I value is repeated.

(New value) = (Old value) + RAND (1 .. 2^24).

3 Conclusion

It has been shown that it is possible to guarantee that the IOV-UI/IOV-I value generated in the new SGSN is unique to a reasonable level. The disadvantage with the proposed method is that the new value is randomly generated within a smaller range than (0 .. 2^32-1). The value generated is, however, a 32 bit value. 

It is suggested to send an LS to SA3 and/or ETSI/SAGE to ask if they see any dangers with using a method like the one described above for generating the IOV-UI/IOV-I values.
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