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Provision of a larger RAND for VGCS

 AUTONUMLGL Introduction

There has been some concern expressed by SA3 on the size of the RAND that has been recommended by GERAN2 for input into the cipher key generation algorithm. The belief is that 32 bits is not sufficient to achieve the required level of security. The main issue regarding providing a larger RAND is the amount space that is available on the PCH. It should be noted that the PCH is optionally used for sending notifications and is only normally used for high priority notifications.

This paper looks at possible ways of providing more space for a larger RAND when the notification is sent on the PCH in a Paging Request Type 1 message.

 AUTONUMLGL Possible Solutions for providing a RAND > 32 bits

 AUTONUMLGL Restrict the use of PCH

Previous calculations [1] have shown that it is only possible to provide a RAND of 38 bits on the PCH. This channel is used to send notifications that are above a certain priority. If there is not sufficient space for the complete notification on the PCH then it is possible for the notification on the PCH to include a flag (eg NLN) to indicate to the MS that a new group call has started and that the MS should read the NCH to find the full details of the new group call (group call reference, group channel description etc). This will result in an increased call setup time compared to providing the complete description of the group call on the PCH.

 AUTONUMLGL Use a reduced Group Call Reference (GCR) in second segment

In order to provide a RAND of 32 bits it has been previously shown [1] that it is necessary to be able to describe one group over two radio blocks using two instances of the Paging Request Type 1 message. The blocks are linked via the extended paging indicator and the group call reference indicates whether the call is ciphered. Both blocks contain the GCR.

The GCR consists of the following fields:

Group Id

Service (VGCS/VBS) flag

Acknowledgement flag

Priority (3 bits)

Cipher key sequence number (4 bits) (a value of 0 means that call is not ciphered)

In order to save some bits it is proposed that the second segment of the notification on the PCH only contains a reduced GCR that is composed of, 

Group Id

Service (VGCS/VBS) flag

since the priority, acknowledgement flag and cipher key sequence numbers are constant for the duration of the call.

The proposed CSN.1 encoding of the P1 Rest Octets which is contained within the Paging Request Type 1 is shown in Figure 1. For the case that the notification for one group call is segmented over two instances of the Paging Request Type 1, the contents of each segment is as follows:

Segment 1:

NLN

Group Call Reference

Group Channel Description

Segment 2:

Reduced Group Call Reference

RAND

	{
<P1 Rest Octets> ::=


{L I H <NLN(PCH) : bit (2)> <NLN status : bit>}


{L I H <Priority1 ::= Priority>}


{L I H <Priority2 ::= Priority>}


{L | H <Group Call information>}


< Packet Page Indication 1 : {L | H} >


< Packet Page Indication 2 : {L | H} >


{ null | L
-- Receiver backward compatible with earlier version >;




| H





-- Additions for REL-6



{ 0 | 




      1 { <  0  | 1 < Reduced Group Call Information > >}




      < RAND : bit (32) >}


< spare padding > ; 

}
-- truncation allowed, bits 'L' assumed



	<Priority> ::= <bit (3)>;



	<Group Call information>

See sub-clause 9.1.21a

	<Reduced Group Call Information>

Consists of Group Id, service flag, 


Figure 1 Proposed coding of P1 Rest Octets

From the above coding it can be seen that legacy MSs will not see the reduced GCR since they will interpret these bits as padding, so will ignore this field.

One issue with this proposal is to define the behaviour of the MS when the MS does not receive the first segment of the notification but does receive the second segment.  In this case the MS must obtain the missing priority, cipher key sequence number and the group channel description from the NCH. In this case the MS should read the NCH or PCH again after acquiring the second segment of the message from the PCH, in order to ensure that up to date information is obtained. Alternatively, if the information is transmitted multiple times on the PCH it is possible that the MS may obtain the first segment of the notification on a subsequent transmission on the PCH.

Thus this option could be used to provide an additional 8 bits for the RAND.

 AUTONUMLGL Omit Group Call Reference (GCR) in second segment

This option would potentially allow an additional 36 bits (ie the size of the Group Call Reference) for the RAND. The first and second segments of the notifications would be linked via the extended paging flag. However, there are some issues with this approach:

· The second block would not contain a call identifier so if the first block was not read by the MS then the second block would be meaningless

· There may be some danger that the second block becomes associated with the first block of a different call (eg in paging channel re-organisation). This would need further checking.

When considering the impact of these issues it would seem advisable that both of the segments of the notification contain a form of group call reference.

Conclusion

This paper has provided a method for providing some additional bits for a larger RAND on the PCH by use of a reduced group call reference. This method should be able to provide an additional 8 bits. However, on the NCH the RAND needs to be limited to 40 bits in order for one radio block to be able to contain two RAND and two group call references. Thus it is also proposed to restrict the size of the RAND on the PCH also to 40 bits.
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