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Provision of Global_Count for VGCS

 AUTONUMLGL Introduction

One of the parameters that are used to generate the short term cipher keys is a COUNT field, whose value is determined by the TDMA fame number. This value cycles around after just over 3 hours. In order to prevent the possible reuse of the cipher key after this period, it has been proposed by SA3 [3] to make the generation of the cipher key dependent on another parameter, ‘Global_Count’, that is incremented when ever COUNT wraps around. The size of the Global_Count has been proposed to be of the order 4-8 bits, thus preventing key reuse in the range (16-256) * 3 hours.

There have been contributions at Geran #18 and #19 [1] and [2] that have proposed that Global_Count should be provided on the following logical channels:

· BCCH

· FACCH in the Handover Command

At Geran #19 concern was raised for providing Global_Count in the system information messages. The following concerns were raised:

· Time dependent information should not be put on the broadcast channel

· A system information message received by the MS might be out of date relative to the information that is in BSC

This contribution provides an alternative mechanism for the provision of Global_Count.

 AUTONUMLGL Requirements

Global_Count needs to be provided so that:

· A MS that supports VGCS ciphered group calls has the value when joining a group call either via the NCH, PCH or FACCH

· A MS that is handed over to a new cell has the value of Global_Count in the new cell prior to handover, so that the ciphered group call is maintained on handover.

 AUTONUMLGL Proposal for provision of Global_Count

The Global_Count needs to be provided in a timely manner so that a MS is able to join a group call when the description of the group channel may have been provided by the following means:

· Notification/NCH

· Notification/PCH

· Notification/FACCH

· Handover Command/FACCH

 AUTONUMLGL Notification/NCH

Global_Count needs to be provided in NCH blocks that contain notifications for a ciphered group call so that a MS in Idle mode can join the voice group at any time by reading the Notification/NCH. In the case that a notification for one group call is segmented over two radio blocks using two instances of Notification/NCH, the Global_Count value only needs to be provided in one of the instances.

 AUTONUMLGL Notification/PCH

Global_Count needs to be provided in PCH blocks that contain a notification for a ciphered group call so that a MS in Idle mode can join the voice group call by reading the Paging Request Type 1. In the case that a notification for one group call is segmented over two radio blocks using two instances of the Paging Request Type 1, the Global_Count value only needs to be provided in one of the instances.

 AUTONUMLGL Notification/FACCH

Global_Count needs to be provided in FACCH blocks that contain a notification for a ciphered group call so that a MS in Dedicated mode can join the voice group call by reading the Notification/FACCH. In the case that a notification for one group call is segmented over two radio blocks using two instances of the Notification/FACCH, the Global_Count value only needs to be provided in one of the instances. It is possible that the MS has obtained Global_Count prior to entering Dedicated mode. However, the ciphered group call may not have been started prior to the MS entering dedicated mode, in which case the MS may not have previously received the Global_Count. 

It is possible that the Notification/FACCH message is constructed by the BSC whilst the TDMA frame number from which Global_Count is derived is maintained by the BTS. In order to avoid any synchronisation problems between the BTS and BSC, it is suggested that the BSC transmits in the Notification/FACCH the Global_Count and the most significant bit of the TDMA fame number. If the most significant bit (MSB) of the TDMA frame number in which the MS reads the Notification/FACCH message is set to 0, but the value in the Notification/FACCH message is 1, then the MS must increment the value of the received Global_Count. The impact on the Global_Count of the most significant bit of the TDMA frame number in the Notification/FACCH and the actual TDMA frame is summarised in Table 1.

	MSB of actual TDMA frame number
	MSB of TDMA frame number in Notification/FACCH
	Impact on Global_Count
	Comment

	0
	0
	None
	TDMA frame number is still increasing.

	0
	1
	+1
	TDMA frame number has wrapped since Global_Count transmitted in BSS

	1
	0
	None
	TDMA frame number is still increasing.

	1
	1
	None
	TDMA frame number is still increasing.


Table 1 Impact on Global_Count of MSB of TDMA frame number

 AUTONUMLGL Handover Command/FACCH

Global_Count needs to be provided in the Handover Command on the FACCH for the case that MS is handed over to another cell. This is detailed in [1]. The TDMA frame is also provided in the Handover Command when the Global_Count is present.

It should only be necessary for the BSS to transmit the Global_Count when there are active ciphered group calls in the cell. 

 AUTONUMLGL Conclusion 

Global_Count should be provided on the following logical channels:

· NCH in the Notification message

· PCH in the Paging Request Type 1 message

· FACCH in the Notification/FACCH and the Handover Command

In the following cases Notification/NCH, Paging Request Type 1/PCH and Notification/FACCH, Global_Count only needs to be present in one of the blocks when segmentation of the message into two blocks is required.  

It should be noted that with this proposal the Global_Count is using the same resources that are used to provide the RAND. However, it may be possible to avoid an impact on the proposed length of the RAND by ensuring that the Global_Count is placed in the first segment of the notification.  However, in the situation that the group call could be described in one notification message, the addition of the Global_Count may be such that the notification has to be segmented over two radio blocks.

When there may be timing variations between the generation and reception of a message containing Global_Count, it may be necessary to include the MSB of the TDMA frame number in the message.
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