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60.10
Inter system handover to UTRAN/From GSM/Integrity Protection Activation

60.10.1
Definition

60.10.2
Conformance requirement

The MS shall include the Security START values in INTER RAT HANDOVER INFO in the RR message UTRAN CLASSMARK CHANGE -definition and in the RRC message HANDOVER TO UTRAN COMPLETE.  

If the MS succeeds to establish the connection to UTRAN after reception of an INTERSYSTEM TO UTRAN HANDOVER COMMAND, the NW may start Integrity protection using the previously received CS START value by sending a SECURITY MODE COMMAND message to the MS.

Reference(s)


3GPP TS 25.331 subclause 8.1.12 and 8.3.6.


3GPP TS 04.18 subclause 3.4.4a and 3.4.11.

60.10.3
Test purpose

To test that MS supporting both GSM and UTRAN applies the correct CS Security START value after a successful handover from GSM to UTRAN when Integrity protection is activated by the NW.

60.10.4
Method of test

Initial conditions

System Simulator:

2 cells - Cell 1 is GSM, Cell 2 is UTRAN. 


The present document subclause 26.65.1 shall be referenced for the default parameters of cell 1. 


3GPP TS 34.108, subclause 6.1 shall be referenced for default parameters of Cell 2.

Mobile Station:


Off

Related PICS/PIXIT statement(s)

-
MS supports both GSM and UTRAN Radio Access Technologies.

-
MS supports UTRAN AMR.

-
MS supports GSM FR.

-
MS supports GSM-P, GSM-E, GSM-DCS, GSM-PCS, GSM-450, GSM-480, GSM-850.

Foreseen final state of the MS

The MS is in CC state U10 on cell 2.

Test Procedure

The SS starts the GSM cell, the MS selects the GSM cell for camping and performs a Location Update. The SS then brings the MS into the call active state (CC state U10) with FR speech call. 

The SS starts the UTRAN cell, configures the UTRAN dedicated channel corresponding to default handover configuration 3 and sends a MEASUREMENT INFORMATION to trigger the MS to perform measurements on the UTRAN cell. 

The SS verifies that the MS includes the UTRAN cell in the MEASUREMENT REPORT. The SS then sends a CLASSMARK ENQUIRY requesting an UTRAN CLASSMARK CHANGE from the MS. The MS responds with a UTRAN CLASSMARK CHANGE and the SS verifies that the INTER RAT HANDOVER INFO includes a START value for the CS domain. 

The SS sends an INTERSYSTEM TO UTRAN HANDOVER COMMAND indicating the dedicated channel of the target cell to the MS. After the MS receives the command, it shall switch to the dedicated channel of the UTRAN cell. The SS checks whether the handover is performed by checking that the MS transmits HANDOVER TO UTRAN COMPLETE to the SS through DCCH of the UTRAN cell. It is also verified that the START value for the CS domain in the HANDOVER TO UTRAN COMPLETE message is the same as the START value received in the INTER RAT HANDOVER INFO.

The SS attempts to activate Integrity protection by sending an Integrity protected SECURITY MODE COMMAND on the DCCH with an incorrect IE “Integrity check info”. It is verified that the MS does not respond with a SECURITY MODE COMPLETE message.

The SS retransmits the SECURITY MODE COMMAND on the DCCH with a correct IE Integrity Check Info and the MS responds with an Integrity protected SECURITY MODE COMPLETE. Both SS and MS shall use the START value for the CS domain for Integrity protection that the MS has indicated in UTRAN CLASSMARK CHANGE and HANDOVER TO UTRAN COMPLETE.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	MS
	SS
	
	

	1
	SS
	
	The SS configures the GSM cell.

	2
	MS – SS
	
	The MS performs a Location Update on the GSM cell.

	3
	MS – SS
	
	The SS brings the MS into GSM U10 state in cell 1 and GSM FR speech call.

	4
	SS
	
	The SS configures the UTRAN cell with a dedicated channel configuration: conversational/speech/UL:12.2 DL:12.2 kbps/CS RAB + UL:3.4 DL3.4 kbps SRBs in UTRAN cell (default handover configuration 3).

	
	
	
	The following messages are sent and received on the GSM cell

	5
	(
	MEASUREMENT INFORMATION
	

	6
	(
	MEASUREMENT REPORT
	Including Measurement Results on the UTRAN cell in Step 5.

Received within 5 sec from Step 5.

	7
	(
	CLASSMARK ENQUIRY
	

	8
	(
	UTRAN CLASSMARK CHANGE
	Verify that the ue-SecurityInformation is present.

	9
	(
	INTERSYSTEM TO UTRAN HANDOVER COMMAND
	

	10
	MS
	
	The MS accepts the handover command and configures its lower layers using the parameters contained in the INTERSYSTEM TO UTRAN HANDOVER COMMAND

	11
	SS
	
	The SS waits for uplink physical channel in synchronization 

	
	
	
	The following messages are sent and received on the UTRAN cell.

	12
	(
	HANDOVER TO UTRAN COMPLETE
	Received on DCCH of the UTRAN cell.

Verify that the same CS-domain START-Value is indicated as in step 8.

	13
	(
	SECURITY MODE COMMAND
	Integrity protected with a different CS-domain START value than the indicated in step 8 is applied.

	14
	SS
	
	Verify that no SECURITY MODE COMPLETE is sent by the MS for 5 sec.

	15
	(
	SECURITY MODE COMMAND
	Integrity protected with the CS-domain START value indicated in step 8 is applied.

	16
	(
	SECURITY MODE COMPLETE
	Verify that Integrity protection is applied using the CS-domain START value indicated in step 8.


Specific message contents

MEASUREMENT INFORMATION in Step 5

Same as in 60.1

CLASSMARK ENQUIRY message in Step 7

	Information Element
	Value/remark

	Protocol Discriminator
	RR management

	Skip Indicator
	‘0000’B

	Message Type
	Classmark Enquiry

	Classmark Enquiry Mask
	

	  Classmark Enquiry Mask IEI
	‘00010000’B

	  Length of Classmark Enquiry Mask contents
	‘00000001’B

	  Classmark Enquiry Mask value part
	‘10001000’B Note

	Note     CLASSMARK CHANGE message is not requested; 

             UTRAN CLASSMARK CHANGE message is requested; 

             CDMA2000 CLASSMARK CHANGE message is not requested


UTRAN CLASSMARK CHANGE message in step 8

	Information Element
	Value/remark

	Protocol Discriminator
	RR management

	Skip Indicator
	‘0000’B

	Message Type
	UTRAN ‘Classmark  Change

	UTRAN Classmark
	

	  Length of UTRAN Classmark
	Length of INTER RAT HANDOVER INFO

	  UTRAN Classmark value part
	INTER RAT HANDOVER INFO

	  InterRATHandoverInfo
	RR management

	    PredefinedConfigurationStatusList
	(Optional) Not checked

	    ue-SecurityInformation
	Checked that the IE is present

	      start-CS
	20 bits

	…
	Rest of message not checked


INTER SYSTEM TO UTRAN HANDOVER COMMAND message in Step 9

Same content as in 60.1

HANDOVER TO UTRAN COMPLETE message in step 12

	Information Element
	Value/remark

	UL-DCCH-Message
	

	  IntegrityCheckInfo
	Not defined

	  Message
	handoverToUTRANComplete

	    HandoverToUTRANComplete
	

	      StartList
	

	      [0]
	

	        cn-DomainIdentity
	cs –domain Checked that IE is present

	        start-Value
	20 bits

	      [1]
	

	        cn-DomainIdentity
	ps-domain Not checked

	        start-Value
	20 bits

	      …
	-


SECURITY MODE COMMAND message AM, in step 13

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	         - Message authentication code
	Set to MAC-I value computed by the SS using a different START value for the CS domain from the indicated in the INTER RAT HANDOVER INFO. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	UE system specific security capability
	

	          - Inter-RAT UE security capability
	

	           - CHOICE system
	GSM

	            - GSM security capability
	The indicated algorithms must be the same as the algorithms supported by the UE as indicated in the IE " Mobile station classmark 2 " in the LOCATION UPDATING REQUEST message.


SECURITY MODE COMMAND message AM, in step 15

	Information Element
	Value/remark

	Message Type
	

	RRC transaction identifier
	Arbitrarily selects an integer between 0 and 3

	Integrity check info
	

	         - Message authentication code
	Set to MAC-I value computed by the SS using the indicated START value for the CS domain from the INTER RAT HANDOVER INFO. The first/ leftmost bit of the bit string contains the most significant bit of the MAC-I.

	UE system specific security capability
	

	          - Inter-RAT UE security capability
	

	           - CHOICE system
	GSM

	            - GSM security capability
	The indicated algorithms must be the same as the algorithms supported by the UE as indicated in the IE " Mobile station classmark 2 " in the LOCATION UPDATING REQUEST message.


60.10.5
Test requirement

After step 16, the ongoing call shall continue on UTRAN cell with Integrity protection using the CS Security START value indicated in the UTRAN CLASSMARK CHANGE.
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