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GERAN2 would like to thank SA3 for their LS on ‘Ciphering for Voice Group Call Services’ in Tdoc S3-030804.

GERAN2 has considered the provision of the RAND, CGI and the global_count and the conclusions are summarized below:
A. RAND

There is some space available in the notification channel (NCH) to carry additional information. However it should be noted that notifications are sent on the NCH, FACCH and PCH and all three cases need to be considered as the available space varies according to channel type. With the current structure of the notification message, the following amount of space (in bits) is available for the RAND:

	Channel Type
	Available Space (Without frequency hopping)
	Available Space(With frequency hopping)

	NCH
	93
	20

	FACCH
	89
	16

	PCH
	16
	0


NOTE: the above figures for the NCH are based on the notification/NCH message containing a description of one group call. 
GERAN2 has studied the possibility of segmenting the description for one group call over two messages, as described in GP-040181. With this approach the following amount of space (in bits) is available for the RAND in the second message:

	Channel Type
	Available Space

	NCH
	120

	FACCH
	114

	PCH
	38


Nb The above figures are not dependent on the use of frequency hopping as the group channel description is not included in the second message.

It should be noted that the NCH may contain a LIST of notifications. The table below shows how many radio blocks (i.e. number of notification/NCH messages) that are required on the NCH as a function of number of ciphered group calls and size of RAND for the case that frequency hopping is used and that 72 bits are used to describe the frequency list.
	
	32 bit RAND
	48bit RAND
	64 bit RAND

	1 group call
	2 blocks
	2 blocks
	2 blocks

	2 group calls
	3 blocks
	4 blocks
	4 blocks

	3 group calls
	5 blocks
	6 blocks
	6 blocks

	4 group calls
	6 blocks
	8 blocks
	8 blocks

	8 group calls
	12 blocks
	16 blocks
	16 blocks


The above tables show that the number of radio blocks increases when the size of the RAND exceeds a certain threshold. This happens when it is only possible to include one RAND and associated group call reference in the second segment of the notification on the NCH. This occurs when the size of the RAND exceeds 40 bits. 

Thus, with the introduction of this segmentation mechanism it is possible to provide a RAND of up to 32 bits in the notifications on the NCH, PCH and FACCH. Although the above tables show that it is possible to provide a 64-bit RAND on the NCH and FACCH, consideration must be given to the additional overhead on the air interface. Thus GERAN2 recommends that a RAND of 32-bits is provided.
B. CGI

It is possible to provide the CGI as an input parameter to the generation of the group cipher key. 

When an MS performs a cell reselection it should read the System Information 3 and 4 messages before accessing the cell. Both of these messages contain the CGI.

In the case of handover to another cell, the MS needs to be provided with the CGI in the Handover Command message. As this message can already be segmented over multiple radio blocks, the addition of the CGI should not be an issue.
C. Global_count
GERAN2 has investigated providing Global_count in the system information on the BCCH, SACCH and in the Handover Command (FACCH). It is not sufficient to just provide this parameter on the SACCH and FACCH as Idle mode mobiles need to be provided with the information. Concern was expressed at providing this dynamic parameter on the BCCH, and it was concluded that a solution based on the BCCH, SACCH and FACCH is not desirable.

GERAN2 will investigate an alternative mechanism for providing the Global_Count.
GERAN2 would like to emphasise that the main issue in providing the above parameters is the amount of space available in the notifications, particularly when the notification is included in the Paging Request Type 1 on the PCH. The size of the RAND should be kept to a minimum in order to:

· Avoid unnecessary segmentation of message and inefficient use of the radio resources

Actions:

SA3: Please inform GERAN2 about the final decision regarding the provision of the RAND and CGI as VGCS ciphering parameters, such that the necessary CRs can be prepared. 
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