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On Functional Split and Modifications to LLC and SNDCP

1. Introduction

During the discussions regarding the evolution of the Gb interface to support conversational and streaming classes of traffic, it has been proposed to modify the functional split in order to optimise the solutions for specific traffic classes.  While this has been widely rejected, this paper intends to provide evidence that the solution is not feasible given the guidelines for the Gb evolution.

This paper also looks at the modifications which may be made to SNDCP and LLC protocols in order to support a conversational service class and 3G security.  

2. Functional split

2.1. Argument against functional split

During the first discussions on enhanced Gb, one of the arguments used against the currently specified GERAN Iu mode was that there was no clear upgrade path from the current A/Gb system to the Iu mode solution.  This is due to the design  brief of GERAN Iu, which was to align with the UTRAN solution, which has a markedly different architecture to GERAN A/Gb mode. Hence the upgrade path from A/Gb to GERAN Iu mode was never expected to be clear.

The discussions regarding changing the functional split (by moving e.g. the ciphering and header compression to the RAN) have an analogy in this, in that by making the SGSN more transparent, the BSC becomes more heavyweight and will possibly require a hardware and/or platform change. 

Before discussing any relevant technical merits/objections to the functional split, it needs to be identified whether any operators/vendors are willing and able to spend another 1-2 years standardising an eGb solution which will require much the same changes to architecture that is required for GERAN Iu mode.

2.2. Architecture changes

In order to promote discussion on the architecture changes that would be required for the functional split, the ciphering, error correction and integrity protection issues are discussed below.

Ciphering

If ciphering is moved from the SGSN to the BSC, then the ciphering context will have to be transferred at every inter-BSC handover as it is currently in GERAN Iu and UTRAN.  To reduce the standardisation time required for the evolved Gb, it would be sensible to re-use as much as possible of the ciphering work already done in UTRAN and GERAN Iu, which would naturally result in a solution which began to look more like the Iu mode solution, reducing the benefit from evolving the Gb in the first place.  Also, this transfer of ciphering context during each inter-BSC handover will increase the traffic load across the Gb interface as well as increase complexity of the PS handover signalling.

In the RAN, there is currently no RRC like functionality to negotiate the use of the ciphering parameters for RLC/MAC in the PS domain.  The evolution of the Gb RLC/MAC to use ciphering will require that this new protocol layer is introduced, or that the negotiation is done at RLC or the RR layer.  

For ciphering to be negotiated at the RAN requires that the messages be protected from attack by unauthorised users (otherwise, the ciphering may be “switched off” by an unauthenticated attacker).  This will require integrity protection at the same (or lower) layer as the ciphering negotiation.  Integrity protection in the RLC/MAC was rejected by TSG GERAN in June of last year for GERAN Iu mode [3].

Error detection

Error detection is one of the major overheads in the LLC layer, using an FCS of 3 octets.  For speech it may be acceptable to remove the FCS from LLC, but the conversational traffic class will not support only speech, but e.g. interactive gaming, which is far less tolerant of errors.

Moving error correction to the RLC/MAC may, depending on the size of the CRC chosen to protect an RLC block, lead to a marginally decreased data throughput.  Error protection in current LLC can be applied to the LLC/SNDCP headers only or the entire LLC frame.  

The application of this “selective CRC” would require the RLC to know which of the RLC Blocks contained higher layer headers, and which carried information.  Given that there may be optional fields this may be non-trivial.

If error detection is removed from LLC and not re-introduced in another layer the effects of undetected errors would have to be examined for impact upon speech quality, ROHC performance and BER of non voice traffic.

Integrity protection

As proposed on the S3 reflector, integrity protection is not a mandatory feature and may be divorced from the discussions of eGb service provision.  However, the argument that end user perception and take up of a service which is “insecure” may be limited is still valid.

Integrity protection in RLC/MAC was rejected by TSG SA WG3 and TSG GERAN
 during the meetings in June of last year [3] due to the lack of strength of a MAC-I of less than 32 bits, and the reluctance of TSG GERAN to include a MAC-I of 32 bits in each RLC block.

If integrity protection is put in the CN, then there is no mechanism provided to prevent unauthorised modification of messages for request and assignment of the air interface resources (RLC/MAC and RR).  The authentication would have to be done at the SGSN, with the SGSN then informing the BSS about any failed authentication.  This would add another layer of complexity to the Gb interface (BSSGP).

The addition of Integrity protection at LLC will add an additional 4 octet overhead on all signalling between the MS and SGSN.

Conclusions of architecture changes

The above shows that the complexity of any solution involving a functional split would require massive time to develop and standardise, and the inclusion of integrity protection will always be limited to protecting CN signalling unless the decision from June 2001 is re-considered.
3. Protocol Modifications



3.1.1. LLC

There have been a number of proposals on the modification of LLC, discussing the various ways in which the LLC overhead may be reduced with varying impact upon the protocol stacks in the SGSN and the BSC/BTS.

These are each considered in turn below

3.1.1.1. Ciphering

Ciphering is provided in the SGSN and one input to the ciphering algorithm (The LLC Sequence number) is included in the LLC header.  Each LLC frame is ciphered independently.  Although it is not expected that ciphering can be removed from LLC, it may be possible to reduce the size of the sequence number included in the LLC header from 9 bits to e.g. 8 bits or even less.  A detailed analysis should be provided and discussed with SA3 in order not to reduce the strength of the ciphering to a level where it is considered useless.  It is expected that the reduction of the sequence number will save at most two bits (One bit indicating whether the payload is ciphered, and one bit from the sequence number).

3.1.1.2. Error detection 

In UI mode, the FCS is only used to protect the first 4 octets of the information field (corresponding to the SNDCP header) and the LLC header.  It may be worth extending this value (N202) such that the FCS (reduced or otherwise) can protect the compressed IP header.  This would require a new field in the primitive passed from SNDCP to LLC indicating the length of the ROHC header as part of the information field.  The length of this header would also need to be indicated to the peer entity.  

Alternatively, it may be worth removing the header detection entirely, or providing another layer of error correction at LLC for the higher layer headers (ROHC and SNDCP)

Speech traffic is relatively tolerant to errors, however, conversational traffic may incorporate more than simple speech (video, interactive gaming) which is not error tolerant.  This may allow the use of a reduced (or removed FCS) in the case of speech, and a full FCS for non-speech conversational traffic.

3.1.1.3. Conversational LLC

Rather than discuss a transparent LLC it is proposed to introduce a conversational LLC, which is optimised for the conversational class of traffic.  It should also be possible to decrease the overhead of e.g. LLC/SNDCP header to a level which is manageable for through e.g. the reduction of ciphering strength, the removal of the FCS.  

It is anticipated that there will be a one to one mapping of N-SAPI – SAPI – PFI, which removes the need to include the SAPI in the LLC header.   This one to one mapping from N-PDU to LLC for conversational class traffic will cause a reduction in available LLC SAPIs if more than one conversational class service can be active on the MS at a given time.  However, it is not known why a user would run more than one conversational class of traffic at a given time.

The predicted overhead is as follows:
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Whether a reduced FCS can be used is ffs, however, the header of the LLC frame may be reduced to the sequence number plus FCS if all conversational class traffic is ciphered and protected with a fixed length FCS.  

A three octet FCS has been shown because until it has been demonstrated that a smaller FCS is suitable, then three should be assumed to be necessary.

If the ciphering and FCS are considered to be optional parts of the conversational LLC protocol, then an additional two bits would be required to indicate the use of each.  Also, if a variable length FCS is allowable, then a number of indication bits will be required.

3.1.2. SNDCP

3.1.3. Integrity protection

The following functions are currently provided in SNDCP in GERAN:

· Segmentation

· Header Compression

· Data Compression

· Multiplexing of N-PDU’s onto LLC SAPIs

In the evolved Gb scenario, then there is expected to be no segmentation (IP packets for conversational class traffic will be small < 100 octets).  Data compression will not be provided, and there will be a one to one mapping of N-PDU onto LLC SAPIs for conversational traffic. 

Hence, the only functions that will be included at SNDCP will be ROHC, which adds nothing to the SNDCP header.  The sequence number at SNDCP may be removed because of the one to one mapping between LLC and SNDCP.

Since ROHC signalling is contained in-band in the compressed IP header, this leads to a transparent SNDCP for conversational class traffic in the same way as proposed in GP-021747

If it is felt that the FCS should cover the compressed IP header as well as the LLC header, then it will be necessary to include information about the length of the header to be protected.  This will increase the direct overhead size (by introducing a length field to the SNDCP header), but may in the long term cause a reduction in the overall size of data transmitted as the ROHC entity will be able to compress the IP header more effectively (reduced size).  This should be investigated once the feasibility study is concluded.

4. Conclusion

The current overhead for LLC and SNDCP in unack mode is 10 octets, 4 for SNDCP and 6 for LLC including the FCS.  This can be reduced to 1 octet with no FCS up to 4 octets  with a three octet FCS.  

The outstanding issues identified in this document are:

1. Is ciphering a mandatory function for conversational class services?

2. Is FCS mandatory function for conversational class services?

3. What level of FCS is required by conversational class services.

4. Should the FCS cover the LLC header, or the LLC and compressed IP header?

It appears that the reduction in overhead will be feasible as long as no other header/data compression is used for conversational classes of service, and that LLC SAPIs map directly to SNDCP and also to PFIs.  This may lead to a reduction of the number of apps that can be active at any one time (due to LLC SAPI starvation) but since there is only expected to be one conversational class of traffic ongoing this is not felt to be a major issue. 

References

[1] GP-021748, LLC/SNDCP headers for Conversational QoS over Gb, Nokia

[2] AHAGB-018, Optimizations for Conversational Services in A/Gb, Ericsson

[3] GP-011368, Reply to LS S3-010290 on integrity protection at RLC/MAC level, TSG GERAN

[4] GP-021747, Optimisations for Conversational Service in A/Gb, Ericsson

[5] 3GPP TS 44.064, Logical Link Control (LLC) layer specification v5.1.0 

[6] 3GPP TS 44.065, Subnetwork Dependent Convergence Protocol (SNDCP) v5.0.0

�PAGE \# "'Page: '#'�'"  �� Not seriously intended to be left in…





