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This document contains a summary of the email discussion on enhanced A/Gb mode security which was held on the SA3 mailing list between 27th July and 19th August. The convenor was Peter Howard (Vodafone). It was agreed at SA3#24 to hold this discussion due to the limited time to discuss the security aspects of enhanced A/Gb mode during SA3#24. This summary has been agreed on the SA3 email reflector, although it cannot be considered the formal position of SA3. This document should be the basis for further discussion at SA3#25, should SA3 need to continue being involved after the completion of TSG GERAN's feasibility study during TSG GERAN #11 in August.

The following topics were discussed:

· Scope of email discussion

· A/Gb mode and IMS

· Overall requirements for enhancing A/Gb mode security 

· Options for enhancing A/Gb mode security

· GERAN network domain security

Extracts from the email discussion are reproduced below in italics. Conclusions are drawn at the end of each section. Some overall conclusions are drawn in the final section.

1 Scope of email discussion

Marc Blommaert (Siemens and GERAN security rapporteur):

The [GERAN A/Gb] email discussion was kicked-off by Pete , restricting the task only to identify requirements and guidelines for enhanced GERAN A/Gb mode security.

BUT the feasibility study conducted by GERAN is much more than identifying requirements. The attached document S3-020432 (LS from GERAN on A/Gb mode evolution provided to SA3 at the Helsinki meeting in July), also includes some analysis on the feasibility of the requirements. Comments by SA3 on this text could also help identifying '(in)feasible' solutions or confirm their views written down in the FS.
Chris Pudney (Vodafone):

As an operator and active participant in 3GPP work, I am anxious to understand more about the requirements in the email threads. This understanding will be necessary for the forthcoming discussions within SA 2. Hence I have copied this email onto the SA 2 list.

Hugh Shieh  (AT&T Wireless):

I agree with you that S3 should focus on defining and understanding the security requirements for enhanced Gb mode and let the GERAN deployment scenario & feasibility discussions happen in GERAN WG. After all, GERAN WG has the feasibility study WI.

Conclusion:

SA3 should focus on identifying security requirements and selecting security mechanisms and let GERAN study the feasibility of the selected mechanisms. 

2 A/Gb mode and IMS

Valtteri Niemi (Nokia): 

There has been an argument along the following lines: GERAN enhanced A/Gb mode is to be used only together with IMS --> then IMS integrity protection may be enough and nothing is needed in GERAN level. I question this argument, however: How can we force all GERAN enhanced A/Gb access to be used only with IMS ? Isn't this a too big restriction and also difficult to build in the architecture ?

Gunnar Mildh (Ericsson/GERAN):

I'm working in TSG GERAN and I would just like to point out that there is no requirements that that GERAN A/Gb mode shall only be used together with IMS. GERAN A/Gb mode support today and shall also in the future support other non-IMS services.

Bernard Guarino (AT&T Wireless/GERAN):

I too am working in GERAN and believe that in GERAN, it is agreed that an evolved Gb would support IMS. Enclosed are two documents, for your reminder the following points: 

1. doc GP-021288 is an LS from Ericsson on the support for IMS by Gb. There it is quite explicit of the GERAN intension of supporting the IMS with an evolved Gb, should it occur. 

2. doc GP-021755 is a Technical report originally worked on to further the feasibility study for the Gb. As you may recall, each company agreed to take a section and contribute to it. AWS agreed to supplying the requirements (GP-021766). Although GP-021755 is not under change control (V it is version 0.06), it indicates again the intension of GERAN to support the IMS. 

3. As an Operator, AT&T WILL require support the IMS of any evolved Gb.  

Gunnar Mildh (Ericsson/GERAN):

I think you misunderstood my previous email. I have not said anywhere that there is not a requirement to support IMS in enhanced A/Gb mode. In fact I agree with you that there is a requirement on the A/Gb enhancements proposed that it shall be possible to support IMS in GERAN. In the mail I was merely pointing out, as response to the last section in the mail from Valtteri Niemi, that it should also be possible to support non-IMS services in GERAN. 
Hugh Shieh  (AT&T Wireless):

I think we all in an agreement here, i.e., the enhanced A/Gb mode shall support both IMS and non-IMS services. As Valtteri pointed out, the integrity protection in IMS cannot replace the need of integrity protection in A/Gb+ mode, just as in UTRAN and GERAN Iu mode. In order for the GERAN enhanced A/Gb mode being a viable 3GSM access network, we agree with the initial security requirements identified by Nokia, i.e., 
· MUST have mutual authentication
· MUST have integrity protection for important messages
· MUST have longer key for ciphering, e.g., 128 bits
Conclusion:

The enhanced A/Gb mode is required to support both IMS and non-IMS services

3 Overall requirements for enhancing A/Gb mode security

Stefan Schroeder (T-Mobile):

From discussions with RAN colleagues I understood that an enhanced A/Gb mode makes sense only if existing equipment can be upgraded. Therefore our security requirements should first be checked by vendors if they can be implemented on existing hardware before we finalize them. If enhanced security requires new hardware, we could as well buy new GERAN equipment with Iu mode, which provides these features already.

Marc Blommaert (Siemens and GERAN security rapporteur):
Given that Iu-mode specifications are available currently (which require HW-changes), the A/Gb mode security enhancements seems to go for the same kind of functional split as Iu-mode (possibly requiring the same standardization lead time as GERAN Iu-mode), the A/Gb mode security enhancements possibly require HW changes too (depending on concepts that are not detailed enough yet by GERAN, and HW-changes delays introduction in the networks after standardization). --> GERAN Iu-mode equipment will probably be available on the market by the time A/Gb enhancements got fully specified.

Stefan Schroeder (T-Mobile):

Agree, GERAN/Iu mode capable equipment will probably also be capable of supporting enhanced A/Gb mode. But again, who needs the enhanced A/Gb mode? - Only those operators who today run A/Gb mode on today's equipment. So they need the support for _existing_ A/Gb mode hardware, which most probably does not support Iu mode.

If an operator has no equipment today but wants to set up a network with the enhanced features, he will set up the GERAN with Iu mode and does not care about the enhanced A/Gb mode.

To my understanding, enhanced A/Gb mode makes only sense if it runs on existing HW. Otherwise we would be specifying something no one will buy.

Chris Pudney (Vodafone):

Iu mode is optional NOT mandatory. It is important to remember that "GSM Iu mode" is optional. If fact, its complexity in the mobile and its independent complexity in the network mean that the chance of an Iu mode mobile being active in an Iu mode network is rather low. This situation will be made worse by the difficulty in performing inter-operability testing of any new Iu mode mobiles.

So, if SA3 regards GSM integrity protection as important, specifications need to be developed for ALL of the A mode, Gb mode and Iu modes of operation.

Hence integrity protection is not an issue for the  "Iu vs A/Gb" discussion.

Hugh Shieh  (AT&T Wireless):

This discussion probably should happen in GERAN, but I will comment on it anyway. According to our GERAN delegate, GERAN Iu mode must be supported by the standard (stated in TS43.051). There are companies in GERAN (AT&T Wireless is one of them) believe that GERAN Iu mode will simplify and streamline core network and it's a good long term evolution path. We are interested to see more Iu mode mobiles in 200khz than you have indicated above. 

I believe one of the key security weakness identified for GSM is that it does not support integrity protection, which has been fixed subsequently in UMTS and GERAN Iu mode. Since the discussion of "Iu vs A/Gb" is about enhancing Gb mode to be comparable to Iu mode, I think the integrity protection is quite relevant to the discussion. I believe it was agreed in principle during last S3 meeting that it's desirable to have similar security requirements in enhanced Gb mode as in the Iu mode. 

Krister Boman (Ericsson):

First we would like to clarify that we think that the issue on security enhancements in GERAN A/Gb should be separated from the issues of introducing performance enhancement in A/Gb in order to support Streaming and Conversational. The proposed enhancements to A/Gb mode is a part of an ongoing natural evolution of an existing GSM/GPRS system and is in this way similar to other performance enhancing features like EDGE, DTM, NACC. Therefore it is not necessarily a connection between the new features proposed with the security enhancements discussed on the reflector.

The reason for UMTS having better security than GSM is not the fact that "3G services" is introduced, but rather the fact that UMTS is a new system where little respect need to be taken to legacy equipment. UMTS, as well as GSM, is simply a cellular system that are subject of various security threats. The level of security has to be a balance between such threats and the cost of the security functions.

This off course doesn't mean that we should not also consider security as a part of the A/Gb evolution for those operators wanting it. There are however a few things that should be highlighted. When considering security enhancements, legacy systems and equipment need to be taken into account. Therefore there need to be a good blend between security enhancements in order to deal with various threats and the impacts to the system. Security upgrades to existing systems will always be optional to the operator and will only be introduced if the benefits outweighs the costs.

Conclusion: Security enchantments to GERAN should be made available, but there is no direct coupling to service enhancements. The security enhancements need to be balanced in terms of cost and complexity with respect to the large base of installed legacy GSM systems throughout the world and with respect to relevant threats and risks.

Bernard Guarino (AT&T Wireless):

In 2000, in Upsala it was agreed industry wide that the Iu would be developed, based on GSM/EDGE technology. At that time, there was proposals for altering the Gb interface to align the core network with UTRAN's. Security is an important aspect of that alignment, as Operators require sufficient security measures from any cellular system; and those security mechanisms, such as integrity protection, mutual authentication, and ciphering, are required for any "evolved" aspects of the cellular systems. Secondly, the impact of evolving Gb interface to support conversational services is not just another feature such as NACC, DTM or EDGE. Those features are "enhancements" and none are necessary to have a working system, offering both voice and data services on GSM technology.

The term "enhanced" needs to be clarified. The proposals made to "enhance" the Gb is not simply to add features. Its consequence is to offer an alternative to the already-agreed Iu and GERAN Core network alignment standard. AWS views this as splitting the industry.

It is an unfortunate fact that 3G services are being introduced into a highly sophisticated technological world, where it becomes cost effective to steal services and bandwidth or MS (i.e. false base stations). Further, customers now are making use of the mobile and internet environments to do business and monetary transactions. These users will not take their transactions mobile (i.e. send credit card information over the air, or bank account information over the air) without sufficient security protection. Without these mobile users, Operators would not be able to afford the systems being built by manufacturers, and thereby not able to offer these services.

Conclusion:

Enhanced A/Gb mode should aim to provide the same level of security as UMTS. The level of security achieved should be a balance between the threats and the complexity of upgrading legacy GSM systems. 

4 Options for enhancing A/Gb mode security

4.1 Authentication

Valtteri Niemi (Nokia):

Mutual authentication MUST be there. It is probably not too difficult to do 3G AKA over A/Gb.

Marc Blommaert (Siemens and GERAN security rapporteur):

Valtteri’s statement needs some clarification: References TS 33.102:

· For a 2G subscriber only RAND is generated, but for a 3G subscriber RAND and AUTN are generated in the AuC 

· If the 3G subscriber is connected over A/Gb-interface then the 3G VLR/SGSN still challenges the ME with RAND,AUTN!

The RAN-mode (A/Gb or Iu) is not important here, always a 3G-challenge is sent out and reaches the ME; the result however is dependant on the terminal capabilities.

Conclusion: I do not see any additional requirement for transferring RAND/AUTN over (enhanced) A/Gb.

Question: Is the requirement for mutual authentication for 2G subscribers (= SIM-card users)?: If yes: How to upgrade SIM-card software to support mutual authentication without user-interaction?

Chris Pudney (Vodafone):

As far as I remember, Vodafone's CN1 delegate worked on the CRs for this in R'99. As I recall, they make virtually no distinction between A, Gb and Iu interfaces. So, provided the mobile has a USIM and uses the functionality provided in R'99, this is not a real issue. I know that GSM-only R'99 mobiles are permitted to ignore AUTN, but this can easily be changed for R'6 GSM only mobiles.

Krister Boman (Ericsson):

Going back to the requirements it seems anyway that regarding mutual authentication, this has already been sorted out except the issue with SIM-card users as pointed out by Marc.

Conclusion:

3G AKA is already supported over A/Gb. However, it needs to be specified that the mobile must support 3G AKA.

Core network needs to be upgraded to support the handling of 3G authentication vectors.

Handling in the mobile needs to be clarified. The terminal may be permitted to ignore AUTN so that it can roam into systems which do not yet support 3G AKA. However, if a USIM is inserted the terminal must not be permitted to ignore AUTN if it is roaming in an enhanced A/Gb mode network.

It is an open issue whether old SIM-card users should be able to use enhanced A/Gb mode.
4.2 Integrity protection

Valtteri Niemi (Nokia):

Integrity protection for most important messages, e.g. setting up ciphering, is also a MUST, There are two options: 

1. Borrow the mechanism used in Iu case and upgrade A/Gb to support it 

2. Build a new integrity protection mechanism into SGSN, i.e probably to LLC.

Both seem to be major tasks, while 1 is probably easier than 2. 

Marc Blommaert (Siemens and GERAN security rapporteur):

See Clause 5.10 on integrity protection in S3-020352: This analysis only takes as viewpoint option 2: LLC; For option 1: a new functional split is needed and GERAN was not able to provide concepts for this is the FS. Any comments on Clause 5.10 from SA3 could help GERAN.

Chris Pudney (Vodafone):

I agree that this integrity protection is important, however I think that we should distinguish between (a) the Integrity Protection which is needed in networks which use ciphering and (b) the Integrity Protection which is needed in networks that do not use ciphering.

a) For this case, I think that the main difficulty is in ensuring that the Classmark information in the initial messages from the mobile do not get modified by some "illegitimate intermediate box". Given the LAPDm structure in the Circuit Switched domain, this will always be difficult on the A interface. However, it would appear that MAP signalling could be enhanced to carry information from the HLR to the visited SGSN/MSC as to whether or not the subscriber accepts to use non-integrity protected signalling. Would this circumvent this problem?

b) For non-ciphered networks, adding 'signatures' to the GMM, SMS and SM messages sent to/from the SGSN seems to be a fairly straightforward thing. I guess (!) that it is no more (and possibly much less) complex than the calculation of the LLC checksum. (Note that the P-TMSI signature is probably an example of this already being implemented).  Protection of the RLC/MAC messages is obviously not provided (but I don't think that the Iu mode work planned to protect these either). Reasonable protection against the radio link being stolen in the Ready state could be provided by periodic GMM messages (the period being inversely proportional to the user's paranoia). For the CS domain, signatures could be added to the MM, CC, CISS and SMS messages. This might sound computationally intensive, but, it seems only to be needed by those networks that "choose" not to use ciphering.

Hugh Shieh  (AT&T Wireless):

I have to confess that I don't quite understand the need to distinguish between ciphering and non-ciphering networks. My understanding is that ciphering is not a replacement for integrity protection since ciphered text can be modified. Any messages we believe should be integrity protected in non-ciphered mode should also be integrity protected in ciphered mode. Moreover, as Valtteri pointed out, without integrity protection of the important messages, an attacker can turnoff ciphering. 

I agree with you that it's difficult to modify messages in a point-to-point protocol like LAPDm. There is a new WID (NDS/IP) that will address the protection need over interfaces like Iu, Iur, Iub, Iupc and Gb. (Please see S3-020444). However, that does not replace the need of integrity protection between the mobile and radio access network. 

I am not convinced that ciphering can replace the need of integrity protection. Moreover, what if the network did not "choose not to use ciphering", but the attacker tricks the network and mobile to use non-ciphered connection due to the lack of integrity protection?

Krister Boman (Ericsson):

Regarding the requirements for integrity protection a potential compromise could then be to give priority to integrity protect some of the 'NAS' messages between the mobile and the CN. What messages to protect is for discussion. Then it would be possible to achieve both encryption as well as MAC checks between the terminal and the CN.

Bernard Guarino (AT&T Wireless):

In 2001 while GERAN was working on the Iu, this issue was resolved. Already, GERAN Iu has made the compromise as deemed appropriate by all companies, including Ericsson, who was very active in the security analysis and decision making for the Iu.

Conclusion:

Two options exist for adding integrity protection:

a) Borrow the mechanism used in Iu case and upgrade A/Gb to support it 

Adv: close to “UMTS level” security

Disadv: lack of information on feasibility

b) Build a new integrity protection mechanism into MSC and SGSN (probably in LLC).

Adv: critical messages are protected (like cipher mode setting)

Disadv: lower layer messages cannot be protected (but these are generally less critical), lack of information on feasibility of CS domain solution

If full length 128 bit keys are used then the core network needs to be upgraded to support the handling of 3G authentication vectors.

Handling in the mobile needs to be clarified. The terminal may be permitted to initiate connections without integrity protection so that it can roam into systems which do not yet support integrity protection. However, the terminal must not be permitted to set up connections without integrity protection if it is roaming in an enhanced A/Gb mode network.

4.3 Ciphering

Valtteri Niemi (Nokia):

Longer key length (than 64 bits) for ciphering is a MUST. Again two options:

1. Borrow the mechanism used in Iu case and upgrade A/Gb to support it

2. Start using the forth-coming GEA3 with 128-bit keys and build the needed support for it.

2 seems to be easier than 1.
Marc Blommaert (Siemens and GERAN security rapporteur):

Whether we choose 1 or 2, the longer ciphering keys have to generated somewhere (in the AuC or derived in the VLR/SGSN)

option a) 2G authentication has been performed --> Kc with 64-bit is present --> A longer (expanded) key will still have 64-bit entropy and will therefore not be stronger than 64-bit. This solution provides no extra security.

option b) 3G authentication has been performed --> 128-bit keys are available

Conclusion: Extra impacts in 2G core networks and AuC to generate and transfer 128-Keys (higher MAP-version needed)!

Note also, that a long time ago, 3GPP SA3 considered the same kind of question, and answered that it would be difficult. See: S3-010282.

Chris Pudney (Vodafone):

The deployment of the GPRS ciphering at the SGSN makes the handling of different algorithms much more scalable than when they are deployed in the BTSs. Thus the use of a new GEA in the SGSN does not seem to be a significant issue compared to the implementation of new functionality in a Iu mode GSM BSC (and the corresponding scrapping of un-depreciated core network hardware).

For the CS domain, things might be different - however, the fact that Iu mode is optional means that we need solutions for both A and GSM-Iucs modes of operation.
Hugh Shieh  (AT&T Wireless):

There are other issues need to be considered in deciding ciphering location. For example, in order to support conversational class services in enhanced Gb mode, some form of transparent LLC is needed. That in turn may lead to the need of ciphering relocation into RAN (like in UMTS or GERAN Iu mode). I understand that this issue will be discussed in next GERAN meeting. 

Krister Boman (Ericsson):

Regarding new ciphering keys, a compromise could be to accept that 64 bits is used with potential enhancements in future releases. If that compromise is not acceptable then we should go for 128 bits and the security algorithms do not put any restrictions to this. As Marc already pointed out an effort is required to upgrade the system e.g. AuC and to transport the key material.

Bernard Guarino (AT&T Wireless):

In 2001, S3 deemed that 64 bits was NOT sufficient protection. There is no reason from a security point of view to alter this decision; in fact, given the nature of technology advancements, the decision to have more than 64 bits is made even stronger.

Conclusion:

Two options exist for enhancing ciphering:

a) Borrow the mechanism used in Iu case and upgrade A/Gb to support it 

Adv: close to “UMTS level” security

Disadv: change in functional split

b) Enhance GEA ciphering mechanism in SGSN and A5 ciphering mechanisms in BTS to support 128 bit keys

Adv: no change in functional split

Disadv: CS domain ciphering remains at BTS so covers fewer interfaces and is less scaleable.

If full length 128 bit keys are used then the core network needs to be upgraded to support the handling of 3G authentication vectors.

It is an open issue whether the enhanced A/Gb mode will change the functional split of the network (i.e. whether or not ciphering for each domain will continue to be performed at the same node, BTS for the CS domain and SGSN for the PS domain).
5 GERAN network domain security

Stefan Schroeder (T-Mobile):

Just one remark regarding clarity of terms. When we refer to security features of the Iu interface in this context, I understand that we actually mean "support functions of the Iu interface for the radio interface security". To my understanding, the Iu interface itself does not provide any integrity or confidentiality protection on the hop between MSC and RNC, or MSC and BSC in Iu mode, respectively. Please correct me if I'm wrong.

Geir Køien (Telenor and NDS/IP rapporteur):

Note that the revised NDS/IP WI approved at our Helsinki meeting now also covers the IP parts of the UTRAN (Iu, Iur, Iub ++) interfaces.

So when this work has been concluded we may have some security for the Iu interface in 33.210.

Of course, this is quite a different issue from the discussion that Valtteri/Peter kicked off.

Hugh Shieh  (AT&T Wireless):

I think the question you raised is quite relevant to the GERAN enhanced A/Gb mode discussion. If I remember correctly, the revised NDS/IP WID also includes the protection of GERAN core network (GERAN Iu mode). One would expect that the same type of protection via NDS/IP is also needed for GERAN A/Gb+ mode.

Geir Køien (Telenor and NDS/IP rapporteur):

The revised NDS/IP WID (S3-020444) extends the scope to UTRAN and possibly GERAN.  The A/Gb interfaces are not directly mentioned. Instead the following is said: "A further objective is to provide NDS/IP security protection to IP based control plane protocols over UTRAN and GERAN interfaces.”

So provided that the interfaces support IP, NDS/IP should be considered for all UTRAN/GERAN interfaces.

In fact, it would be very nice if people attending the GERAN/UTRAN wgs could help out identifying the relevant interfaces/protocols that may need NDS/IP protection.

Conclusion:

SA3 have revised the NDS/IP work item to extend 33.210 to covers all IP based control plane interfaces within the UTRAN/GERAN and between the UTRAN/GERAN and the core network. There are currently no plans to upgrade non IP based interfaces. 

6 Overall conclusion

Some non-security GERAN enhancements can be considered independent of any security enhancements. However, other enhancements are dependant on security and must be designed while taking security considerations into account (e.g. change of the functional split in enhanced Gb mode may impact the location of ciphering). Security enhancements must be considered as part of the design of these enhancements rather than considered separately otherwise sub-optimal security solutions will result. Therefore it is important to decide on the feature realization/feasibility only together with the security realization/feasibility.

