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HFN Synchronization at GERAN RLC

1. Introduction

This proposal intends at ensuring that the HFN parameter used for ciphering in GERAN Iu mode for NT-RLC operation be always synchronized between the transmitter and the receiver i.e. that any desynchronization that may occur at TBF release without peer-to-peer signalling (e.g. abnormal release) is caught up.

2. Background

In NT-RLC mode, ciphering is done using the following input parameters to the algorithm, as described in 3GPP TS 44.160: 32-bit counter, 1 bit direction, 5-bit bearer and the length of the plain data to cipher. In order to allow for ciphering and deciphering these parameters must be synchronized in both transmitter and receiver. In normal operation, the synchronization is assured. However, in abnormal operation, desynchronization may occur. While the length, bearer and direction parameters cannot desynchronize between the transmitter and the receiver, the counter can. The counter is defined as follows:
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Figure 1. Counter input to the ciphering algorithm (NT-RLC)

The BSN or Block Sequence Number is the sequence number of the RLC data block to (de)cipher. The HFN or Hyper Frame Number is a counter that increments by one at every cycle of the BSN, when the BSN reaches 0 (the BSN numbering is made in-sequence and modulo SNS, the Sequence Number Space). Therefore, upon reception of a RLC data block of a given Radio Bearer, deciphering can be applied based on the BSN of this data block, as follows:

· If the BSN is smaller than the one of the most recently received RLC data block (for the same radio bearer in the same direction), the current HFN shall be incremented by one and used for deciphering the newly received RLC data block

· If the BSN is larger than the one of the most recently received RLC data block (for the same radio bearer in the same direction), the current HFN shall remain, and be used for deciphering the newly received RLC data block

Thus, ciphering of a given RLC data block is made independent on the previous RLC data blocks. Likewise, deciphering of a given RLC data block is independent on whether or not the previous RLC data blocks were received, as it is always possible, in normal operation, to recover the HFN value based on the BSN of the received RLC data block.

3. Problem

As seen above, in normal operation, the HFN cannot be desynchronized between the transmitter and the receiver.

However, when a TBF is released without peer-to-peer signalling, e.g. in abnormal operation, as described below, a desynchronization of one unit may occur that must be corrected to persue normal data transfer.

On SBPSCH a TBF is established between transmitter and receiver to enable data transfer from typically
 one RLC instance to the peer RLC instance. A TBF is established for at least as long as there is data to send for this particular RLC instance. TBF release is made depending on the data transfer occuring on the TBF. At any time the network may order the release of a TBF. Under normal operation, TBF release is fully controlled by the network. However, abnormal release of a TBF may occur:

· The MS shall proceed with abnormal release
 of a downlink TBF in case it has not received any valid RLC data block for this TBF for the duration of a timer (5 seconds, T3190)

· The network shall release abnormally a downlink TBF in case it has not received any acknowledgement (RLC/MAC control message) from the mobile station although having polled a given amount of times (N3105max)

· The MS shall proceed with abnormal release
 of an uplink TBF in case it has not been granted any uplink resources for the duration of a timer (5 seconds, T3180) after the most recently sent RLC/MAC block

· The network shall release abnormally an uplink TBF in case it has not received any RLC/MAC block from the MS in any of the N3101max last allocated uplink radio blocks to this MS

These cases of abnormal release occur when the RLC transmitter has not received any response from the RLC receiver for some time, or when the RLC receiver has not received any RLC data block from the RLC transmitter for some time. The RLC transmitter is unable to know which RLC data blocks were received, and HFN desynchronization may occur between transmitter and receiver as depicted on Figure 2 below, in case the receiver is unable to detect any event triggering the HFN increase. HFN desynchronization may be of at most one unit: the HFN in the transmitter is in this case one higher than that of the receiver.
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Figure 2. HFN desynchronization upon abnormal TBF release

4. Proposed solution

4.1 Proposal

Because the HFN desynchronization may only be one unit (HFN of the transmitter is one higher than in the receiver in case of desynchronization), it means that the least significant bit of the HFN is different between the transmitter and the receiver. It is therefore proposed to send the least significant bit (LSB) of the HFN at TBF establishment on SBPSCH. The transmitter shall inform the receiver about the LSB of the HFN so that synchronization is done in the receiver. Signalling flows and changes to messages are presented in the sections below.

4.2 Signalling flows

· For downlink TBF establishment (the transmitter is the network), the HFN's LSB would be sent within the PACKET DOWNLINK ASSIGNMENT message (or other downlink message used for downlink TBF establishment) assigning the downlink TBF to the mobile station. See Figure 3 below.

· For uplink TBF establishment (the transmitter is the mobile station), two cases occur:

· MAC-Idle state (in RRC-Connected mode): 

· for one-phase access TBF establishment, the HFN's LSB would be sent within the RLC/MAC blocks for data transfer until contention resolution is completed (similarly to the inclusion of the G-RNTI). See Figure 5 below.

· for two-phase access TBF establishment, the HFN's LSB would be sent within the PACKET RESOURCE REQUEST message. See Figure 6 below.

· Otherwise (in RRC-Connected mode): 

· the HFN's LSB would be sent within the PACKET RESOURCE REQUEST message or other uplink message requesting radio resources on SBPSCH for the corresponding RLC instance. See Figure 4 below.
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Figure 3. HFN synchronization at downlink TBF establishment
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Figure 4. HFN synchronization at uplink TBF establishment on PACCH
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Figure 5. HFN synchronization at uplink TBF establishment – One-phase access
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Figure 6. HFN synchronization at uplink TBF establishment – Two-phase access

Changes to uplink RLC/MAC header and RLC/MAC control messages

4.2.1 Changes to RLC/MAC header of uplink RLC/MAC block for data transfer

	Bit
	

	8
	7
	6
	5
	4
	3
	2
	1
	

	Payload Type
	Countdown Value
	SI
	R
	MAC Header

	spare
	PI
	TFI
	GI
	Octet 1

	BSN
	E
	Octet 2

	SRBid
	spare
	Ebis
	M="0"
	E="0"
	Octet 3 (optional) See note 1

	Length Indicator
	M
	E
	Octet 4 (optional)

	.

.

.
	.

	
	.

	
	.

	Length Indicator
	M
	E
	Octet M (optional)

	TLLI/G-RNTI
	Octet M+1 \

	
	Octet M+2  \ (optional)

	
	Octet M+3  /

	
	Octet M+4 /

	G-RNTI extension
	RB Id
	E
	Octet M+5  \ (optional)

	RB Id
	HFN LSB
	spare
	E
	Octet M+6  /

	RLC data
	Octet M+7

	
	

	
	Octet N-1

	
	Octet N

	spare
	(if present)

	Note 1: This octet is present only in case the RLC data block is sent on SFACCH


Figure 7. Uplink RLC data block with RLC/MAC header (for GPRS TBF mode)

	Bit
	

	
	
	
	
	
	
	
	
	

	
	
	
	2
	1
	
	
	
	

	
	
	
	GI
	E
	
	
	
	

	
	
	
	
	
	
	
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	

	Length Indicator
	E
	Octet 1 (optional)

	.

.

.
	.

	
	.

	
	.

	Length Indicator
	E
	Octet M (optional

	TLLI/G-RNTI
	Octet M+1 \

	
	Octet M+2  \ (optional)

	
	Octet M+3  /

	
	Octet M+4 /

	G-RNTI extension
	RB Id
	E
	Octet M+5 \ (optional)

	RB Id
	HFN LSB
	spare
	E
	Octet M+6 /

	RLC data
	Octet M+7

	
	

	
	Octet N-1

	
	Octet N


Figure 8. Uplink RLC data block (for EGPRS TBF mode) – The RLC/MAC header is not shown

4.2.2 Changes to RLC/MAC control messages

The following messages need to include the HFN's LSB as an optional field in order to allow for HFN synchronization at TBF establishment between the network and the mobile station, for a given radio bearer in a given direction:

PACKET DOWNLINK ASSIGNMENT, MULTIPLE TBF DOWNLINK ASSIGNMENT, PACKET RESOURCE REQUEST, PACKET UPLINK ASSIGNMENT, MULTIPLE TBF UPLINK ASSIGNMENT

5. Impacted Specifications

3GPP TS 44.160 REL-5, 3GPP TS 44.118 REL-5.
6. ConclusionS

This proposal solves the problem of HFN desynchronization that may occur upon release of a TBF without any peer-to-peer signalling (typically, abnormal TBF release). It allows for synchronizing the HFN for a given radio bearer in a given direction between the mobile station and the network at TBF establishment by sending of the least significant bit of the HFN between the RLC transmitter and the RLC receiver.

The changes to specification are minimal and do not impact A/Gb mode operation.






� Data from more than one RLC instance may be conveyed over one TBF when so-called SFACCH is used


� without retry


� with access retry
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