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Figure 32a: Error Handling for the SMLC in PS domain

9.4.6
Broadcast of Assistance Data

In MS Based E-OTD, MS Based GPS and MS Assisted GPS systems, there may be a need for assistance data to be broadcast to the MS. The assistance data to be broadcast for MS Based E-OTD contains the Real Time Difference (RTD) values (in case of a non-synchronised network) and Base Transceiver Station (BTS) coordinates. In addition, the broadcast data contains other information simplifying the E-OTD measurements. The broadcast of GPS assistance data makes available reference time, reference location, differential GPS (DGPS) correction data, ephemeris and clock correction data, almanac data, UTC offset, ionospheric delay, and satellite health status for GPS-based positioning. It improves the location accuracy for MS Based implementations, increases the sensitivity, enables LMU-independent GPS time dissemination and assists the acquisition of satellite signal for both MS Based and MS Assisted implementations.

The CS mechanism (Cell Broadcast on CBCH) is used for broadcast of assistance data for all MSs, irrespective of which domain (CS or PS) they are located in. Notice that it may take longer for an MS in the PS domain compared to the CS domain to read all the broadcast data. This is because the PBCCH is not co-ordinated with the CBCH and therefore, the MS may have to skip reading a CBCH slot in order to listen for a potential paging message.
In A/Gb or Iu mode, the broadcast assistance data may optionally be delivered in one or more instances of a PSI message on the PBCCH. If the broadcast assistance data is obtained from the PBCCH, the MS does not need to read the broadcast assistance data from the CBCH and vice versa.
The E-OTD assistance data to be broadcast is in compressed format where the redundant information is not included. The MS is capable to reconstruct the E-OTD assistance data using the message header information. The length of the message is depending on how many neighbours are included in the E-OTD assistance data as well as whether the redundant information can be removed from the message. The typical size of one broadcast message will be less than 82 octets. Part of the broadcast message (serving and neighbour base station coordinates) may be ciphered.

The GPS assistance data to be broadcast is under the same common message header with three types of data sets (or IEs), which may have different broadcast rates to minimise the bandwidth impact while still maintaining the same positioning capabilities.  The first type consists of differential GPS (DGPS) correction data. The second type consists of ephemeris and clock correction data. The third type consists of almanac and other data. The length of this message is 82 octets and the data IE part may be ciphered.

The contents of the broadcast message for the E-OTD and GPS assistance data is described in 3GPP TS 44.035 [16]. The support for these broadcast messages is optional for network and MS.

The broadcast channel which is used to broadcast the E-OTD and GPS assistance data make use of the existing basic or extended CBCH and SMSCB DRX service. The LCS broadcast messages need to be either scheduled, or prioritised over other broadcast messages to avoid any delay.

9.4.6.1
Point-To-Multipoint Assistance Data Broadcast Flow on CBCH
This signalling flow is generic for MS Based E-OTD, MS Based GPS and MS Assisted GPS methods. The E-OTD/GPS Assistance Data Broadcast Message is created in SMLC and the whole message including the ciphered parts and parameters to control the transfer are transferred with below flow from SMLC to MS.  SMSCB DRX service is used for LCS assistance data broadcast. Prior receiving the first schedule message MS should read first block of each message lot to be able to receive the LCS Broadcast Data or the schedule message. After receiving the schedule message MS should receive the LCS Broadcast Data messages according the schedule information.
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Figure 33: E-OTD/GPS Broadcast Data Flow

1)
SMLC sends the complete broadcast message to CBC with LCS Broadcast Data message. This LCS Broadcast Data message contains the data to be broadcasted as well as parameters that indicate to which BTS the broadcast message is targeted and what time the broadcast should happen. LCS Broadcast Data (data & parameters) message may also contain the SMSCB scheduling information which can be utilised for the SMSCB DRX feature specified in 3GPP TS 44.012 [13] specification. SMSCB DRX operation is required in order that MS performance can be optimised.

2)
CBC starts message transfer to BSC and BTS according to 3GPP TS 23.041 [6].

3)
LCS Broadcast Data Response message from CBC to SMLC is used to indicate that the LCS Broadcast Data has been delivery request has been fulfilled. This message is not mandatory

4)
BTS starts the message transfer to MS according to 3GPP TS 23.041 [6].

Implementations that have SMLC and/or CBC integrated into BSC may use other message signalling.

9.4.6.1a
Point-To-Multipoint Assistance Data Broadcast Flow on PBCCH

This signalling flow is generic for MS Based E-OTD, MS Based GPS and MS Assisted GPS methods. The E-OTD/GPS Assistance Data Broadcast Message is created in SMLC and the whole message including the ciphered parts and parameters to control the transfer are transferred from SMLC to MS.
The LCS Broadcast data may be delivered from the SMLC to the BSS via the Lb interface. This is FFS.

The MS may read the broadcast data from one or more instances of a PSI message on the PBCCH, as defined in 3GPP TS 44.060 [28].
9.4.6.2
Ciphering

In order for the operators to control the access to the assistance data, parts of the broadcast data may be ciphered. Ciphering is done with a specific key delivered by the network for this purpose. The deciphering keys may be requested by the MS as described in 3GPP TS 23.271 [7]. The LCS Broadcast Data, when ciphered, will be partially ciphered according to the LCS broadcast message definitions specified in 3GPP TS 44.035 [16]. The parts that will be ciphered in E-OTD LCS Broadcast Data message are neighbour RTD values, serving and neighbour BTS coordinates. For GPS, all assistance data may be ciphered, The MS is capable to decipher the broadcast message (ciphered parts) using the cipher key (56 bits) delivered from the Core Network to MS and using the Ciphering Serial Number (16 bits) included in the broadcast message.

9.4.6.2.1
Algorithm

The algorithm used for ciphering is the standard 56-bit DES algorithm. The deciphering of broadcast messages is done in the MS.  SMLC ciphers the LCS Broadcast Data message (part of message is ciphered) using the deciphering keys (56 bits) and Ciphering Serial Number (16 bits) included in broadcast message using 56-bit DES algorithm.

The ciphered part is variable length with one bit resolution. From LCS Broadcast Data message header MS can compute what part of message is ciphered.

Inputs to the 56-bit DES algorithm are the following:

-
56-bit key K (deciphering key);

-
16-bit Ciphering Serial Number from broadcast  message which is denoted here by IV (initialisation vector);

-
plaintext bits (the ciphered part of broadcast message).

Encryption is done by producing a mask bit stream which is then added bit-by-bit to the plaintext data (XOR-operation) to obtain the cipher text data. First IV is concatenated with 0-bits in order to achieve a 64-bit block I1. This block is then encrypted by the DES algorithm using the key K. Output is a 64-bit block I2. This constitutes the first 64 bits of the mask bit stream. If the message is longer than 64 bits, then more bits are needed. Those are produced by encrypting I2 again by the DES algorithm using the key K. Output is a 64-bit block I3. This constitutes the next 64 bits of the mask bit stream. This iteration is continued until enough bits are produced. The unnecessary bits from the last 64-bit block Ij are discarded. Below figure describes the first two mask bit generations and the two ciphered 64-bit blocks.
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