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Provision and reception of RRC security information between network nodes

10.1
General

In certain cases, e.g., when performing handover or when performing SBSS relocation, RRC security related information shall be transferred between other RATs and GERAN or between GERAN nodes within GERAN. 

The lengths of the RLC counters of non-transparent radio bearers are different between GPRS (24bits) and EGPRS (20bits). The BSC shall set the HFN values according the source cell (GPRS or EGPRS) and independent from the target cell (UTRAN, GPRS or EGPRS).

In the following, the RRC security information to be transferred is separeted into the three scenarious:

· GERAN-A/Gb to GERAN-Iu.

· GERAN-Iu to GERAN-Iu or UTRAN to GERAN-Iu.

· GERAN-Iu to UTRAN.

10.1.1
RRC Security Information, from GERAN-A/Gb to GERAN-Iu

The START value is used to initialise the most significant bits of all the HFN counters (MAC HFN, RLC AM HFN, RLC UM HFN, RRC HFN).

Direction: source BSC (target BSC/RNC 

	Container IEs
	Need
	Multi
	Type and reference
	Semantics description

	START-CS
	OP
	
	Bit string (20)
	The START [3GPP TS 33.102] bits are numbered b0-b19, where b0 is the least significant bit.

	START-PS
	OP
	
	Bit string (20)
	The START [3GPP TS 33.102] bits are numbered b0-b19, where b0 is the least significant bit.


10.1.2
RRC Security Information, from GERAN-Iu/UTRAN to GERAN-Iu

In this case a combined handover and SRNS relocation procedure is obligatory due to the lack of an Iurg user plane whenever the MS moves from GERAN-Iu network node to another GERAN-Iu network node.

Direction: source BSC (target BSC 

	Ciphering status for each CN domain
	MP
	1 to <maxCNdomains>
	
	

	>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	Latest configured CN domain
	MP
	
	Enumerated (CS domain, PS domain)
	For the ciphering of signalling radio bearers

	Ciphering info for radio bearer using transparent mode RLC
	CV-Ciphering
	1 to <maxCNdomains>
	
	HFN value for radio bearers using transparent mode RLC

	>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>HFN
	MP
	
	Bitstring(6)
	If GERAN-Iu supports the extended TDMA frame number: It contains the 6 MSB of COUNT-C

	Ciphering info for radio bearer using non transparent mode RLC
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>RB identity
	MP
	
	Integer(1..32)
	Values 1-4 shall only be used for signalling radio bearers. The IE value minus one shall be used as BEARER in the ciphering algorithm.

	>Downlink HFN 
	MP
	
	Bitstring(20..25)
	GERAN-Iu:

24bits (GPRS), 20bits (EGPRS)

UTRAN:

20bits (AM-RLC),

25bits (UM-RLC)

	>Uplink HFN 
	MP
	
	Bitstring(20..25)
	GERAN-Iu:

24bits (GPRS), 20bits (EGPRS)

UTRAN:

20bits (AM-RLC),

25bits (UM-RLC)

	Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>Uplink RRC HFN
	MP
	
	Bitstring (28)
	

	>Downlink RRC HFN
	MP
	
	Bitstring (28)
	

	>Uplink RRC Message sequence number
	MP
	
	Integer (0..15)
	

	>Downlink RRC Message sequence number
	MP
	
	Integer (0..15)
	


10.1.3
RRC Security Information, from GERAN-Iu to UTRAN

In this case a combined handover and SRNS relocation procedure is obligatory due to the lack of an Iurg user plane whenever the MS moves from a GERAN-Iu network node to an UTRAN network node.

Direction: source BSC (target RNC

	Ciphering status for each CN domain
	MP
	1 to <maxCNdomains>
	
	

	>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	Latest configured CN domain
	MP
	
	Enumerated (CS domain, PS domain)
	For the ciphering of signalling radio bearers

	Ciphering info for radio bearer using transparent mode RLC
	CV-Ciphering
	
	
	

	>Neighbour cell SFN available
	CV-SFN available
	
	
	If the neighbour cell SFN is known by the BSC

	>>Calculation time for ciphering related information
	MP
	
	
	Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

	>>>Cell Identity
	MP
	
	bit string(28)
	Identity of one of the cells under the target node

	>>>SFN
	MP
	
	Integer(0..4095)
	It is FFS how the BSC shall determine this value.

	>>COUNT-C list
	CV-Ciphering
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	>>>CN domain identity
	MP
	
	Enumerated (CS domain, PS domain)
	

	>>>COUNT-C
	MP
	
	Bitstring(32)
	If GERAN-Iu supports the extended TDMA frame number: COUNT-C = 6bits HFN + 22 TDMA frame number + “0000” (FFS)

	>Neighbour cell SFN is not available
	CV-SFN not available
	
	
	The neighbour cell SFN is not known by the BSC

	>>HFN
	MP
	
	
	To initialise the MAC HFN.

	Ciphering info for radio bearer using non transparent mode RLC
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>RB identity
	MP
	
	Integer(1..32)
	Values 1-4 shall only be used for signalling radio bearers. The IE value minus one shall be used as BEARER in the ciphering algorithm.

	>Downlink HFN 
	MP
	
	Bitstring(20..24)
	24bits (GPRS), 20bits (EGPRS)

	>Uplink HFN 
	MP
	
	Bitstring(20..24)
	24bits (GPRS), 20bits (EGPRS)

	Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>Uplink RRC HFN
	MP
	
	Bitstring (28)
	

	>Downlink RRC HFN
	MP
	
	Bitstring (28)
	

	>Uplink RRC Message sequence number
	MP
	
	Integer (0..15)
	

	>Downlink RRC Message sequence number
	MP
	
	Integer (0..15)
	


10.2
HFN mapping rules for radio bearer using non-transparent mode RLC

The length of RLC counters in UTRAN (RLC-AM 20bits, RLC-UM 25bits) and GERAN-Iu are different. In GERAN-Iu there are additional differences between GPRS (RLC-AM and RLC-UM 24bits) and EGPRS (RLC-AM and RLC-UM 20bits).

The network nodes shall use the following HFN mapping rules when sending or receiving HFN values within the RRC information containers:

· the source network node shall set the HFN value as used in the source cell,

· if the target network node receives an HFN value with the same length as used in the target cell;

· increment this HFN by 1; and

· use this value as HFN in the target cell;

· if the target network node receives an HFN which is longer than the one used in the target cell;

· take the MSBs as needed for the target cell;

· increment this value by 1; and

· use this value as HFN in the target cell;

· if the target network node receives an HFN which is shorter than the one used in the target cell;

· increment this HFN by 1;

· add a number of least significant zero bits as needed; and

· use this value as HFN in the target cell.
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