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S3 would like to thank GERAN for the liaison statement in 010150.

With regard to the use of MACs (message authentication codes) for integrity protection.  S3 is in agreement with the defacto industry position that a MAC of less than 32 bits does not provide adequate integrity protection.   In particular, a MAC of 24, 16 or 8 bits is so vulnerable as to not warrant the effort expended in computing or verifying it.

S3 therefore advise that RLC/MAC control messages in GERAN should not be integrity protected unless a full 32 bit MAC-I can be provided – anything less represents a totally false sense of security.

to warrant that the security architecture was designed under the understanding that if a USIM were used in a 3G terminal to access UTRAN, then 3G authentication would be applied.  This would be the case irrespective of whether access were to a home or visited network. 

The implication of this is that although USIMs may be issued by an operator, prior to that operator being able to offer 3G service, such USIMs are only able to gain service from GSM networks until the operator provisions 3G authentication in its AuC. 










