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44.2.5.1.1
Authentication accepted

44.2.5.1.1.1
Conformance requirement

A Mobile Station shall correctly respond in an authentication and ciphering procedure by sending a response with the SRES information field set to the same value as the one produced by the authentication and ciphering algorithm in the network. 

Reference(s):

GSM 04.08 section 4.7.7

44.2.5.1.1.2
Test purpose

To test the behaviour of the MS if the network accepts the authentication and ciphering procedure.

44.2.5.1.1.3
Method of test

Initial conditions

System Simulator:
Two cells (not simultaneously activated), cell A in MCC1/MNC1/LAC1/RAC1, cell B in MCC1/MNC1/LAC1/RAC2.
Both cells are operating in network operation mode II.

Mobile Station:
The MS has a valid IMSI. MS is Idle Updated on cell A.

Related PICS/PIXIT statement(s)

Support of GPRS service Yes/No
MS operation mode B Yes/No
MS operation mode C Yes/No
Switch off on button Yes/No
Automatic GPRS attach procedure at switch on or power on Yes/No

Test procedure

A GPRS attach is performed, and the SS initiates an authentication and ciphering procedure.

The SS checks the value SRES sent by the MS in the AUTHENTICATION AND CIPHERING RESPONSE message.

The MS initiates a routing area updating procedure and the SS checks the value of the GPRS Ciphering Key Sequence Number sent by the MS in the ROUTING AREA REQUEST message.

Maximum duration of test

10 minutes.

Expected sequence

	Step
	Direction
	Message
	Comments

	
	
	
	The following messages are sent and shall be received on cell A.

	1
	SS
	
	The SS activates cell A.

	2
	MS
	
	The MS is set in MS operation mode C (see PICS). If MS operation mode C not supported, goto step 18.

	3
	MS
	
	The MS is powered up or switched on and initiates an attach (see PICS).

	4
	MS -> SS
	ATTACH REQUEST
	Attach type = ‘GPRS attach’

Mobile identity = IMSI

	5
	SS -> MS
	AUTHENTICATION AND CIPHERING REQUEST
	Request authentication.
Set GPRS-CKSN-1

RAND

	6
	MS -> SS
	AUTHENTICATION AND CIPHERING RESPONSE
	SRES

	7
	SS
	
	The SS checks the SRES value.

	8
	SS -> MS
	ATTACH ACCEPT
	Attach result = ‘GPRS only attached’

Mobile identity = P-TMSI-2

P-TMSI-2 signature

Routing area identity = RAI-1

	9
	MS -> SS
	ATTACH COMPLETE
	

	
	
	
	The following messages are sent and shall be received on cell B.

	10
	SS
	
	Activate cell B with a lower signal strength than cell A The RF level of cell A is lowered until cell B is preferred by the MS.

	11
	MS -> SS
	ROUTING AREA UPDATING REQUEST
	Update type = ‘RA updating’

P-TMSI-2 signature

Routing area identity = RAI-1

GPRS-CKSN-1

	12
	SS
	
	The value of GPRS-CKSN is checked

	13
	SS -> MS
	ROUTING AREA UPDATING ACCEPT
	Update result = ‘RA updated’

Mobile identity = P-TMSI-1

P-TMSI-1 signature

Routing area identity = RAI-4

	14
	MS -> SS
	ROUTING AREA UPDATING COMPLETE
	

	15
	MS
	
	The MS is switched off or power is removed (see PICS).

	16
	MS -> SS
	DETACH REQUEST
	Message not sent if power is removed.

Detach type = ‘power switched off, GPRS detach’

	17
	SS
	
	Reset the RF level of cell A to default state. Deactivate cell B.

	18
	MS
	
	The MS is set in MS operation mode B (see PICS) and the test is repeated from step 3 to step 16.


Specific message contents

None.
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