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1 Introduction

GERAN encompasses the evolution of numerous areas of the GSM/GPRS/EDGE access network. In particular, companies have accepted that enhancements to the security in GERAN constitute an integral part in Release 5 (i.e. “early R5” in June 2001) in order to align the level of security that GERAN offers to UTRAN’s. However, the work within TSG GERAN does not seem to be progressing enough in this area, especially when it is yet unknown the amount of work that (in TSG GERAN and/or TSG SA WG 3) will be required.

This papers intends to clarify the current status in two areas related to GERAN security, namely:

· ciphering and

· integrity protection.

Questions are posed here, whose answers are needed in order to move forward.

2 On ciphering

The ciphering for UTRAN is specified in 3GPP TS 33.102 [1] and has also been adopted for GERAN [2]. The length of the ciphering key of this mechanism (f8) is also common with a value of 128 bits, which allows a level of security in GERAN as far as ciphering is concerned very similar to UTRAN.

There are, however, some open points that need further clarification:

· The bearer identifier (5 bits) is an input parameter to the mask generator of the ciphering algorithm; this parameter has to be identified in GERAN. According to 3GPP TS 43.051 [2], it is still to be decided whether the Rbid is carried on the RLC blocks.

· It also appears as for further study whether the GSM frame numbering is used or the HFN mechanism is used.

· The power control commands in GSM are ciphered; do they need to be ciphered in GERAN?

· Ciphering in GERAN can be performed at RLC or MAC level (dependent of the RLC mode). Since both RLC and MAC are located at the PCU and the PCU can potentially be located at the BTS, further work is needed in order to ensure a protected Abis interface [3].

3 On integrity protection

Signalling messages in UTRAN are integrity protected in order to ensure the data origin authentication and data integrity. This is performed in UTRAN by appending to the correspondent message a Message Authentication Code which is 32 bits long. In addition, it may be necessary to send a sequence number (4 bits long in UTRAN) in order to cope with the loss of messages (up to 15 with 4 bit sequence numbers).

TSG GERAN has agreed of the benefits of including integrity protection in GERAN and has started to assess the impact of its introduction in the system. By adopting UTRAN’s mechanism to implement integrity protection, some harmful effects have been pointed out ([4], [5]). Most of these problems are related to the fact that the addition of the MAC (and the sequence number) may cause (additional) segmentation due to the length limitation of the payload of the layer below, with one more block at that layer being sent. The possible issues are:

1. Increase of radio interface overhead: the (additional) segmentation results in one more block of the underlying layer being sent. Although this is potentially true, it only becomes significant when the messages to which integrity protection applies are relatively frequent. The difficulty to determine at which level this frequency becomes critical and the uncertainty of which messages will be integrity protected, makes very difficult to assess the increase in overhead. It is recommended that the list of the messages that need to be integrity protected is made in order to help with this analysis.

2. Impact on speech quality: in some cases the message is sent on the resources used by the speech, e.g. use of the FACCH. In those cases, the possible (additional) segmentation of the message does not cause the mentioned radio interface overhead, but increases the harm in the speech quality. Again, these messages need to be identified and their sizes roughly estimated. It is also necessary to clarify what the impact on speech quality is as a function of two parameters, depicted in Figure 1:

a) the number of speech frames blanked by the message (n1) and

b) the number of speech frames not blanked between two blanked frames (n2).
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Figure 1 – Parameters for the characterisation of impact on speech quality

3. Delay of time critical procedures: the additional block transmitted implies a delay in the reception or the correspondent message, as the message cannot be considered received until all its blocks are received. This could pose a problem in certain time-critical procedures. Only the handover procedure has been mentioned as a candidate to be affected. However, the extra delay caused by additional segmentation has not been estimated. Furthermore, an additional delay in the order of tens of milliseconds may not be so critical for the performance of the handover procedure.

In any case, the decrease of performance of time critical procedures for this reason is dependent on the window size of the underlying layer. Thus, this harmful effect may not be so acute for window sizes greater than one and especially window sizes in the order of the number of blocks of the message. However, the performance of an underlying layer with k ≥ 2 needs to be simulated in scenarios considering transmission errors.

This may be an additional reason to consider RLC/MAC as a possible candidate to substitute LAPDm as the layer 2 for GERAN.

In addition, other questions need to be answered, some of them probably by or with the help of TSG SA WG 3:

· Do the messages on the SACCH need to be integrity protected?

· Do the messages on the SDCCH need to be integrity protected? This may lead to an increase in the establishment time.

· What RLC/MAC messages need to be integrity protected?

4 Conclusion

This paper lists (some of?) the open issues regarding security in GERAN that should be addressed by TSG GERAN. Due to the likelihood that some of the work has to be done in conjunction with TSG SA WG3 and to the meeting schedule of this Working Group
, it is essential that the points raised here are tackled as soon as possible.
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