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1 Introduction

In  a precedent contribution [1] the mechanisms for integrity protection in GERAN are described with the problems raised by its application in GERAN:

· Integrity protection, when causing segmentation, will imply a much larger overhead than the 32 bits MAC-I for the considered message (100% overhead if the original message fitted into one radio block)

· Integrity protection, when causing segmentation may also make a procedure fail (handover) due to the delays for requiring one more radio block in the uplink

· Not having integrity protection in GERAN would mean that UTRAN RRC messages that could have been reused, cannot because of the MAC-I IE, and therefore need to be redefined for GERAN.

The present contribution presents a mechanism which tents to overcome these drawbacks.

2  Proposal

The present proposal consists of two parts:

2.1 Shorter Integrity Code

For certain signalling messages, integrity protection should be made optional or disabled, or it must be allowed that the message authentication code is shorter than 32 bits. This should apply at least to those signalling messages sent in uplink by the mobile equipment that are time-critical and that can be sent unsegmented when sent unprotected and require segmentation when protected. But it is mandatory to apply integrity protection whenever it is possible, means when the message authentication code can be added without requiring the segmentation of the message.

In case the option for MAC-I lengths shorter than 32 bits is introduced, such messages must include a field that defines the length of the message authentication code (e.g., a two-bit identifier that allows for the values 8, 16, 24 and 32). The used code may be for example the LSBs or MSBs of he 32-bits MAC-I to avoid to implement an additional integity machine 

The sender of such a message shall apply integrity protection whenever possible given the Radio resource restriction but may append a shorter message authentication code but always the biggest possible MAC-I that still fits. The receiver of such a not-protected message shall accept the message and acts upon it. 

2.2 In-call authentication dialogue

As a second part of the proposed mechanism, when the receiver is the network, i.e., precisely in the event of uplink messages, the network may (or must) trigger an in-call local authentication dialogue. This dialogue allows the network to verify that it is still connected with the genuine subscriber and that no radio resource has been stolen. This in-call local authentication dialogue may be optional. We recommend that it be recommended - if not mandated - in the event ciph​ering is not enabled. The network may trigger such an in-call local authentication dialogue only after the number of consecutive signalling messages that are not protected (or have a shorter message authentication code) exceeds a certain threshold set by the network operator.

As a further extension the mechanism may also be applied to messages that are already segmented, in order to avoid further segmentation. 

3 Conclusion

In the document a possible mechanism for integrity protection is described, which avoids the drawbacks of the segmentation at least in the uplink and offers nevertheless an  acceptable protection level.

A similar proposal will be done at the same time in the TSG SA3 Adhoc.  If the protection level is estimated as satisfying from the SA3 point of view it is proposed to take the present proposal as a baseline to negotiate with SA3 and TSG RAN WG2 and elaborate the further details of the integrity protection in GERAN: list of the messages with optional protection, lengths of the different MAC-I, etc...
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