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This contribution attempts to look at what ciphering should cover in GERAN. The aim is to trigger a discussion on such a coverage and how it should be achieved.

Ciphering in A/Gb mode

Signalling messages

· Circuit-switched world: LAPDm and RLP control messages are ciphered by the physical layer.

· Packet-switched world: RLC/MAC control messages are not ciphered; blocks carrying NAS messages are ciphered by the LLC layer.

User traffic data

· Circuit-switched world: TCH channels are ciphered by the physical layer, whether carrying speech or data.

· Packet-switched world: User data blocks are ciphered by the LLC layer.

Ciphering in Iu mode

Section 7.1 of ref. [1] specifies that:

· In case of non-transparent RLC mode (acknowledged or unacknowledged), ciphering is performed in the RLC sub-layer for layer 2 user data blocks only. Layer 2 signalling is ciphered in the MAC sub-layer.

· In case of transparent RLC mode, ciphering is performed in the MAC sub-layer. 

This means the following:

· RLC or MAC performs ciphering for user data block, depending on the RLC mode and irrespective of the CN domain;

· RLC/MAC control blocks are supposed to be ciphered now.

Coverage of ciphering in Iu mode

Transport of RRC and NAS messages

The above does not strictly cover the ciphering of RRC and NAS messages. RRC and NAS messages will be carried on SRBs the parameters of which are predefined at RRC connection establishment. Such parameters can be changed along with new RB establishments and even new physical subchannel allocations. SRBs will be using either:

· RLC entities in non-transparent mode; therefore the ciphering of such messages will be performed by RLC.

· LAPDm entities; In such a case, LAPDm can be mapped on MAC (see Lucent’s contribution GAHW-000041) and MAC can perform ciphering of the layer 2 data. Note that there is an issue with the layer 1 header for SACCH logical channel since it used to be ciphered and such a scenario would leave it unciphered. Alternatively LAPDm is mapped directly to the physical layer as it is already the case today. The issue now is how messages carried via LAPDm are ciphered.

Transport of RLP data blocks

Section 4.5 of ref. [1] shows RLP on either RLC/MAC or directly using services from the physical layer. In case, RLP is carried on the physical layer directly, how are the RLP data blocks ciphered ? In case RLP is carried on RLC and MAC, RLC needs to be in transparent mode since we should not be putting on top of each other two data link layer protocols. MAC can then perform ciphering of the RLP data block.

Questions

The following questions should therefore be addressed and clarified in ref. [1]:

· Do we really want RLC/MAC control blocks to be ciphered now ? If yes, which ones should be ciphered (a list should be drafted).

· Assuming LAPDm procedures can be used to carry RRC and NAS signalling messages, how does GERAN perform the ciphering for LAPDm messages ?

· Shouldn’t we be removing the possibility to have RLP sent directly to the physical layer in GERAN and mandate that RLC be used in transparent mode so that MAC can perform ciphering for such a bearer ?
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