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SECURITY MODE CONTROL

1.
INTRODUCTION

This contribution deals with the security mode procedures and messages for GERAN Iu mode. As stated in 3G TS 43.051 [3], the ciphering architecture shall be identical to that of UTRAN. 

2.
RRC SECURITY MODE CONTROL PRODEDURES AND MESSAGES

All section numbers and references are unchanged overtaken from 25.331 [1]. This allows an faster crosscheck with the still living UTRAN RRC specification. By later including the procedures into 44.018 [5] the section numbers and references have to be adopted (indicated by [ref!]).

The analyses of the procedures is based on the UTRAN RRC specification version 4.1.0.

8.1.12[ref!]
Security mode control
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Figure 18[ref!]: Security mode control procedure

8.1.12.1[ref!] General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with a new ciphering configuration, for all radio bearers and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio bearers. 

8.1.12.2[ref!] Initiation

8.1.12.2.1[ref!]
Ciphering configuration change

To stop or start/restart ciphering, GERAN sends a SECURITY MODE COMMAND message on one downlink signalling radio bearer in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, and for the CN domain as indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, GERAN should:

-
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

-
use the value "START" in the most recently received IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink  in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
include "Ciphering activation time for DPSCH" in IE "Ciphering mode info" when a DPSCH exists for radio bearers using transparent mode RLC, at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, GERAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the MS. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the MS.

8.1.12.2.2[ref!]
Integrity protection configuration change

To start or modify integrity protection, GERAN sends a SECURITY MODE COMMAND message on the downlink signalling radio bearer in AM-RLC using the new integrity protection configuration.

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, GERAN should:

-
for the radio bearers and signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

8.1.12.3[ref!] Reception of SECURITY MODE COMMAND message by the MS
Upon reception of the SECURITY MODE COMMAND message, the MS shall perform the actions for the received information elements according to 8.6[ref!].

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the MS shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is the same as indicated by variable MS_CAPABILITY_TRANSFERRED, and the IE "UMTS security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable MS_CAPABILITY_TRANSFERRED, the MS shall:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if prior to the reception of SECURITY MODE COMMAND, the value of the IE "Status" in the variable "CIPHERING_STATUS" is "Not started" and the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to transmit the SECURITY MODE COMPLETE message on the uplink in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity"; and

-
set the "RLC sequence number" in IE "Radio bearer uplink ciphering activation time info", at which time the new ciphering configuration shall be applied;

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND  message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND  message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND  message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN less than the number indicated in the IE "Ciphering activation time for DPSCH", as sent by the GERAN;

-
apply the new ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPSCH", as sent by the GERAN;
-
when the radio bearers and signalling radio bearers using RLC-AM or RLC-UM have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink signalling radio bearer in AM RLC, using the old ciphering configurations; 

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
The procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment;

-
notify upper layers upon change of the security configuration.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the MS shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";

-
in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPSCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Security capability" is not the same as indicated by the variable MS_CAPABILITY_TRANSFERRED, or the IE "UMTS security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable MS_CAPABILITY_TRANSFERRED, or if the IE " UMTS security capability" is not included in the SECURITY MODE COMMAND and is included in the variable MS_CAPABILITY_TRANSFERRED,the MS shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2[ref!];

-
And the procedure ends.

8.1.12.4a[ref!]
Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received SECURITY MODE COMMAND  message, the MS shall:

-
transmit a SECURITY MODE FAILURE message on the uplink signalling radio bearer using AM RLC; using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;
-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND  message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "incompatible simultaneous reconfiguration";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.1.12.4b[ref!]
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1[ref!] is initiated; and

-
the received SECURITY MODE COMMAND  message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the MS shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
transmit a SECURITY MODE FAILURE message on the uplink signalling radio bearer using AM RLC; using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;
-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND  message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "cell update occurred";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
if the SECURITY MODE COMMAND  message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND  message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received; and

-
the procedure ends.

8.1.12.4c[ref!]
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND message, the MS shall:

-
transmit a SECURITY MODE FAILURE message on the signalling radio bearer using AM RLC after setting the IEs as specified below;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "invalid configuration";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
set the variable INVALID_CONFIGURATION to FALSE;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.1.12.5[ref!] Reception of SECURITY MODE COMPLETE message by the GERAN

GERAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When GERAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, GERAN shall:

-
for radio bearers and signalling radio bearers using RLC-AM or RLC-UM:

-
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the MS; 

-
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the MS;

-
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by GERAN, but before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment;

-
for radio bearers using RLC-TM:

-
use the old ciphering configuration for the received RLC PDUs before the CFN as indicated in the IE "Ciphering activation time for DPSCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;
-
use the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Ciphering activation time for DPSCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;

-
and the procedure ends.

8.1.12.6[ref!] Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9[ref!], the MS shall perform procedure specific error handling as follows:

-
transmit a SECURITY MODE FAILURE message on the uplink signalling radio bearer using AM RLC;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND  message in the table "Rejected transactions" in the variable TRANSACTIONS; and

· clear that entry;

-
set the IE "failure cause" to the cause value "protocol error";

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.5.8[ref!]
Maintenance of Hyper Frame Numbers

The MSBs of both the ciphering sequence numbers (COUNT-C) and integrity sequence numbers (COUNT-I), for the ciphering and integrity protection algorithms, respectively [40] [ref!], are called the Hyper Frame Numbers (HFN).

For integrity protection, the MS shall:

-
maintain COUNT-I as specified in subclause 8.5.10 [ref!].

The following hyper frame numbers types are defined:

MAC HFN:
20 MSB of COUNT-C for data sent over RLC TM
Note: Whether Extended TDMA Frame Number (28bits) or HFN as in UTRAN is used is FFS. In case of HFN the CFN used within UTRAN is substituted by FN (TDMA Frame Number) modulo 255 (8bits length).
a) if the RLC sequence number is of length 7 (GPRS)

RLC UM HFN:
24 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
24 MSB of COUNT-C for data sent over RLC AM

b) if the RLC sequence number is of length 11 (EGPRS)

RLC UM HFN:
20 MSB of COUNT-C for data sent over RLC UM

RLC AM HFN:
20 MSB of COUNT-C for data sent over RLC AM

RRC HFN:
28 MSB of COUNT-I

For non-transparent mode RLC radio bearers, the MS shall:

-
maintain one uplink and one downlink COUNT-C per radio bearer and one uplink and one downlink COUNT-I per signalling radio bearer.

For all transparent mode RLC radio bearers of the same CN domain, the MS shall:

-
maintain one COUNT-C, common for all radio bearers in uplink and downlink;

-
maintain one uplink and one downlink COUNT-I per signalling radio bearer.



8.5.9[ref!]
START

In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with CKX and IKX}) + 1.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

8.5.10[ref!]
Integrity protection

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the MS and GERAN shall:

-
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

RR INITIALISATION REQUEST
HANDOVER ACCESS

PACKET NOTIFICATION

PAGING REQUEST TYPE 1

PAGING REQUEST TYPE 2

PAGING REQUEST TYPE 3

PAGING RESPONSE

SYSTEM INFORMATION TYPE 1 – 20

CHANNEL REQUEST

SYNCHRONIZATION CHANNEL INFORMATION

RR STATUS

EXTENDED MEASUREMENT ORDER

EXTENDED MEASUREMENT REPORT

MEASURMENT REPORT

MEASUREMENT INFORMATION

ENHANCED MEASUREMENT REPORT

RRC CONNECTION REJECT 

RRC CONNECTION SETUP

RRC CONNECTION REQUEST 

RRC CONNECTION SETUP COMPLETE

NOTE: Whether the IMMEDIATE ASSIGNMENT/IMMEDIATE ASSIGNMENT EXTENDED/IMMEDIATE ASSIGNMENT REJECT messages are integrity protected is FFS.

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the MS shall use two RRC hyper frame numbers:

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers:

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB0-RB4).

Upon the first activation of integrity protection for an RRC connection, MS and GERAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5[ref!] and 8.5.10.1[ref!]. 

As a general rule, the RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message. In cases when there are exceptions, these are stated for those procedures.

8.5.10.1[ref!]
Integrity protection in downlink

If the MS receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the MS shall:

-
perform the actions in 8.6.3.5[ref!]; and

-
apply the new integrity protection configuration;

· check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

-
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

-
initialise the "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message;

-
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

-
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

-
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one;

-
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

-
discard the message;

-
calculate an expected message authentication code in accordance with subclause 8.5.10.3[ref!]. 

-
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

-
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:
-
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message;

-
if the calculated expected message authentication code and the received message authentication code differ:

-
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

-
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one;

-
discard the message.

If the MS receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the MS shall:

-
discard the message.

8.5.10.2[ref!]
Integrity protection in uplink

Upon transmitting an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the MS shall:

-
increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1. When "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO becomes 0, the MS shall increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1

-
calculate the message authentication code in accordance with subclause 8.5.10.3[ref!]
-
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code.

-
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO

During an ongoing reconfiguration of the integrity protection, GERAN should, for all signalling radio bearers, apply the old configuration (that is, the configuration that was applied before the reconfiguration) for the integrity protection. In the response message for the procedure ordering the reconfiguration, the MS indicates the activation time, for each signalling radio bearer except signalling radio bearer RB2, when the new configuration is to be applied in uplink. GERAN should then start to apply the new configuration according to the activation time for each signalling radio bearer (for signalling radio bearer RB2 the new configuration is applied starting from reception of the response message).

8.5.10.3[ref!]
Calculation of message authentication code

The MS shall calculate the message authentication code in accordance with [40] [ref!]. The input parameter MESSAGE [40] [ref!] for the integrity algorithm shall be constructed by:

-
setting the "Message authentication code" in the IE "Integrity check info" in the message to the radio bearer identity for the signalling radio bearer;

-
setting the "RRC Message sequence number" in the IE "Integrity check info" in the message to zero;

-
encoding the message; 

-
appending RRC padding (if any) as a bitstring to the encoded bitstring as the least significant bits.

For usage on an RRC message transmitted or received on the radio bearer with identity n, the MS shall:

-
construct the input parameter COUNT-I [40][ref!] by appending the following IEs from the IE "Signalling radio bearer specific integrity protection information" for radio bearer n in the variable INTEGRITY_PROTECTION_INFO:

-
for uplink:

-
"Uplink RRC HFN", as the MSB, and "Uplink RRC Message sequence number", as LSB;

-
for downlink:

-
"Downlink RRC HFN", as the MSB, and "Downlink RRC Message sequence number", as LSB.
8.6.3.4[ref!]
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the MS shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following. The MS shall:

-
if the IE "Status" in the variable CIPHERING_STATUS has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop":

-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

-
else:

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
start or restart ciphering in lower layers for all established radio bearers in the variable ESTABLISHED_RABS, using the ciphering algorithm (UEA [40] [ref!]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. For each radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one shall be used as the value of BEARER in the ciphering algorithm The new ciphering configuration shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

-
if the IE "Ciphering mode command" has the value "stop", the MS shall:

-
stop ciphering and stop incrementing COUNT-C values for all signalling radio bearers and also for transparent RLC mode radio bearers, only at the new ciphering configuration that shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Not started";

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the ciphering configuration at this pending activation time as indicated in this procedure;

-
only need to store at most two different ciphering configurations at any given time for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain;

-
if the IE "Ciphering activation time for DPSCH" is present in the IE "Ciphering mode info":

-
apply the new configuration at that time for radio bearers using RLC-TM. If the IE "Ciphering mode info" is present in a message reconfiguring RB or physical channel, the indicated time in IE "Activation time for DPSCH" corresponds to a FN modulo 255 after that reconfiguration;

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info":

-
apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer;

-
select an "RLC sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC sequence number";

-
store the "RLC sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer is resumed:

-
switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence number smaller than the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to GERAN and the received  IE "Radio bearer downlink ciphering activation time info" received from GERAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent to GERAN and in the received IE "Radio bearer downlink ciphering activation time info" received from GERAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC transmission window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the MS may release the old ciphering configuration for that radio bearer;

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the MS shall:

-
ignore this second attempt to change the ciphering configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is not present, the MS shall not change the ciphering configuration.

8.6.3.5[ref!]
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS is set to FALSE, the MS shall check the IE "Integrity protection mode command" as part of the IE "Integrity protection mode info", and perform the following. The MS shall:

-
if the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started":

-
ignore this attempt to change the integrity protection configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

-
else:

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS to TRUE;

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started":

-
if the IE "Historical status" in the variable INTEGRITY_PROTECTION_INFO has the value "Never been active":

-
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

-
calculate the START value as specified in subclauses 8.5.9[ref!] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the 20 MSB of the "Uplink RRC HFN" and "Downlink RRC HFN" with the START value as calculated above;

-
set the remaining LSB of the "Uplink RRC HFN" and "Downlink RRC HFN" to zero;

-
set the IE "Uplink RRC Message sequence number" to zero;

-
do not include the IE "Downlink RRC Message sequence number";

-
set the IE "Historical status" in the variable INTEGRITY_PROTECTION_INFO to the value "Has been active";

-
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message as described in subclause 8.5.10.1[ref!];

-
use the algorithm (UIA [40] [ref!]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40] [ref!];

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

NOTE:
This case is used in SRNS relocation

-
perform integrity protection on the received message as described in subclause 8.5.10.1[ref!];

-
use the algorithm (UIA [40][ref!]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
use the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40][ref!];

-
if IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

-
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;

-
if there are pending activation times set for integrity protection by a previous procedure changing the integrity protection configuration:

-
apply the integrity protection configuration at this pending activation time as indicated in this procedure;

-
only need to store at most two different integrity protection configurations at any given time for all signalling radio bearers, the old and newest integrity protection configurations, per CN domain;

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each radio bearer n, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message as described in subclause 8.5.10.1[ref!];

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [40] [ref!]);

-
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

-
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

-
include a value of the RRC sequence number, when the new integrity protection in uplink is to be applied;

-
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

-
for each signalling radio bearer that has no pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest integrity protection configuration;

-
for signalling radio bearer that has a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

-
set the same value as the pending activation time for integrity protection;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the next RRC sequence number to be used;

-
for signalling radio bearer RB0:

-
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one;

-
let RBm be the signalling radio bearer on which the message containing the IE "integrity protection mode info" was received;

-
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each RBn, except for signalling radio bearer RBm, indicated by the entry for radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer RBm, as specified for the procedure initiating the integrity protection reconfiguration;

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_STATUS is set to TRUE, the MS shall:

-
ignore this second attempt to change the integrity protection configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the MS shall not change the integrity protection configuration.

10.2.43[ref!]
SECURITY MODE COMMAND

This message is sent by GERAN to start or reconfigure ciphering and/or integrity protection parameters.


RLC-SAP: AM


Logical channel:  SDCCH, PDTCH, FACCH
Signalling radio bearer: 1
Direction: GERAN(MS
	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	MS information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36[ref!]
	

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16[ref!]
	

	Security capability
	MP
	
	Security capability 10.3.3.37[ref!]
	

	Ciphering mode info
	OP
	
	Ciphering mode info 10.3.3.5[ref!]
	Only present if ciphering shall be controlled

	Integrity protection mode info
	OP
	
	Integrity protection mode info 10.3.3.19[ref!]
	Only present if integrity protection shall be controlled

	CN Information elements
	
	
	
	

	CN domain identity
	MP
	
	CN domain identity 10.3.1.1[ref!]
	Indicates which cipher and integrity protection keys are applicable

	Other information elements
	
	
	
	

	MS system specific security capability
	CH
	1 to <maxInterSysMessages>
	
	This IE is included if the IE "Inter-RAT MS radio access capability" was included in RRC CONNECTION SETUP COMPLETE message

	>Inter-RAT MS security capability
	MP
	
	Inter-RAT MS security capability 10.3.8.8a[ref!]
	


10.2.44[ref!]
SECURITY MODE COMPLETE

This message is sent by MS to confirm the reconfiguration of ciphering and/or integrity protection.


RLC-SAP: AM

Logical channel:  SDCCH, PDTCH, FACCH
Signalling radio bearer: 1

Direction: MS(GERAN

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	MS information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36[ref !]
	

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16[ref!]
	

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17[ref!]
	

	RB Information elements
	
	
	
	

	Radio bearer uplink ciphering activation time info
	OP
	
	RB activation time info 10.3.4.13[ref!]
	


10.2.45[ref!]
SECURITY MODE FAILURE

This message is sent to indicate a failure to act on a received SECURITY MODE COMMAND  message.

RLC-SAP: AM

Logical channel:  SDCCH, PDTCH, FACCH
Signalling radio bearer: 1 

Direction: MS(GERAN

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	MS information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36[ref!]
	

	Integrity check info
	CH
	
	Integrity check info 10.3.3.16[ref!]
	

	Failure cause
	MP
	
	Failure cause and error information 10.3.3.14[ref!]
	


10.3.3.1[ref!]
Activation time

Activation Time defines the frame number/time (FN mod 255) at which the operation/changes caused by the related message shall take effect. 
	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Activation time
	MP
	
	Integer(0..

255)
	FN modulo 255


10.3.3.4[ref!]
Ciphering Algorithm

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering algorithm
	MP
	
	Enumerated (UEA0, UEA1)
	


10.3.3.5[ref!]
Ciphering mode info

This information element contains the ciphering specific security mode control information.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering mode command
	MP
	
	Enumerated (start/restart, stop)
	

	Ciphering algorithm 
	CV-notStop 
	
	Ciphering algorithm 10.3.3.4[ref!]
	

	Ciphering activation time for DPSCH
	OP
	
	Activation time

10.3.3.1[ref!]
	Used for radio bearers mapped on RLC-TM. Only applicable if the MS is already in CELL_Dedicated state

	Radio bearer downlink ciphering activation time info
	OP
	
	RB activation time info, 10.3.4.13[ref!]
	Used for radio bearers mapped on RLC-AM or RLC-UM


	Condition
	Explanation

	NotStop
	The IE is mandatory if the IE "Ciphering mode command" has the value "start/restart", otherwise the IE is not needed in the message.


10.3.3.16[ref!]
Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [40] [ref!] and the calculated MAC-I. 

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message authentication code
	MP
	
	bit string(32)
	MAC-I [40][ref!]. The Message Authentication Code bits are numbered b0-b31, where b0 is the least significant bit. The 27 MSB of the IE shall be set to zero and the 5 LSB of the IE shall be set to the used signalling radio bearer identity when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.

	RRC Message sequence number
	MP
	
	Integer (0..15)
	The local RRC hyper frame number (RRC HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm. 

The IE value shall be set to zero when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.


10.3.3.17[ref!]
Integrity protection activation info

This IE contains the time, in terms of RRC sequence numbers, when a new integrity protection configuration shall be activated for the signalling radio bearers.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	RRC message sequence number list
	MP
	4 to 5
	
	The RRC sequence number when a new integrity protection configuration shall be applied, for CCCH (=RB0) and signalling radio bearers in the order RB0, RB1, RB2, RB3, RB4.
The value for RB1 shall be ignored if this IE was included in a RRC message sent on RB1.

The value for RB2 shall be ignored if this IE was included in a RRC message sent on RB2.

	>RRC message sequence number
	MP
	
	Integer (0..

15)
	


10.3.3.18[ref!]
Integrity protection Algorithm

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Integrity protection algorithm
	MP
	
	Enumerated (UIA1)
	


10.3.3.19[ref!]
Integrity protection mode info

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Integrity protection mode command
	MP
	
	Enumerated(start, modify)
	

	Downlink integrity protection activation info
	CV-modify
	
	Integrity protection activation info 10.3.3.17[ref!]
	

	Integrity protection algorithm 
	OP
	
	Integrity protection algorithm 10.3.3.18[ref!]
	

	Integrity protection initialisation number
	CV-start
	
	Bitstring(32)
	FRESH [40] [ref!]


	Condition
	Explanation

	Start
	The IE is mandatory if the IE "Integrity protection mode command" has the value "start ", otherwise it is not needed in the message.

	Modify
	The IE is only present if the IE "Integrity protection mode command" has the value "modify"


10.3.3.37[ref!]
Security capability

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering algorithm capability
	MP
	
	
	

	>UEA0
	MP
	
	Boolean
	The value TRUE means that an unciphered connection after the Security mode control procedure is accepted by the MS.

	>UEA1
	MP
	
	Boolean
	The value TRUE means that UEA1, Kasumi, is supported

	>Spare
	MP
	14
	Boolean
	Shall be set to FALSE by MSs complying with this version of the protocol.

	Integrity protection algorithm capability
	MP
	
	
	

	>UIA1
	MP
	
	Boolean
	The value TRUE means that UIA1, Kasumi, is supported

	>Spare
	MP
	15
	Boolean
	Shall be set to FALSE by MSs complying with this version of the protocol.


NOTE:
The MS shall support at least one UEAx other than UEA0 and one UIAx.
10.3.3.38[ref!]
START

There is a START value per CN domain. The START is used to initialise the 20 MSBs of all hyper frame numbers (MAC HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for a CN domain.

	Information Element/Group name
	Need
	Multi
	Type and Reference
	Semantics description

	START
	MP
	
	Bit string (20)
	The START [40] [ref!] bits are numbered b0-b19, where b0 is the least significant bit.


10.3.4.13[ref!]
RB activation time info

This IE contains the time, in terms of RLC sequence numbers, when a certain configuration shall be activated, for a number of radio bearers.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Radio bearer activation time
	OP
	1 to <maxRB>
	
	

	>RB identity
	MP
	
	RB identity 10.3.4.16[ref!]
	

	>RLC sequence number
	MP
	
	Integer (0..

SNS - 1)
	RLC send state variable V(S): SNS in GPRS of 7bits and in EGPRS of 11bits [4] [ref!]
Used for radio bearers mapped on RLC AM and UM


10.3.8.8a[ref!] Inter-RAT MS security capability

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	CHOICE system
	MP
	
	
	

	
	
	
	
	

	> UMTSsecurity capability
	MP
	
	Security capabilitiy 10.3.3.37[ref!]
	.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


13.4.1[ref!]
CIPHERING_STATUS

This variable contains information about the current status of ciphering in the MS.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Status
	MP
	
	Enumerated(Not started, Started)
	

	Reconfiguration
	MP
	
	Boolean
	TRUE means an RRC procedure performing reconfiguration of ciphering is ongoing.


13.4.8a[ref!]
INCOMPATIBLE_SECURITY_RECONFIGURATION

This variable indicates whether an incompatible simultaneous reconfiguration of a security function has been received.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Incompatible security reconfiguration
	MP
	
	Boolean
	TRUE: An incompatible simultaneous security reconfiguration has been detected


13.4.9a[ref!]
INTEGRITY_PROTECTION_ACTIVATION_INFO

This variable contains information to be sent to GERAN about when a new integrity protection configuration shall be activated in the uplink for signalling radio bearers in case of modification of integrity protection.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17[ref!]
	


13.4.10[ref!]
INTEGRITY_PROTECTION_INFO

This variable contains information about the current status of the integrity protection in the MS.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Historical status
	MP
	
	Enumerated(Never been active, Has been active)
	

	Status
	MP
	
	Enumerated(Not started, Started)
	

	Reconfiguration
	MP
	
	Boolean
	TRUE means a reconfiguration of integrity protection is ongoing.

	Signalling radio bearer specific integrity protection information
	MP
	1 to <maxSRBsetup>
	
	Status information for RB0-RB4 in that order

	>Uplink RRC HFN
	MP
	
	Bitstring (28)
	

	>Downlink RRC HFN
	MP
	
	Bitstring (28)
	

	>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>Downlink RRC Message sequence number
	OP
	
	Integer (0..

15)
	


13.4.20[ref!]
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO

This variable contains information to be sent to GERAN about when a new ciphering configuration shall be activated in the uplink for radio bearers using RLC-AM or RLC-UM.

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	RB uplink ciphering activation time info
	OP
	
	RB activation time info 10.3.4.13[ref!]
	


3. CSN.1 Coding

(10.2.43)

SECURITY MODE COMMAND

This message is sent by GERAN to start or reconfigure ciphering and/or integrity protection parameters.


RLC-SAP: AM


Logical channel:  SDCCH, PDTCH, FACCH

Signalling radio bearer: 1

Direction: GERAN(MS

Table xx : SECURITY MODE COMMAND information elements

	< Security Mode Command message content > ::=

< RRC Transaction Identifier : < RRC Transaction Identifier IE >>

< Integrity Check Info : < Integrity Check Info IE >>

< Security capability : < Security capability IE >>

{ 0 | 1
< Ciphering mode info : < Ciphering mode info IE >>}

{ 0 | 1
< Integrity protection mode info : < Integrity protection mode info IE >>}

< CN Domain Identity : < Core Network Domain Identity IE >>

{ 0 | 1 { <  MS system specific security capability : bit (2) >

{ < Inter-RAT MS security capability : < Inter-RAT MS security capability IE >>} (val(MS system specific security capability) + 1) }

<padding bits >;


Table xx: SECURITY MODE COMMAND information element details

	RRC Transaction Identifier IE
This information element is defined in clause (10.3.3.36).

Integrity Check Info IE
This information element is defined in clause (10.3.3.16).

Security capability IE

This information element is defined in clause (10.3.3.37).

Ciphering mode info IE
Only present if ciphering shall be controlled. This information element is defined in clause (10.3.3.5).

Integrity mode info IE
Only present if integrity protection shall be controlled. This information element is defined in clause (10.3.3.19).

Core Network Domain Identity IE

Indicates which cipher and integrity protection keys are applicable. This information element is defined in clause (10.3.1.1).

MS system specific security capability ( 2 bit field)

This IE is included if the IE “Inter-RAT MS radio access capability” was included in the RRC CONNECTION SETUP COMPLETE message. Maximum number of Inter System Messages (maxInterSysMessages) shall be 4.


(10.2.44)

SECURITY MODE COMPLETE

This message is sent by MS to confirm the reconfiguration of ciphering and/or integrity protection.


RLC-SAP: AM

Logical channel:  SDCCH, PDTCH, FACCH

Signalling radio bearer: 1


Direction: MS(GERAN

Table xx : SECURITY MODE COMPLETE information elements

	< Security Mode Complete message content > ::=

< RRC Transaction Identifier : < RRC Transaction Identifier IE >>

< Integrity Check Info : < Integrity Check Info IE >>

< Security capability : < Security capability IE >>

{ 0 | 1
< Uplink integrity protection activation info : < Uplink integrity protection activation info IE >>}

{ 0 | 1
< Radio bearer uplink ciphering activation time info : < Radio bearer uplink ciphering activation time info IE >>}

<padding bits >;


Table xx: SECURITY MODE COMPLETE information element details

	RRC Transaction Identifier IE
This information element is defined in clause (10.3.3.36).

Integrity Check Info IE
This information element is defined in clause (10.3.3.16).

Security capability IE

This information element is defined in clause (10.3.3.37).

Uplink integrity protection activation info IE
This information element is defined in clause (10.3.3.17).

Radio bearer uplink ciphering activation time info IE
This information element is defined in clause (10.3.4.13).


(10.2.45)

SECURITY MODE FAILURE

This message is sent to indicate a failure to act on a received SECURITY MODE COMMAND  message.

RLC-SAP: AM

Logical channel:  SDCCH, PDTCH, FACCH

Signalling radio bearer: 1 

Direction: MS(GERAN

Table xx : SECURITY MODE FAILURE information elements

	< Security Mode Failure message content > ::=

< RRC Transaction Identifier : < RRC Transaction Identifier IE >>

{ 0 | 1
< Integrity Check Info : < Integrity Check Info IE >>}

< Security capability : < Security capability IE >>

< Failure cause : < Failure cause IE >>}

<padding bits >;


Table xx: SECURITY MODE FAILURE information element details

	RRC Transaction Identifier IE
This information element is defined in clause (10.3.3.36).

Integrity Check Info IE
This information element is defined in clause (10.3.3.16).

Security capability IE

This information element is defined in clause (10.3.3.37).

Failure cause IE
This information element is defined in clause (10.3.3.14).


 (10.3.3.1)
Activation time

Activation Time defines the frame number/time (FN mod 255) at which the operation/changes caused by the related message shall take effect.
Table xx : Activation time information elements

	< Activation time IE > ::=

< Activation time : octet string (255) > ;


Table xx: Activation time information element details

	Activation time IE (integer field)
FN modulo 255.


(10.3.3.4)
Ciphering Algorithm

Table xx : Ciphering Algorithm information elements

	< Ciphering algorithm IE > ::=

< Ciphering algorithm : bit (1) > ;


Table xx: Ciphering Algorithm information element details

	Ciphering algorithm IE (1 bit field)
0 UEA0
1 UEA1


(10.3.3.5)
Ciphering mode info

This information element contains the ciphering specific security mode control information.

Table xx : Ciphering mode info information elements

	< Ciphering mode info IE > ::=

< Ciphering mode command : bit (1) >

{ 0 | 1
< Ciphering algorithm : < Ciphering algorithm IE >>}

{ 0 | 1
< Ciphering activation time for DPSCH : < Activation time IE >>}

{ 0 | 1
< Radio bearer downlink ciphering activation time : < Activation time IE >>};


Table xx: Ciphering mode info information element details

	Ciphering mode command IE (1 bit field)
0 start/restart
1 stop 

Ciphering algorithm IE

This IE is mandatory if the IE “Ciphering mode command” has the value “start/restart”, otherwise the IE is not needed in the message. This information element is defined in clause (10.3.3.4).

Activation time IE

This information element is defined in clause (10.3.3.1).
Ciphering activation time for DPSCH 

Used for radio bearers mapped on RLC-TM. Only applicable if the MS is already in CELL_Dedicated state.

Radio bearer downlink ciphering activation time
Used for radio bearers mapped on RLC-AM or RLC-UM.


 (10.3.3.16)
Integrity check info

The Integrity check info contains the RRC message sequence number needed in the calculation of XMAC-I [40] [ref!] and the calculated MAC-I. 

Table xx : Integrity check info information elements

	< Integrity check info information IE > ::=

< Message authentication code : bit (32) >

< RRC message sequence number : octet string (15) >;


Table xx: Integrity check info information element details

	Message authentication code (3 bit field)
MAC-I [40] [ref!]. The Message Authentication Code bits are numbered b0-b31, where b0 is the least significant bit. The 27 MSB of the IE shall be set to zero and the 5 LSB of the IE shall be set to the used signalling radio bearer identity when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.

RRC message sequence number (integer field)
The local RRC hyper frame number (RRC HFN) is concatenated with the RRC message sequence number to form the input parameter COUNT-I for the integrity protection algorithm. 

The IE value shall be set to zero when the encoded RRC message is used as the MESSAGE parameter in the integrity protection algorithm.


(10.3.3.17)
Integrity protection activation info

This IE contains the time, in terms of RRC sequence numbers, when a new integrity protection configuration shall be activated for the signalling radio bearers.

Table xx : Integrity protection activation info information elements

	< Integrity protection activation info IE > ::=

< RRC message sequence number list : bit (1) >

{ < RRC message sequence number : octet string (15) > } (val(RRC message sequence number list) + 4);


Table xx: Integrity protection activation info information element details

	RRC message sequence number list (1 bit field)
0 list length of 4
1 list length of 5
The RRC sequence number when a new integrity protection configuration shall be applied, for CCCH (=RB0) and signalling radio bearers in the order RB0, RB1, RB2, RB3, RB4.

The value for RB1 shall be ignored if this IE was included in a RRC message sent on RB1.

The value for RB2 shall be ignored if this IE was included in a RRC message sent on RB2.


(10.3.3.18)
Integrity protection algorithm

Table xx : Integrity protection algorithm information elements

	< Integrity protection algorithm IE > ::=

< Integrity protection algorithm : bit (1) >;


Table xx: Integrity protection algorithm information element details

	RRC message sequence number list (1 bit field)
0 UIA1
1 spare


(10.3.3.19)
Integrity protection mode info

Table xx : Integrity protection mode info information elements

	< Integrity protection mode info IE > ::=

< Integrity protection mode command : bit (1) >

{ 0 | 1 < Downlink integrity protection activation info : < Integrity protection activation info IE >>}

{ 0 | 1 < Integrity protection algorithm : < Integrity protection algorithm IE >>}

{ 0 | 1 < Integrity protection initialisation number : bit (32) >};


Table xx: Integrity protection activation info information element details

	Integrity protection mode command (1 bit field)
0 start

1 modify
Integrity protection activation info IE

The IE is only present if the IE “Integrity protection mode command” has the value “modify”. This information element is defined in clause (10.3.3.17).

Integrity protection algorithm IE

This information element is defined in clause (10.3.3.18).

Integrity protection initialisation number

FRESH [40][ref!]. The IE is mandatory if the IE “Integrity protection mode command” has the value “start”, otherwise it is not needed in the message.


(10.3.3.37)
Security capability

Table xx : Security capability information elements

	< Security capability IE > ::=

< Ciphering algorithm capability : bit (16) >

< Integrity protection algorithm capability : bit (16) >;


Table xx: Security capability information element details

	Note: The MS shall support at least one UEAx other than UEA0 and one UIAx.
Ciphering algorithm capability (16 bit field)
Bit
1

0 UEA0

1 UEA0, unciphered connection after the security mode control procedure is accepted by the MS

Bit
2 
0 UEA1 Kasumi is not supported

1 UEA1 Kasumi is supported

Bit
16 15 14 ... 3

spare, shall be set to all zero by MS complying to this type of the protocol
Integrity protection algorithm capability

Bit
1

0 UIA1 Kasumi is not supported

1 UIA1, Kasumi is supported

Bit
16 15 14 ... 2

spare, shall be set to all zero by MS complying to this type of the protocol


(10.3.3.38)
START

There is a START value per CN domain. The START is used to initialise the 20 MSBs of all hyper frame numbers (MAC HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for a CN domain.

Table xx : START information elements

	< START IE > ::=

< START : bit (20) >;


Table xx: START information element details

	START (20 bit field)
The START [40][ref!] bits are numbered b0-b19, where b0 is the least significant bit.


(10.3.4.13)
RB activation time info

This IE contains the time, in terms of RLC sequence numbers, when a certain configuration shall be activated, for a number of radio bearers.

Table xx : RB activation time info information elements

	< RB activation time info IE > ::=

{ 0 | 1 { < Radio bearer activation time list : bit (5) >

{< RB identity : < RB identity IE >>

< RLC sequence number : octet string (SNS – 1) > } (val(Radio bearer activation time list)}};


Table xx: RB activation time info information element details

	Radio bearer activation time list (5 bit field)
Maximum number of RBs (maxRB). Range 0 ... 32.

RB identity IE
This information element is defined in clause (10.3.4.16).

RLC sequence number (integer field)
RLC send state variable V(S): SNS in GPRS of 7bits and in EGPRS of 11bits [4] [ref!] 
Used for radio bearers mapped on RLC AM and UM


(10.3.8.8a)
Inter-RAT MS security capability

Table xx : Inter-RAT MS security capability information elements

	< Inter-RAT MS security capability IE > ::=

{ 00   -- UMTS

< UMTS security capability : < Security capability IE >>

| 01  < extension >

| 10  < extension >

| 11  < extension >;

<extension> ::=
-- Future extension can be done by modifying this structure
null ;


Table xx: Inter-RAT MS security capability information element details

	Security capability IE
This information element is defined in clause (10.3.3.37).


(13.4.1)
CIPHERING_STATUS

Table xx : CIPHERING_STATUS information elements

	< CIPHERING_STATUS IE > ::=

< Status : bit (1) >

< Reconfiguration : bit (1) >;


Table xx: CIPHERING_STATUS information element details

	Status (1 bit field)
0 Not started

1 Started

Reconfiguration (1 bit field)
0 the RRC procedure performing reconfiguration of ciphering is not ongoing

1 the RRC procedure performing reconfiguration of ciphering is ongoing


(13.4.8a) 
INCOMPATIBLE_SECURITY_RECONFIGURATION
This variable indicates whether an incompatible simultaneous reconfiguration of a security function has been received.
Table xx : INCOMPATIBLE_SECURITY_RECONFIGURATION information elements

	< INCOMPATIBLE_SECURITY_RECONFIGURATION IE > ::=

< Incompatible security reconfiguration : bit (1) >;


Table xx: INCOMPATIBLE_SECURITY_RECONFIGURATION information element details

	Incompatible security reconfiguration (1 bit field)
0 no incompatible simultaneous security reconfiguration has been detected

1 an incompatible simultaneous security reconfiguration has been detected


(13.4.9a) 
INTEGRITY_PROTECTION_ACTIVATION_INFO
This variable contains information to be sent to GERAN about when a new integrity protection configuration shall be activated in the uplink for signalling radio bearers in case of modification of integrity protection.
Table xx : INTEGRITY_PROTECTION_ACTIVATION_INFO information elements

	< INTEGRITY_PROTECTION_ACTIVATION_INFO IE > ::=

{ 0 | 1 < Uplink integrity protection activation info : < Integrity protection info IE >;


Table xx: INTEGRITY_PROTECTION_ACTIVATION_INFO information element details

	Integrity protection info IE
This information element is defined in clause (10.3.3.17).


(13.4.10) 
INTEGRITY_PROTECTION_INFO
This variable contains information about the current status of the integrity protection in the MS.

Table xx : INTEGRITY_PROTECTION_INFO information elements

	< INTEGRITY_PROTECTION_INFO IE > ::=

< Historical status : bit (1) >

< Status : bit (1) >

< Reconfiguration : bit (1) >

< Signalling radio bearer specific integrity protection list : bit (3) >

{ <  Uplink RRC HFN : bit (28) >

< Downlink RRC HFN : bit (28) >

< Uplink RRC Message sequence number : octet string (15) >

{ 0 | 1 < Downlink RRC Message sequence number : octet string (15) >} } (val(Signalling radio bearer specific integrity protection  list);


Table xx: INTEGRITY_PROTECTION_INFO information element details

	Historical status (1 bit field)
0 never been active
1 has been active
Status (1 bit field)
0 not started
1 started
Reconfiguration (1 bit field)
0 no reconfiguration of integrity protection is ongoing
1 a reconfiguration of integrity protection is ongoing
Signalling radio bearer specific integrity protection list (3 bit field)
Contains status information for RB0-RB4 in that order.


(13.4.20) 
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO
This variable contains information to be sent to GERAN about when a new ciphering configuration shall be activated in the uplink for radio bearers using RLC-AM or RLC-UM.

Table xx : RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO information elements

	< RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO IE > ::=

{ 0 | 1 < RB uplink ciphering activation time info : < RB activation time info IE >;


Table xx: RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO information element details

	RB activation time info IE
This information element is defined in clause (10.3.4.13).
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