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Ciphering and Integrity Protection related Information within RRC Containers exchanged between Network Nodes

1
Introduction

The objective of this contribution is to elaborate in more detail chiphering and integrity protection related information within RRC containers in relation with handover and cell reselection in GERAN.

The paper is based on GP-011656 “Open Issues Regarding Handover and Cell Reselection in GERAN” discussed at the last GERAN Plenary in Naantali. It overtakes all working assumptions listed in this contribution.

It discusses the scenarios GERAN-Iu to UTRAN, UTRAN to GERAN-Iu, GERAN-Iu to GERAN-Iu and GERAN-A/Gb to GERAN-Iu.

2
Ciphering and integrity protection IEs

The yellow marked tables are copied from 25.331 section 14.12.4 and contain the chiphering and integrity protection related RRC container information elements only. All other information elements are removed to ease the reading.

2.1
HANDOVER CONTAINER INFO
This RRC information container is sent between network nodes when preparing for an inter RAT handover to UTRAN.


Direction: source RAT(target RNC

	Information Element/Group Name
	Need
	Multi
	Type and reference
	Semantics description

	Non RRC IEs
	
	
	
	

	UE security information
	OP
	
	UE security information 14.13.2.2
	


UE security information: This IE contains the START value for a CN domain. The START is used to initialise the 20 MSBs of all hyper frame numbers (MAC HFN [GERAN-Iu is FFS], RLC AM HFN, RLC UM HFN, RRC HFN) for a CN domain.

It is assumed that this security information is needed in case of a handover from GERAN-A mode to UTRAN or GERAN-Iu mode. In this cases ciphering and intergrity protection have to be started or re-started in the new cell, and therefore the START value is used to initialise the HFN counters. A further question is whether one START value can be used for both the CS and the PS domain or two different START values are needed.

In case of a combined Handover and SRNS relocation within GERAN-Iu or between UTRAN and GERAN-Iu the SRNS relocation container contains already all necessary ciphering and integrity protection information and therfore the security information of the handover container is not needed. The combined handover and SRNS relocation procedure is obligatory due to the lack of an Iurg user plane.

2.2
SRNS RELOCATION CONTAINER INFO
This RRC information container is sent between network nodes when preparing for an SRNS relocation.

Direction: source RAT(target RNC

	Container IEs
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering related information
	
	
	
	

	>Ciphering status
	MP
	
	Enumerated(Not started, Started)
	

	>Calculation time for ciphering related information
	CV-Ciphering
	
	
	Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

	>>Cell Identity
	MP
	
	Cell Identity 10.3.2.2
	Identity of one of the cells under the target RNC and included in the active set of the current call

	>>SFN
	MP
	
	Integer(0..4095)
	

	>COUNT-C list
	CV-Ciphering
	1 to <maxCNdomains>
	
	COUNT-C values for radio bearers using transparent mode RLC

	>>CN domain identity
	MP
	
	CN domain identity 10.3.1.1
	

	>>COUNT-C
	MP
	
	Bitstring(32)
	

	>Ciphering info per radio bearer
	OP
	1 to <maxRB>
	
	For signalling radio bearers this IE is mandatory.

	>>RB identity
	MP
	
	RB identity

10.3.4.16
	

	>>Downlink HFN 
	MP
	
	Bitstring(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	>>Uplink HFN 
	MP
	
	Bitstring(20..25)
	This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

	Integrity protection related information
	
	
	
	

	>Integrity protection status
	MP
	
	Enumerated(Not started, Started)
	

	>Signalling radio bearer specific integrity protection information
	CV-IP
	4 to <maxSRBsetup>
	
	

	>>Uplink RRC HFN
	MP
	
	Bitstring (28)
	

	>>Downlink RRC HFN
	MP
	
	Bitstring (28)
	

	>>Uplink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>>Downlink RRC Message sequence number
	MP
	
	Integer (0..

15)
	

	>Implementation specific parameters
	OP
	
	Bitstring (1..512)
	


A. Ciphering related information

Ciphering status: Not started, Started
The assumption is that this information element is needed within GERAN-Iu, from GERAN-Iu to UTRAN and from UTRAN to GERAN-Iu. In which cases the ciphering status is set to “Not started” is not clear (emergency call?, HLR failure?). But as a fall back solution no ciphering at all should be possible. 

Calculation time for ciphering related information and COUNT-C for radio bearers using TM RLC:

The calculation time is a time stamp which indicates the time when the ciphering information of the container were calculated, and this relative to a cell of the target RNC. This time stamp shall allow the target RNC to calculate the correct COUNT-C values for the radio bearers using transparent mode RLC information.

Scenario 1: GERAN-Iu to UTRAN (source BSC to target RNC)

It is an open issue how the BSC shall calculate the time stamp, because within the GERAN measurement reports no information is provided to the BSC about the timing of a neighbour UTRAN cell. Moreover, the MS is even not able to decode the SFN of a neighbour UTRAN cell. The sync channel in UTRAN does not contain the SFN number, the SFN number is contained in the broadcast channel. If the BSC cannot provide a time stamp to the RNC, the RNC can’t calculate the correct COUNT-C value.

Within an UTRAN inter frequency HO, the UE starts listening to the broadcast channel to decode the SFN immediately after it has changed to the new cell. The UE uses this SFN to initialise the COUNT-C value and carries on with the transparent RLC mode bearers.

Probably the best solution is to proceed according to the UTRAN inter frequency handover, that means no time stamp and no COUNT-C value has to be transferred from the BSC to the RNC.

Scenario 2: UTRAN to GERAN-Iu (source RNC to target BSC)

The UE is able to decode the TDMA frame number of a neighbour GERAN cell. No time stamp or COUNT-C values for transparent RLC bearers have to be transfered within the container. The UE becoming an MS in the GERAN cell can simply take the TDMA frame number to initialise the COUNT-C values for all TM RLC bearers. Still for FFS is within the current Stage 2 description, whether the MS shall use the Extended TDMA Frame Number or the HFN. The decribed scenario is a vote for using the extended TDMA Frame Number, because the HFN is just inialised with this TDMA Frame number and then further counted with same steps size, there is in fact no difference.

Scenario 3: GERAN-Iu to GERAN-Iu (source BSC to target BSC)

As in scenario 2, the MS is able to decode the TDMA frame number of a neighbour GERAN cell. No time stamp nor COUNT-C values for TM RLC bearers are required. The MS just takes the TDMA frame number to initialise COUNT-C. Using the Extened TDMA Frame Number instead of the HFN is also here seen as a more straight forward solution.

Ciphering info for radio bearers using UM and AM RLC:

This ciphering info is needed for all scenarious 1,2 and 3 mentioned above. But the detailed mapping of the different HFN in UTRAN and GERAN-Iu has to be discussed in more detail:

UTRAN : AM RLC (20bits), UM RLC (25bits)


GPRS : AM RLC and UM RLC (24bits)


EGPRS : AM RLC and UM RLC (20bits)

Proposed mapping rules for scenario 1: GERAN-Iu to UTRAN (source BSC to target RNC)

20 LSBs of GPRS AM RLC HFN -> UTRAN AM RLC HFN.

EGPRS AM RLC HFN -> UTRAN AM RLC HFN.

GPRS UM RLC HFN -> 24 LSBs of UTRAN UM RLC HFN + MSB is set to zero.

EGPRS UM RLC HFN -> 20 LSBs of UTRAN UM RLC HFN + 5 MSBs are set to zero.

Proposed mapping rules for scenario 2: UTRAN to GERAN-Iu (source RNC to target BSC)

UTRAN AM RLC HFN -> 20 LSB’s of  GPRS AM RLC HFN + 4 MSBs are set to zero.

UTRAN AM RLC HFN -> EGPRS AM RLC HFN.

24 LSBs of UTRAN UM RLC HFN -> GPRS UM RLC HFN.

20 LSBs of the UTRAN UM RLC HFN -> EGPRS UM RLC HFN.

B. Integrity protection related information

Integrity protection status: Not started, Started
The assumption is that this information element is needed within GERAN-Iu, from GERAN-Iu to UTRAN and from UTRAN to GERAN-Iu. In which cases the integrity protection status is set to “Not started” is not clear (emergency call?, HLR failure?). But as a fall back solution no integrity protection at all should be possible. 

Signalling radio bearer specific integrity protection information:

All the listed information fields (Uplink RRC HFN, Downlink RRC HFN, Uplink RRC Message sequence number and Downlink Message sequence number) are common for both RATs UTRAN and GERAN-Iu. This information fields are used for all three scenarios.

Implementation specific parameters: Bitstring (1..512)

The use is FFS.
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