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Summary
Introducing LoCation Services in GPRS creates a problem for ciphering. Currently, ciphering is accomplished by SGSN and MS, the result is that the LCS specific higher layer signalling messages in the radio network can not be ciphered by the traditional means. In particular, sensitive information within RRLP protocol needs to be ciphered when such information is sent between MS and SMLC in PS mode. The goal in standardization is to support LCS on GPRS protocols in LCS release 4 specifications. This contribution adds chapters to the corresponding LCS stage 2 description, TS 43.059, to support ciphering of SMLC communication in PS domain. 

Proposal

 It is proposed that 3GPP TSG GERAN LCS ad-hoc approves this proposal to be included in  Stage 2 specification on Location Services in GERAN.

8.6.8.3
Deciphering key control and delivery to MS

8.7 Ciphering of SMLC communication in PS domain 
The scope of ciphering in GPRS is between MS and SGSN. To provide signalling confidentiality for SMLC communication in PS domain the scope of ciphering is enhanced to cover communication in the radio network. Traditionally ciphering is accomplished by the LLC layer. The basic approach in LCS ciphering is that an instance of LLC layer is located in SMLC protocol stack to perform ciphering. Ciphering algorithm is similar to GPRS ciphering, only the ciphering key is different (see annex B). 
8.7.1 Ciphering of RRLP messages

RRLP protocol terminates at MS and SMLC. Ciphering of MS – SMLC communication is based on the following assumptions: 

· An instance of LLC layer is positioned in SMLC directly below the RRLP and  ciphering is accomplished by the LLC layer.

· Same ciphering algorithm as in GPRS is adopted, ciphering key is Kc(SGSN) (see annex B).

· Key management shall be handled in an effective and secure way. 

The protocol stacks supporting SMLC - MS communication is illustrated in chapter 6.

 Ciphering algorithm is similar to corresponding GPRS algorithm. An unciphered frame is XORed with the output from the ciphering algorithm. Deciphering is done in a similar way by XORing the ciphered frame with the output from the ciphering algorithm. The procedure is illustrated in Annex B. 
Ciphering is done with a specific key, Kc(SGSN), which is a ciphering key generated from the GPRS ciphering key Kc by a one-way function. In the network, this key is generated by the SGSN. The Kc(SGSN) is delivered by the SGSN to the SMLC within a location request message. At the MS the Kc(SGSN) is derived from the GPRS ciphering key Kc every time when the MS is set on. Any time when an authentication procedure is accomplished then the MS has to regenerate the Kc(SGSN). Kc(SGSN) is stored at the ME. The MS shall use the latest Kc(SGSN) in communication towards SMLC. The LLC frames that the MS shall decipher with Kc(SGSN) are indicated by a specific LCS SAPI in the unciphered part of the LLC frame. 
8.7.2 Ciphering key control

[text to be added] 

Annex A (informative):
Definitions and Terms

Annex B (informative):
Ciphering of layer 3 LCS message in GPRS

Ciphering algorithm 

The ciphering algorithm proposed is similar to the ciphering in GPRS. Both LLC specific I and UI frames need to be ciphered in GERAN. The following figure 3 depicts the LCS related ciphering procedure
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Figure 3 LCS ciphering environment

There are three input parameters: the ciphering key Kc(SGSN), the frame-dependent input (Input), and the transfer direction (Direction). The ciphering algorithm has one output parameter: Output. Minor changes for parameter values are proposed.

· Kc(SGSN)  is a ciphering key which is generated by the SGSN from Kc using a one-way function. This function may well be publicly known and it does not require any keys. The essential result of the use of one-way function is the fact that knowing Kc(SGSN)  does not give advantage when trying to guess Kc(AuC). The length of Kc(SGSN)  is 128 bits. 

· Kc =  Kc(AuC) , Kc(AuC) is a ciphering key provided by the Authentication Center.  

· IOV-I/IOV-UI =   is a 32 bit random value which is used to calculate the frame-dependent Input value. This parameter is generated by the SMLC

· Other parameters are used as is defined in GPRS ciphering algorithm (see appendix 1)
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