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Existing Protocols for Generic Access to A/Gb Interfaces

1. Introduction

This contribution describes the use of existing protocols for generic access to the A/Gb interfaces.

2. References

[EAP SIM]
EAP SIM Authentication, Internet Draft draft-haverinen-pppext-eap-sim-13.txt, April 2004.

[IKEv2]
Internet Key Exchange (IKEv2) Protocol, Internet Draft draft-ietf-ipsec-ikev2-14.txt, May 2004.

[IPSec NAT]
draft-ietf-ipsec-udp-encaps-08.txt, February 2004: "UDP Encapsulation of IPsec Packets".

[RFC 2406]
RFC 2406: "IP Encapsulating Security Payload (ESP)", November 1998.

3. Existing Protocols

3.1
Standard 3GPP Protocols
GAN should be designed such that the following standard 3GPP protocols are used without any modifications:

-
GSM MM, CM and higher layer protocols are used without any changes in the MS or the MSC;

-
GSM voice encoding carried over IP between the MS and GANC;

-
GPRS LLC and higher layer protocols are used without any changes on the MS and SGSN;

-
A-interface protocols are used, without any changes, between the MSC and GANC;

-
Gb-interface protocols are used, without any changes, between the SGSN and GANC;

-
Wm interface protocols are used without any change between the GANC and the AAA server.

Further, all GSM and GPRS protocols on the MS should be unaffected when they are operating over the GERAN BSS.

3.1.1. Short Message Service

GAN provides support for both circuit switched (GSM based) and packet switched (GPRS based) SMS services. GAN-attached and GPRS enabled mobile stations will be able to send and receive GSM and GPRS SMS messages via the GAN, regardless of the GPRS class (B or C) with the restriction that the type C mobiles support only GPRS SMS messages. 

3.1.1.1. GSM SMS Services

The GAN GSM SMS support is based on the same mechanism that is utilized for GSM mobility management and call control. On the MS side, the SMS layers (including the supporting CM sub layer functions) utilize the services of the MM layer to transfer SMS messages per standard circuit switched GSM implementation. The SM-CP protocol is effectively tunneled between the MS and the MSC, using GAN-RR messages to the GANC which interworks it to BSSAP messages.

As with GSM mobility management and call control procedures, the secure IPSec tunnel and TCP session are used to provide secure and reliable SMS delivery over the IP network. 

3.1.1.2. GPRS SMS Services

GPRS SMS message transfer is based on the same mechanism as the transfer of the GPRS MM/SM signaling messages. On the MS side, the SMS layers (including the supporting CM sub layer functions) utilize the services of the LLC layer to transfer SMS messages per standard packet switched GPRS implementation.

GPRS SMS service employs the unacknowledged mode of LLC frame transfer, using SAPI=7 for the transfer of SMS messages. This SAPI identifies the SMS Logical Link Entity within the LLC layer. The CM-sublayer entity retransmits the CP-DATA message if CP-DATA-ACK is not received. The SM-CP protocol is effectively tunneled between the MS and the SGSN, using GAN-GRR messages to the GANC which interworks it to LLC-PDU relay functions.

As with GPRS signaling, the secure IPSec tunnel and TCP session is used to provide secure and reliable GPRS SMS delivery over the IP network. 

3.1.2. Supplementary Services

GSM has standardized a large number of supplementary services. These supplementary services involve procedures that operate end-to-end between the MS and the MSC. The DTAP messages used for the supplementary service are relayed between the MS and MSC in the same manner as in the other call control and mobility management scenarios described in this document.

3.2
Standard IP-based Protocols

GAN should be designed such that the following standard IP-based protocols are used without any modifications: 

-
IP over standard lower layers [RFC 791],

-
TCP to provide a tunnel for GSM/GPRS signaling and SMS [RFC 793],

-
IPsec ESP to provide a secure tunnel for GERAN user and control plane traffic [RFC 2406],

-
IKEv2 [IKEv2] and EAP-SIM [EAP SIM] for authentication and establishing and maintaining a security association between MS and GANC,

-
UDP [RFC 768]for IPsec NAT traversal [IPSec NAT],

-
UDP for GPRS data transfer,

-
RTP/UDP for transfer of GSM vocoder frames over IP transport [RFC 3550].

4. Proposal

It is proposed to capture the text in section 5.2.2 in the TR on existing protocols for generic access to A/Gb interfaces.
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