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Iu Mode GAN Architecture
Introduction
The contribution describes the overall architecture for Generic Access to the Iu interface, which builds on the architecture for the Generic Access (GA) to the A/Gb interfaces, defined in 3GPP TS 43.318 [43.318]. It describes the reference architecture, functional entities, and protocol architecture of the “Iu-mode” Generic Access Network (GAN) service.
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X
Proposed Option A: Iu Mode GAN
Generic Access to the Iu interface (“Iu mode GAN”) is an extension of UMTS mobile services that is achieved by tunnelling Non Access Stratum (NAS) protocols between the user equipment (MS) and the Core Network over an IP network. Iu-mode GAN is a complement to traditional GSM/GPRS/UMTS radio access network coverage.
Iu-mode GAN functionality is a backward compatible extension of the A/Gb mode GAN functionality defined in 3GPP TS 43.318 [43.318].
X.1
Functional Architecture
The Iu-mode Generic Access Network functional architecture is illustrated in figure X1.
Note: The GANC may simultaneously support both A/Gb mode and Iu mode GAN operation (not shown in figure).
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Figure X1: Iu-mode GAN functional architecture

The main features of the Iu mode GAN architecture are:

· Entities with enhanced functionality:
-
Mobile Station (MS). The functionality of the MS defined in [43.318] is modified to support Iu mode GAN operation. The MS may support Iu mode GAN operation, A/Gb mode GAN operation, or both. Mode selection is performed during registration (see “GAN Registration related procedures”).
-
Generic Access Network Controller (GANC). The functionality of the GANC defined in [43.318] is expanded so as to appear to the core network as a UTRAN Radio Network Controller (RNC). As in [43.318], the GANC includes a Security Gateway (SEGW) that terminates secure remote access tunnels from the MS, providing mutual authentication, encryption and data integrity for signalling, voice and data traffic.

· A generic IP access network provides connectivity between the MS and the GANC. The IP transport connection extends from the GANC to the MS. A single interface, the Up interface, is defined between the GANC and the MS. Functionality is added to this interface, over that defined in [43.318], to support the Iu-mode GAN service.
· Co-existence with the UMTS Terrestrial Radio Access Network (UTRAN) and interconnection with the Core Network (CN) via the standardized interfaces defined for UTRAN:

-
Iu-cs interface for circuit switched services as overviewed in 3GPP TS 25.410 [xx].
-
Iu-ps interface for packet switched services as overviewed in 3GPP TS 25.410 [xx].
-
Iu-pc interface for supporting location services as described in 3GPP TS 25.450 [xx].
-
Iu-bc interface for supporting cell broadcast services as described in 3GPP TS 25.419 [xx].
· Transaction control (e.g. CC, SM) and user services are provided by the core network (e.g. MSC/VLR and the SGSN/GGSN).

· Use of AAA server over the Wm interface as defined by 3GPP TS 29.234 [xx]. The AAA server is used to authenticate the MS when it sets up a secure tunnel. Note that only a subset of the Wm functionalities is required for the EGA application. As a minimum the GANC-SEGW shall support the Wm authentication procedures.

NOTE: GAN support for the Iur interface is FFS.
X.2
Functional entities

X.2.1
Mobile Station (MS)

The MS contains a functional block to access the Iu-mode Generic Access Network (GAN).

X.2.2
Generic Access Network Controller (GANC)

The core network interacts with the Generic Access Network Controller (GANC) as though it was an RNC. The generic IP access network provides connectivity between the GANC and the MS. The GANC entity inter-works between the Iu interfaces and a generic IP access network, using the following functionality:

· Control plane functionality:
-
Security Gateway (SEGW) for the set-up of a secure tunnel to the MS for mutual authentication, encryption and data integrity
-
GAN Discovery support and Default GANC assignment (based on a backward compatible extension of the procedures defined in [43.318])
-
GAN Registration support including provision of GAN system information to the MS and possible redirection to a different Serving GANC (based on a backward compatible extension of the procedures defined in [43.318])
-
Management of GAN bearer paths for CS and PS services, including the establishment, administration, and release of control and user plane bearers between the MS and the GANC
-
Functionality providing support for paging and handover procedures
-
Transparent transfer of L3 messages (i.e., NAS protocols) between the MS and core network
· User plane functionality:
-
SEGW Encapsulating Security Payload (ESP) processing of Up interface packets

-
The interworking of circuit switched user data between the Up interface and the Iu-cs interface
-
The interworking of packet switched user data between the Up interface and the Iu-ps interface
X.3
Control and User Plane Architecture
The Iu interface standards include support for both ATM and IP-based signaling and user data transport mechanisms. These protocol options for signaling and user data transport are described in TS 25.412 and TS 25.414, respectively. Note that use of IP-based Iu enables an “All IP” GAN solution.

X.3.1
Circuit Switched (CS) Domain

X.3.1.1
CS Domain - Control Plane

The GAN architecture in support of the CS Domain control plane is illustrated in figure X2.
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Figure X2: CS Domain Control Plane Architecture

The main features of the GAN CS domain control plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the MS and the GANC.

· The IPsec layer provides encryption and data integrity between the MS and GANC.

· The Remote IP layer is the ‘inner’ IP layer for IPsec tunnel mode and is used by the MS to be addressed by the GANC. The Remote IP layer is configured during the IPsec connection establishment.
· A single TCP connection is used to provide reliable transport for both the GA-RC and GA-CSR signaling between the MS and GANC. The TCP connection is managed by GA-RC and is transported using the Remote IP layer.
· NAS protocols, such as MM and above, are carried transparently between the MS and MSC.

· The Generic Access Resource Control (GA-RC) protocol manages the Up session, including the GAN discovery and registration procedures. The GA-RC protocol described in [43.318] is extended to include support for the selection of either A/Gb mode or Iu mode GAN (see “GAN Registration related procedures”).
· The Generic Access Circuit Switched Resource (GA-CSR) protocol described in [43.318] is extended to support UMTS-specific requirements. 

· The GANC terminates the GA-CSR protocol and inter-works it to the RANAP protocol over the Iu-cs interface.
· The Iu-cs signalling transport layer options (both ATM and IP-based) are defined in [25.412].
X.3.1.2
CS Domain - User Plane

The GAN protocol architecture in support of the CS domain user plane is illustrated figure X3.
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Figure X3: CS Domain User Plane Protocol Architecture 

The main features of the GAN CS domain user plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the MS and the GANC.
· The IPsec layer provides encryption and data integrity.
· The CS user plane data transport over the Up interface does not change from that described in [43.318].

· The GANC provides interworking between RTP/UDP and the circuit switched bearers over the Iu-cs interface.

· The GANC supports the Iu User Plane (Iu UP) protocol. Each Iu UP protocol instance may operate in either transparent or support modes, as described in [25.415]; the mode choice is indicated to the GANC by the MSC using RANAP.
· Support for the AMR FR codec, as specified in 3GPP TS 26.071 [7], is mandatory when operating in GAN mode, with support for other codecs being optional.
· The Iu-cs data transport transport layers (both ATM and IP-based) and associated transport network control options are defined in [25.414].

X.3.2
Packet Switched (PS) Domain

X.3.2.1
PS Domain - Control Plane
The GAN architecture in support of the PS Domain Control Plane is illustrated in figure X4.
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Figure X4: PS Domain Control Plane Architecture

The main features of the GAN PS domain control plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the MS and the GANC.

· The IPsec layer provides encryption and data integrity.

· TCP provides reliable transport for the GA-PSR between MS and GANC.

· The GA-RC manages the IP connection, including the GAN registration procedures.

· The Generic Access Packet Switched Resource (GA-PSR) protocol described in [43.318] is extended to support UMTS-specific requirements. 

· The GANC terminates the GA-PSR protocol and inter-works it to the RANAP protocol over the Iu-ps interface.
· NAS protocols, such as for GMM, SM and SMS, are carried transparently between the MS and SGSN.

· The Iu-ps signalling transport layer options (both ATM and IP-based) are defined in [25.412].

X.3.2.2
PS Domain - User Plane

The GAN architecture for the PS Domain User Plane is illustrated in figure X5.
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Figure X5: PS Domain User Plane Protocol Architecture

The main features of the GAN PS domain user plane architecture are as follows:

· The underlying Access Layers and Transport IP layer provides the generic connectivity between the MS and the GANC.

· The IPsec layer provides encryption and data integrity.

· GA-PSR is extended to include support for the GTP-U G-PDU message format (see [29.060]) to transport PS User Data (e.g., IP packets), rather than LLC PDUs as in A/Gb mode GAN.
· User data in GA-PSR G-PDU messages may be carried transparently between the MS and core network.
As shown in the above figure, user data in GA-PSR G-PDU messages may be carried transparently between the MS and core network. The Up interface procedures allow the MS and GANC to exchange the GTP-U endpoint identification and address information. This capability enables the MS and GANC to support the following GAN PS domain user plane configuration:
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Figure X6: PS Domain User Plane Protocol Architecture

This configuration may be used to address GPRS core network system limitations during initial Iu mode GAN deployments (e.g., SGSN supports a limited number of active GTP-U “paths”).

X.3.3
GA-RC (Generic Access Resource Control)

X.3.3.1
General

The GA-RC protocol provides a resource management layer, with the following functions:

· Discovery and registration with GANC;

· Registration update with GANC;

· Application level keep-alive with GANC; and

· Support for identification of the AP being used for GAN access.

X.3.3.2
States of the GA-RC sub-layer

The GA-RC sub-layer in the MS can be in one of two states (see figure X7): GA-RC-DEREGISTERED or GA-RC-REGISTERED.
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Figure X7: State diagram for Generic Access in the MS
Notes:

1. The following outcomes are possible when switching the serving RR to Iu-mode GAN:

a. Transition to GA-CSR-IDLE and GA-PSR-IDLE (i.e., idle mode transition)

b. Transition to GA-CSR-CONNECTED and GA-PSR-IDLE (i.e., due to CS handover/relocation)

c. Transition to GA-CSR-IDLE and GA-PSR-CONNECTED (i.e., due to PS handover/relocation)

d. Transition to GA-CSR-CONNECTED and GA-PSR-CONNECTED (i.e., due to DTM handover or CS+PS relocation)

2. The switch of the serving RR to GERAN/UTRAN RRC may occur when the MS is in any combination of the GA-CSR and GA-PSR states.

In the GA-RC-DEREGISTERED state, the MS may be in a GAN coverage area; however, the MS has not registered successfully with the GANC. The MS may initiate the GAN Registration procedure when in the GA-RC-DEREGISTERED state. The MS returns to GA-RC-DEREGISTERED state on loss of TCP or IPsec connection or on execution of the GAN De-registration procedure.

In the GA-RC-REGISTERED state, the MS is registered with the Serving GANC. The MS has an IPsec tunnel and an TCP connection established to the Serving GANC through which the MS may exchange GA-RC, GA-CSR or GA-PSR signaling messages with the GANC.

While the MS remains in the GA-RC-REGISTERED state it performs application level keep-alive with the GANC.
In the GA-RC-REGISTERED state, the MS may be in either UTRAN/GERAN mode or GAN mode:

· It may be camped on GERAN or UTRAN and idle

· It may be active in GERAN or UTRAN (e.g., a GSM RR or a UTRAN RRC connection may be established)

· It may have “roved in” to GAN mode

· It may have recently “roved out” of GAN mode (e.g., due to handover from GAN).
X.3.4
GA-CSR (Generic Access Circuit Switched Resources)

X.3.4.1
General

The GA-CSR protocol provides a circuit switched services resource management layer which supports the following functions:

· setup of transport channels for CS traffic between the MS and GANC;

· CS handover support between UTRAN/GERAN and GAN; 
· direct transfer of NAS messages between the MS and the core network; and
· other functions such as CS paging and security configuration.

X.3.4.2
States of the GA-CSR sub-layer

The GA-CSR sub-layer in the MS can be in two states, GA-CSR-IDLE or GA-CSR-CONNECTED as illustrated in figure X7.

The MS enters the GA-CSR-IDLE state when the MS switches the serving RR entity to GA-CSR/GA-PSR and the SAP between the NAS and the GA-CSR/GA-PSR is activated. This switch may occur only when the GA-RC is in the GA-RC-REGISTERED state.
The MS moves from the GA-CSR-IDLE state to the GA-CSR-CONNECTED state when the GA-CSR connection is established and returns to GA-CSR-IDLE state when the GA-CSR connection is released. Upon GA-CSR connection release, an indication that no dedicated CS resources exist is passed to the upper layers.
The MS may also enter the GA-CSR-CONNECTED state while in the GA-RC-REGISTERED state in GERAN/UTRAN mode when Handover to GAN is being performed. In the same way, the MS enters the GA-RC-REGISTERED state in GERAN/UTRAN mode from the GA-CSR-CONNECTED state when Handover from GAN is successfully executed.
X.3.5
GA-PSR (Generic Access Packet Switched Resources)

X.3.5.1
General

The GA-PSR protocol provides a packet switched services resource management layer which supports the following functions:

· setup of transport channels for PS traffic between the MS and network;

· PS relocation/handover support between UTRAN/GERAN and GAN; 
· direct transfer of NAS messages between the MS and the PS core network;

· transfer of GPRS user plane data; and
· other functions such as PS paging and security configuration.

X.3.5.2
States of the GA-PSR sub-layer

The GA-PSR sub-layer in the MS can be in two states, GA-PSR-IDLE or GA-PSR-CONNECTED as illustrated in figure X7.

The MS enters the GA-PSR-IDLE state when the MS switches the serving RR entity to GA-CSR/GA-PSR and the SAP between the NAS and the GA-CSR/GA-PSR is activated. This switch may occur only when the GA-RC is in the GA-RC-REGISTERED state.
The MS moves from the GA-PSR-IDLE state to the GA-PSR-CONNECTED state when the GA-PSR connection is established and returns to GA-PSR-IDLE state when the GA-PSR connection is released. Upon GA-PSR connection release, an indication that no dedicated resources exist is passed to the upper layers.
The MS may also enter the GA-PSR-CONNECTED state while in the GA-RC-REGISTERED state in GERAN/UTRAN mode when Handover to GAN is being performed. In the same way, the MS enters the GA-RC-REGISTERED state in GERAN/UTRAN mode from the GA-PSR-CONNECTED state when Handover from GAN is successfully executed.

The GA-PSR Packet Transport Channel (GA-PSR PTC) provides the association between the MS and GANC for the transport of GPRS user data over the Up interface.
Proposal
It is proposed to capture the text in section X.1 – X.3 in the GAN Enhancements Technical Report as one architecture option for supporting the required GAN enhancements.
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