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Introduction
[bookmark: _GoBack]This document provides text on the C-UNB candidate solution for inclusion in section 7.4.4 of the Technical Report 45.820 revision 1.3.1.
The proposed text details the link layer aspects of C-UNB radio access technology.


Proposed text for the TR

Start of Changes

Link layer aspects
Downlink link layer aspects
Downlink MAC-PDU format
In C-UNB, downlink MAC-PDUs are optimized considering the fact that they are transmitted in response to up link transmission. Figure 7.4.4-1 illustrates the MAC-PDU format in C-UNB downlink. The various fields are detailed in the following sub-clauses.
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Figure 7.4.4-1: Format of a MAC-PDU frame in C-UNB downlink transmission

Header
Downlink header is 56 bits. It consists in:
a preamble for frame detection and bit rate synchronization,
a frame type,
a payload length,
acknowledgement bits.

Payload
The payload of a MAC-PDU is 0-34 byte length. It carries application data and, when necessary, the link layer header (LL-header) for segmentation/re-assembly.

Authentication
The authentication field is a hash, computed with an adaptation of the common C-MAC algorithm. For the sake of simplicity, it doesn't rely on a legacy SIM card, but on the four following elements:
the device identifier received in corresponding uplink packet,
the 128-bit secret key of the MS that is known by the C-UNB server only,
the sequence number of the corresponding uplink packet,
the payload field.
The authentication field is used to sign a downlink packet and also to identify the destination device implicitly (see figure 7.4.4-5): the probability to have several devices listening on a given frequency at a given time is very limited; hence a 16-bit hash is enough to authenticate the destination.

When a DL packet is trigged by a segmented UL packet, its authentication field uses the last sequence number transmitted in UL.
When a DL application packet is segmented at link layer, all its segments use the same sequence number, i.e. the sequence number corresponding to the UL packet that triggered the downlink transmission.
FCS
The frame check sequence in C-UNB downlink consists in a CRC-8. It checks the MAC-PDU after error correction, before further decoding.

ECC
This field is a 32-bit Error-Correction Code. It uses BCH code applied to the four first fields: header (except preamble), Payload, Authentication and FCS. Given the length of DL MAC-PDU, the ECC is expected to add 1 dB of processing gain in the DL MCL.

Segmentation & reassembly in DL
The present TR defines the maximum application packet to 2 000 bytes, with addition of a protocol header of 65 bytes (extended) or 29 bytes (compressed). Given the small size of C-UNB radio packets, it is proposed to have a segmentation/re-assembly mechanism with 32-bytes of application data and 2 bytes for segment numbering (see figures 7.4.4-2 and 7.4.4-3).
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Figure 7.4.4-2: segmentation in C-UNB downlink
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Figure 7.4.4-3: LL header format in downlink


This implementation gives a maximum size of the application data of 4 096 bytes, which is enough for the data packets expected in CIoT.

Uplink link layer aspects
Uplink MAC-PDU format
Figure 7.4.4-4 illustrates the MAC-PDU format in C-UNB uplink. The various fields are detailed in the following subclauses.
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Figure 7.4.4-4: Format of a MAC-PDU frame in C-UNB uplink transmission

Header
Uplink header is 32 bits. It consists in:
a preamble for frame detection and bit rate synchronization,
a frame type,
a frame length,
acknowledgement flags,
a repetition counter (value 1, 2 or 3) tagging the actual repetition number of MAC-PDUs.

Note: the number of repetition of a given MAC-PDU depends on the expected success rate. Two repetitions are for normal MAR, whereas three repetitions are for exception reports.

Sequence counter
The uplink sequence counter is 12 bits. It is incremented for each new link layer packet (i.e. LL-PDU) sent by a device. The sequence counter is used for authentication purpose (see sub-clause 7.4.4.2.6).

Identifier
This field is 40 bits long. It contains the device unique identifier set during personalization of the device. Each identifier is unique in a C-UNB system. 

Payload
The payload is 0-32 bytes. Payload length is defined by a 5-bit length field in the MAC-PDU header. Empty payload corresponds to ACK packet; they have a specific frame type.

Authentication
The authentication field is a 16 bit hash, used to authenticate the MAC-PDUs transmitted by a MS. The 16 bits of the authentication field are generated using a proprietary implementation of the well-know C-MAC algorithm. For the sake of simplicity, it doesn't rely on a legacy SIM card, but on the four following elements:
the device identifier received in corresponding uplink packet,
the 128-bit secret key stored in the MS and which is specific to each MS,
the sequence number,
the payload field.
On reception side, authentication check is performed in the core network and not in the base stations to avoid secrete key transmission on the back-haul network. Figure 7.4.4-5 illustrates the authentication process in uplink and the corresponding process in downlink.
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Figure 7.4.4-5: Authentication of UL and DL packets

FCS
The frame check sequence in C-UNB uplink consists in a CRC-8. In reception, it is used to check MAC-PDU consistency before transmission to the core network.

ECC
The last field of an uplink MAC-PDU is an Error-Correcting Code of 16 bits. It used Reed-Solomon algorithm and is evaluated over the whole MAC-PDU except the preambule. 

Segmentation & reassembly in UL
The CIoT requirements define Mobile Autonomous Reports with 20-200 byte length. Given the fact that only small radio packets are affordable for the C-UNB radio access technology, it is proposed to have a segmentation/re-assembly mechanism based on 31 blocks of data with a LL header of 8 bits: 4 bits for segment numbering and 4 bits for total number of segments (see figure 7.4.4-6). These values set the maximum block size of application data to 496 bytes.
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Figure 7.4.4-6: LL header in C-UNB uplink


End of Changes
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