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1. Overall Description:
GERAN2 thanks SA3 for their reply LS (S3-151198/GPC150096) on Security Framework for Cellular IoT.

GERAN2 wish to clarify SA3’s understanding: Any CIoT system will not be a standalone network in the sense that a network implies core network plus radio access network. CIoT will be a distinct Radio Access Technology, therefore SA1 and SA2 are also welcome to provide answers to these questions.

GERAN2 has reviewed the questions and some answers are provided below.

Q1: Whether roaming needs to be supported in Cellular IoT?  If so, then is it expected that UEs will roam between countries where encryption is allowed and countries where encryption is not used? 
Answer: From GERAN perspective same requirements as for legacy RATs apply.
Q2: Should SA3 develop the security assuming that there will be some inter-RAT interactions in the future? 
Answer: No, as far as GERAN2 is concerned inter-RAT mobility is not supported. This includes both idle mode and connected mode mobility. Owing to the ultra-low device complexity target of the CIoT work, GERAN2 does not anticipate changing this view.
Q3: Is it expected that subscriptions used to access CIoT will be used to access other networks?
Answer: No, as far as GERAN2 is concerned tt is not expected that subscriptions used to access CIoT will be used to access other 3GPP RATs. In addition, it is not expected that subscriptions used for other 3GPP RATs will be used to access CIoT.
Q4: Are there any requirements in CIoT to provide security that extends beyond the usual endpoints of security in 3GPP networks (e.g. in 2G PS the SGSN). Possible examples of the extended security would be between the UE and GGSN/P-GW or UE to MTC-IWF (if such elements exist in the architecture)?
Answer:  This is not in scope of GERAN2 to answer but would like to say that GERAN2 understands most users of M2M systems currently expect (and use) security that does extend from the device to beyond the VPLMN. Given the CIoT target of 10 year battery life, and the capacity of the system being targeted at combined signalling + data volumes per device of e.g. 120 bytes/per report with reporting interval being between 30 minutes to 24 hours, GERAN2 is interested in ensuring that security solutions do not compromise these targets (while still achieving the security needs).
Q5: Could GERAN2 provide more information on what they mean by “Gb architecture” or “S1 architecture”. 
Answer: As defined in TR 45.820 “Gb architecture” implies a system architecture defined in TS 23.060 that uses the protocols defined in e.g.3GPP TSs 24.008, 48.018, 44.064 and 44.065. “S1 architecture” implies a system architecture defined in TS 23.401 that uses the protocols defined in e.g. 3GPP TSs 24.301 and 36.413. Both architectures imply the use of a USIM.
Q6: Does SA2 or GERAN2 have any guidance on whether SA3’s work should be based on the Gb architecture or S1 architecture or both? 
Answer: One potential solution being studied by GERAN is based on GERAN Evolution hence this solution is expected to operate with the “Gb architecture”.  For the “clean-slate” solutions being investigated, discussions are continuing as to whether to use a “Gb architecture” or an “S1 architecture”. Therefore, GERAN2 requests SA3 to investigate security aspects for CIoT based on a “Gb architecture”. SA3 is also requested to investigate security aspects for CIoT based on a “S1 architecture”. 
Q7: In which cases should SA2 be involved? 
Answer: From its radio access network perspective it is GERAN2’s opinion that SA2 needs to be involved when a change of the high level functional split between RAN and Core Network is required compared to the existing S1 or Gb architectures. [Qualcomm: The term high level functional split can mean different things to different people. Should GERAN really answer this question?]
Q8: Could GERAN2 please provide information to SA3 on the traffic model, mobility model, payload size and throughput expected from CIoT?
Answer: The traffic models are defined in Annex E of TR 45.820 (available at http://www.3gpp.org/DynaReport/45820.htm). Mobility is supported through mobile autonomous cell reselection; network control mobility is not required.
2. Actions:

To SA2, SA1, SA2 group.

ACTION: 
GERAN2 asks SA3, SA1 and SA2 groups to take into account the above responses.
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