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LLC/SNDCP Headers for Conversational QoS over Gb (eGb)

1. Introduction

SNDCP and LLC header overhead problem for Conversation QoS over Gb (eGb) has been discussed in several GERAN meetings. Zero byte overhead can be achieved only by splitting the LLC and SNDCP functionalities (e.g., ciphering) to other layers and effectively leading to totally new protocol stack (eGb). This document tries to clarify how much header overhead can be reduced without affecting to the existing functionality split between protocols.

Following figure illustrates the PDP Context, SNDCP and LLC relations and used identifiers between the layers as specified in 24.064 and 24.065.
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2. SNDCP header overhead

Two PDU formats are defined for SNDCP, SN-DATA and SN-UNITDATA PDUs as described in figures 1 and 2.
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Figure 1: SN‑DATA PDU format
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Figure 2: SN‑UNITDATA PDU format

Since both PDU formats contain some fields not needed for conversational QoS, new PDU format (e.g., SN_CONVERSATIONALDATA) could be introduced in order to reduce the header overhead. Also new primitives between SNDCP Users – SNDCP and SNDCP – LLC are needed. SNDCP header for new PDU format does not need to contain any indication on the used PDU type because the used primitive implicitly indicates the PDU format. This requires that lower layers LLC or RLC/MAC are able to identify that data is Conversation QoS data and use new primitive to provide data for SNDCP.

Fields for new PDU format:

NSAPI
- needed to identify the used PDP context because there is no radio bearer  concept in Gb mode. 

More (M)
- not needed, no segmentation/reassembly

SN-PDU Type bit (T)
- not needed, since primitive indicates the used PDU type.

First Segment Indicator (F) 
- not needed, no segmentation/reassembly

X 
- spare bit

DCOMP 
- not needed, since data compression not used

PCOMP 
- needed for indicating the used compression method which is negotiated in the connection establishment. ROCH header compression is planned to be used for conversatonal QoS.

Segment number 
- not needed, no segmentation

N-PDU number
- not needed

It can be concluded that NSAPI and PCOMP fields are needed for new SN-CONVERSATIONALDATA PDU. This means optimized SNDCP header length of 8 bits (NSAPI (4 bits) + PCOMP (4 bits)), which is one full octet without spare bits. 

LLC header overhead

LLC frame consist of Address, Control, Information and Frame Check Sequency fields as described in Figure 3. Four types of frame formats are specified: I, S, UI and U formats. The control field identifies the type of frame, bits 6,7,8 in the first octet of the control field, see figure 5. 

LLC unacknowledged mode would be used for Conversational Qos over Gb service. Therefore, UI frame format should be used. Since current UI frame format contains some unnecessary information like the frame format indication bits and spare bits, overhead can be reduced to some extent. This can be done by introducing new LLC frame format for Conversational QoS over Gb e.g., C format.
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Figure 3: LLC frame format
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Figure 4: Address field format
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Figure 5: Control field format

New frame format could be introduced by adding the frame format indication in the address field i.e. first octet. SAPI (4bits), PD (1bit) and C/R (1bit) fields are needed, but there still exist 2 spare bits. One spare bit can be used for indicating the new frame format. This change is not backward compatible with previous releases, but since the new frame format is used only for data sent on established Conversation Qos over Gb channel, there is no risk that legacy mobiles/network would receive such frames and deliver up to LLC layer. 

Bits needed in new frame format:

Address field

SAPI (4bits) 
- needed to identify the used connection

Protocol Discriminator (PD 1 bit) – need FFS could be kept in the address field header to keep the header length consistent with previous Releases

Command Response (C/R 1 bit) – need FFS, could be kept in the address field header to keep the header length consistent with previous Releases

LLC CL (1bit) 
– indicator for frame format used for conversational service

X (1 bit) 
– one spare bit could be kept in the address field header to keep the header length consistent with previous Releases.

Control field

N(U) (9bits) – transmitter unconfirmed sequence number, needed for ciphering. If ciphering removed from LLC, this field is not needed in LLC.

E (1bit) 
– encryption mode bit. Needed to indicate ciphering. Not needed if ciphering removed from LLC.

PM (1bit) 
– protected mode bit. Indicates if FCS (3 octets) is used or not.
Frame Check Sequence
FCS (24 bits) - Frame Check Sequence (FCS) is used to detect bit errors in the frame header and information fields. ROCH header compression is planned to be used for Conversational QoS over Gb.  Even that ROHC has its own basic error detection mechanism, the lower layers i.e. LLC error detection  capability is needed to ensure that frames delivered to higher layers are not corrupted. LLC FCS is currently 3 octets and it could be studied if shorter FCS is sufficient for Conversation QoS over Gb.
Ciphering

Moving the ciphering from LLC to some other layer would mean the split of functionality compared to the existing Gb prototocol stack. Effectively, this would mean introduction of new eGb protocol stack.

If ciphering is kept on LLC, new LLC frame header would be:


  Octet1                                            Octet2&3
      | SAPI+PD+C/R+L+X | + | N(U)+E+PM + X1 + X2 + X3 + X4 + X5 | = 24 bits

If ciphering is not kept on LLC, new LLC frame header would be

                  Octet1                                             Octet2
                               | SAPI+PD+C/R+L+X | + | PM + X1 + X2 + X3 + X4 + X5 + X6 + X7 | = 16 bits

There has been proposals to scale down sequence number (N(U) in order to save bits in the LLC header. It is very unclear what are the impacts from security point of view.  These impacts are analysed in a separate Nokia contribution (G2-xxxxx). SA3 should look in detail these impacts.

3. Radio Bearer Consept for eGb

There has been proposal to remove the NSAPI from SNDCP and SAPI from SNDCP and LLC layers, and thus removing the identities of flows between layers. To overcome this there is a need to create some kind of Radio Bearer Consept 

The most straight forward way to build this “Radio Bearer” concept would be to use Packet Flow Context as the bearer and PFI as the identifier for the flow. However, it is not clear how this concept would work in practise. Due to the functional split between the BSS and 2G SGSN congifuration using the RR/GRR signaling is not possible as these protocols terminate most likely in the BSS while LLC and SNDCP reside at SGSN (in UTRAN & GERAN Iu RRC signaling is used for RB configuration). PFI can be negotiated in the PDP context activation phase between the MS and the network and on the other hand PFC can be created between the SGSN and the BSS as a separate procedure. However, what is the procedure to renegotiate, for example, the header compression algorithm or its parameters. It seems that the reconfiguration must be done using session management e.g. in Modify PDP Context. 

Another open issue is, how Gb and eGb stacks would interact with each other. If the user has simultaneously e.g. interactive and conversational bearers, how would the proposed radio bearer concept be applied to both flows. If yes, that would mean changing the procedure from what is currently used. On the other hand if the interactive (or background) flow would be handled as before and the conversational flow would utilize the radio bearer concept it is unclear how the signaling would work e.g. in session setup, handover case etc. 

The points that have been raised above are some questions that must be answered before it can be concluded that it is feasible to create a radio bearer concept and that way reduce the SNDCP & LLC protocol overhead by removing the NSAPI and SAPI fields from the protocol headers. As these changes naturally mean a significant change in the way the Gb stack protocols work the achieved gain should be compared with the introduced complexity

4. OCTET Alignment

Some contributions have proposed that the SNDCP and LLC headers could be compressed further by removing the octet alignment based coding from LLC and SNDCP. This way all the spare bits in the protocol headers could be removed. To make sense, this also requires the octet alignment between LLC and SNDCP be removed (today, LLC requires the information exchange with SNDCP be octet aligned [1]). 

The removal of the octet alignment leads to the need for a totally new coding within layers 2 and 3 (both in LLC and in SNDCP respectively) and between LLC and SNDCP. Relatively to the need for new PDU format with protocol discrimination for eGb, the impact of removing octet alignment in SNDCP and LLC might be moderate considering anyway this is no longer today's SNDCP nor LLC. However, the removal of the interlayer octet alignment might have itself more severe implementation impacts since the exchange of data between SNDCP and LLC would not anylonger be on an octet basis. In fact this together with other proposals for removing NSAPI and SAPI, make SNDCP and LLC resemble curiously  PDCP.

The summary below has separated the octet alignment in such a way that if octet alignment is not used, then all the bits in LLC, in SNDCP, and between protocol layers are utilizing all the spare bits.  

5. Summary SNDCP & LLC Header Reduction

SDNCP header for conversational service can be reduced from 4 to 1 octets without having major impact to the SNDCP protocol. New PDU format, new primitives, new compression etc. are needed, but the protocol structure can be kept quite similar. Zero byte overhead can not be achieved without having major impact the SNDCP protocol structure.

LLC layer overhead can be reduced from 8 octets to 6 3/8 octets without having major impact to the LLC layer functionality, if octet alignment principle can be somehow removed. Further optimization requires either to move the ciphering to other layers, which is significant architectural change, or to reduce the LLC error detection capability. The impacts of latter one are not known at the moment.

Total overheads caused by LLC and SNDCP layers with different LLC functionalities are listed in the table below. It can be seen that zero overhead is not possible and only Optimized Header 1a (or 1b) can be introduced without changing the current functional split of Gb protocol structure.

	Level of Optimization
	LLC
	SNDCP
	Total overhead

	No Optimization

· Current situation
	48
	32
	80 bits (10 octets)

	Optimized Header 1a

· Octet alignment

· Ciphering in LLC

· FCS 24 bits
	24 + 24
	8
	56 bits (7 octets)

	Optimized Header 1b

· No octet alignment

· Ciphering on LLC 

· FCS 24 bits
	19 + 24
	8
	51 bits (6 3/8 octets)

	Optimized Header 2a

· Octet alignment

· No ciphering on LLC

· FCS 24 bits
	16 + 24
	8
	48 bits (6 octets)

	Optimized Header 2b

· No octet alignment

· No ciphering on LLC

· FCS 24 bits
	9 + 24
	8
	41 bits (5 1/8 octets)

	Optimzed Header 3a

· Octet alignment

· Ciphering on LLC

· No FCS on LLC
	24
	8
	32 bits (4 octets)

	Optimzed Header 3b

· No octet alignment

· Ciphering on LLC

· No FCS on LLC
	18
	8
	26 bits (3 2/8 octets)

	Optimized Header 4a

· Octet alignment

· No ciphering on LLC

· No FCS on LLC
	16
	8
	24 bits (3 octets)

	Optimized Header 4b

· No octet alignment

· No ciphering on LLC

· No FCS on LLC
	8
	8
	16 bits (2 octets)


6. Conclusions

This contribution analyzed possibilities to reduce header overheads in SNDCP and LLC layers. Based on the analysis it is clear that zero byte overhead is not possible without major modifications of SNDCP and LLC layer operations, and without functional split between protocol layers (=functional split change between CN and GERAN).

Based on the analysis different possibilities to reduce the SNDCP/LLC header overhead the most optimistic cases mean ciphering removal from LLC (overhead 2-3 octets depending on octet alignment case). If ciphering is kept in LLC, the overhead is 3 2/8 – 4 octets (depending on octet alignment case) but FCS is removed from LLC. If FCS is kept in LLC, and no functional split is allowed, the overhead is 6 3/8 – 7 octets (depending on octet alignment case).

6.1 Open Questions/Issues

· If SAPI and N-SAPI are removed, what kind of radio bearer consept is needed, and what are the changes required in each protocol layer in Gb?

· If ciphering is not kept in LLC, to what layer it could be moved?

· If ciphering is not kept in LLC, what are the impacts to the protocol stack and network/MS architecture?

· Can ciphering sequence number be reduced from 9 bits? What would be the impact to system and security?
· How the proposed octet alignment removal would be possible? What kind of coding change is needed in SNDCP and LLC, and between these protocol layers? What could be impact of this coding change to the layers below SNDCP and LLC?

· How the legacy SNDCP and LLC protocol stacks are planned to be supported? How the backward compatibility issues are considered?
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