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[bookmark: _Toc11052989][bookmark: _Toc20391829][bookmark: _Toc27773795][bookmark: _Toc36474220][bookmark: _Toc36477577][bookmark: _Toc44930469][bookmark: _Toc50965238][bookmark: _Toc57102006][bookmark: _Toc106962282]4.4.11.4	EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
If service n°122 is "available" in EFUST, this file shall be present.
This EF contains the 5GS 3GPP access NAS security context as defined in TS 24.501 [104], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This EF also contains the EPS NAS security algorithms to be used when the UE goes to EPS, either by means of connected mode handover in a network that supports N26 interface, or by the means of idle mode mobility performed by the UE from 5GS to EPS, as specified in TS 33.501 [105]. This file shall contain one record.
If Service n°136 is not "available" in EFUST, the file shall contain one record.
If service n°136 is "available" in EFUST, the file shall contain two records. As specified in TS 33.501 [105] clause 6.3.2.1, in case of multiple registrations in different PLMNs, each record shall store 5GS 3GPP access NAS security context for each different PLMN (Refer to Annex O for examples),


	Identifier: '4F03'
	Structure: linear fixed
	Optional

	SFI: '03'
	

	Record size: X bytes (X≥57)
	Update activity: high

	Access Conditions:
	READ	PIN
	UPDATE	PIN
	DEACTIVATE	ADM
	ACTIVATE	ADM


	Bytes
	Description
	M/O
	Length

	1 to X
	5GS NAS Security Context TLV Object
	M
	X bytes



5GS NAS Security Context tags

	Description
	Tag Value

	5GS NAS Security Context Tag
	'A0'



5GS NAS Security Context information

	Description
	Value
	M/O
	Length (bytes)

	5GS NAS Security Context Tag
	'A0'
	M
	1

	Length (length of all subsequent data)
	Y
	M
	Note 1

	ngKSI Tag
	'80'
	M
	1

	Length
	K
	M
	Note 1

	ngKSI
	--
	M
	K

	KAMF Tag
	'81'
	M
	1

	Length
	L
	M
	Note 1

	KAMF
	--
	M
	L

	Uplink NAS count Tag
	'82'
	M
	1

	Length
	M
	M
	Note 1

	Uplink NAS count
	--
	M
	M

	Downlink NAS count Tag
	'83'
	M
	1

	Length
	N
	M
	Note 1

	Downlink NAS count 
	--
	M
	N

	Identifiers of selected NAS integrity and encryption algorithms Tag
	'84'
	M
	1

	Length
	S
	M
	Note 1

	Identifiers of selected NAS integrity and encryption algorithms
	--
	M
	S

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS Tag
	'85'
	M
	1

	Length
	U
	M
	Note 1

	Identifiers of selected EPS NAS integrity and encryption algorithms for use after mobility to EPS
	--
	M
	U

	PLMN identifier tag
	'86'
	C (see Note 2)
	1

	Length
	3
	C (see Note 2)
	Note 1

	PLMN identifier
	--
	C (see Note 2)
	3

	Note 1:	The length is coded according to ISO/IEC 8825-1 [35].
Note 2:	If service n°136 is "available", PLMN identifier shall be included to identify the PLMN of the 5GS NAS Security Context stored in record 2 for the access. The PLMN identifier is not applicable for record 1 and does only apply to record 2 and is mandatory for record 2.



-	ngKSI Tag '80'
Contents:
The ngKSI (Key Set Identifier in 5G) as defined in TS 33.501 [105] is coded on 1 byte.
Coding:

	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	
	
	
	
	
	
	
	
	
	
	ngKSI

	
	
	
	
	
	
	
	
	
	
	bits b4 to b8 are coded 0



-	KAMF Tag '81'
Contents:
The KAMF as defined in TS 33.501 [105] is coded on 32 bytes. The ME shall treat any KAMF values stored in this EF as invalid if the ngKSI indicates that no KAMF is available or if the length indicated in the KAMF TLV is set to '00',
Coding:
The most significant bit of KAMF is the most significant bit of the 1st byte of this TLV value field. The least significant bit of KAMF is the least significant bit of the last byte of this TLV value field.
-	Uplink NAS count Tag '82'
Contents:
The uplink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.
Coding:
The most significant bit of the uplink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the uplink NAS count is the least significant bit of the last byte of this TLV value field.
-	Downlink NAS count Tag '83'
Contents:
The downlink NAS count as defined in TS 33.501 [105] is coded on 4 bytes.
Coding:
The most significant bit of the downlink NAS count is the most significant bit of the 1st byte of this TLV value field. The least significant bit of the downlink NAS count is the least significant bit of the last byte of this TLV value field.
-	Identifiers of selected NAS integrity and encryption algorithms Tag '84'
Contents:
The identifiers of selected NAS integrity and encryption algorithms as defined in TS 33.501 [105] and TS 24.501 [104]. In this release the identifiers of selected NAS integrity and encryption algorithms are coded as 4-bit identifiers.
Coding:
Coding is same as the content of the NAS security algorithms information element defined in TS 24.501 [104].
[bookmark: MCCQCTEMPBM_00000127]Byte 1 of this TLV value field: first byte of the value part of the NAS security algorithms information element
	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	[bookmark: MCCQCTEMPBM_00000245]
	
	
	
	
	
	
	
	
	

	
	
	MSB
	
	
	
	
	
	
	


-	Identifiers of selected EPS NAS algorithms for use after mobility to EPS Tag '85'
Contents:
The identifiers of selected EPS NAS integrity and encryption algorithms to be used when the UE goes to EPS, either by means of connected mode handover in a network that supports N26 interface, or by the means of idle mode mobility performed by the UE from 5GS to EPS, as specified in TS 33.501 [105] and TS 24.501 [104]. These identifiers are coded as 4-bit identifiers.
Coding:
Coding is same as the content of the EPS NAS security algorithms information element specified in TS 24.301 [51].
[bookmark: MCCQCTEMPBM_00000128]Byte 1 of this TLV value field: first byte of the value part of the EPS NAS security algorithms information element in TS 24.301 [51].
	
	
	b8
	b7
	b6
	b5
	b4
	b3
	b2
	b1

	[bookmark: MCCQCTEMPBM_00000246]
	
	
	
	
	
	
	
	
	

	
	
	MSB
	
	
	
	
	
	
	


-	PLMN identifier Tag '86'
Contents:
The PLMN identifier comprising MCC and MNC defined in TS 23.003 [25] is coded on 3 bytes.
Coding:
	The PLMN identifier is coded according to TS 24.008 [9].

Unused bytes shall be set to 'FF'.

In order to mark the stored 5GS NAS security context as invalid:
-	the record bytes shall be set to 'FF', or
-	the ngKSI is set to '07', or
-	the length indicated in the KAMF TLV is set to '00'.

*********** NEXT CHANGE ***********
[bookmark: _Toc106962625][bookmark: MCCQCTEMPBM_00000173]Annex O (informative):
Examples of NAS security contexts management in multiple registrations
	[bookmark: MCCQCTEMPBM_00000323] 
	Scenario 1
	5GS3GPPLOCI
	5GS3GPPNSC
	5GSN3GPPLOCI
	5GSN3GPPNSC

	
	
	
	Record 1
	Record 2
	
	Record 1
	Record 2

	1
	UE is authenticated to PLMN-A with dual connection (3GPP and non-3GPP)
	GUTI-A1
	3gppNSC-A1
	-
	GUTI-A1
	n3gppNSC-A1
	-

	2
	UE switches from PLMN-A to PLMN-B on non-3GPP
	 
	Use GUTI-A1 from 5GSN3GPPLOCI and
n3gppNSC-A1 from 5GSN3GPPNSC

	3
	UE successful REGISTRATION to PLMN-B on non-3GPP
	GUTI-A1
	3gppNSC-A1
	-3gppNSC-B1
	GUTI-B1
	n3gppNSC-B1
	n3gppNSC-A1

	4
	UE successful REGISTRATION  to PLMN-B over 3GPP
	GUTI-B1
	3gppNSC-B1
	-
	GUTI-B1
	n3gppNSC-B1
	-

	5
	UE switches-off (UE init de-registration)
	 
	 

	6
	UE stores to USIM the valid 3GPP Security Context (PLMN-B) and the valid non-3GPP Security Context (PLMN-B) 
	GUTI-B1
	3gppNSC-B1
	-
	GUTI-B1
	n3gppNSC-B1
	-

	7
	UE ME clears all Security Contexts
	 
	 

	8
	UE switches-on back 
	 
	 

	9
	UE reads from USIM the 3GPP Security Context (PLMN-B) and the non-3GPP Security Context (PLMN-B) 
	GUTI-B1
	3gppNSC-B1
	-
	GUTI-B1
	n3gppNSC-B1
	-

	10
	UE tries to reconnect to PLMN-C on non-3GPP Security Context
	 
	Use GUTI-B1 from 5GSN3GPPLOCI and
n3gppNSC-B1 from 5GSN3GPPNSC

	11
	UE gets REGISTRATION successful on PLMN-C over non-3GPP
	GUTI-B1
	3gppNSC-B1
	-3gppNSC-C1
	GUTI-C1
	n3gppNSC-C1
	n3gppNSC-B1

	12
	UE tries to reconnect to PLMN-C on 3GPP
	Use GUTI-C1 from 5GS3GPPLOCI 
	 

	13
	UE gets REGISTRATION successful on PLMN-C over 3GPP
	GUTI-C2
	3gppNSC-C1
	 
	GUTI-C2
	n3gppNSC-C1
	-

	14
	UE switches-off (UE init de-registration)
	 
	 

	15
	UE stores to USIM the valid 3GPP Security Context (PLMN-C) and the valid non-3GPP Security Context (PLMN-C) 
	GUTI-C2
	3gppNSC-C1
	 
	GUTI-C2
	n3gppNSC-C1
	-

	16
	UE switches ON, reads security contexts from the USIM and registers UE switches to PLMN-D over non-3GPP and to PLMN-C over 3GPP
	GUTI-C2
	3gppNSC-C1
	 3gppNSC-D1
	GUTI-D1
	n3gppNSC-D1
	n3gppNSC-C1

	17
	UE switches registers to PLMN-D over 3GPP
	GUTI-D2
	3gppNSC-D1
	-
	GUTI-D2
	n3gppNSC-D1
	-

	18
	UE switches registers to PLMN-C over non-3GPP, remaining registered in PLMN-D over 3GPP access
	GUTI-D2
	3gppNSC-D1
	-3gppNSC-C2
	GUTI-C3
	n3gppNSC-C2
	n3gppNSC-D1

	19
	UE de-registers from PLMN-C over non-3GPP and remains registered in PLMN-D over 3GPP access
	GUTI-D2
	3gppNSC-D1
	3gppNSC-C2 (stored&valid)
	GUTI-C3
	n3gppNSC-C2 (stored&valid)
	n3gppNSC-D1

	20
	UE de-registers from PLMN-D over 3GPP access
	GUIT-D2
	3gppNSC-D1 (stored&valid)
	3gppNSC-C2 (stored&valid)
	GUTI-C3
	n3gppNSC-C2 (stored&valid)
	n3gppNSC-D1 (stored&valid)

	21
	UE registers to PLMN-C over non-3GPP access
	GUTI-D2
	3gppNSC-D1 (stored&valid)
	3gppNSC-C3
	GUTI-C4
	n3gppNSC-C3
	n3gppNSC-D1 (stored&valid)

	22
	UE registers to PLMN-C also over 3GPP access
	GUTI-C4
	3gppNSC-C3
	
	GUTI-C4
	n3gppNSC-C3
	





