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	Reason for change:
	According to 3GPP TS 33.503 v17.0.1, the AMF may provide either the SUCI or the PRUK ID in the 5G ProSe Authentication service operation to the AUSF. If PRUK ID is provided, the AUSF will not initiate EAP AKA authentication procedure, instead the AUSF will get the PRUK from PAnF directly and return the result:

[bookmark: _Toc106364524][bookmark: _Toc106372394]6.3.3.3.2	Connection with 5G ProSe UE-to-Network Relay connection with setup of network Prose security context during PC5 link establishment
…
5.	The AMF of the 5G ProSe UE-to-Network Relay shall select an AUSF based on SUCI or 5GPRUK ID and forward the parameters received in Relay Key Request to the AUSF in Nausf_UEAuthentication_ProseAuthenticate Request message. The Nausf_UEAuthentication_ProseAuthenticate Request message shall contain the 5G ProSe Remote UE's SUCI or 5GPRUK ID, Relay Service Code, Nonce_1. If 5GPRUK ID is received from AMF of the 5G ProSe UE‑to‑Network Relay, the AUSF of the 5G ProSe Remote UE skips steps 6-9. If the 5G ProSe Remote UE's SUCI is received from AMF of the 5G ProSe UE-to-Network Relay, the AUSF of the 5G ProSe Remote UE skips step 10.
…
10a.	The AUSF of the 5G ProSe Remote UE shall select the PAnF based on 5GPRUK ID and send received 5GPRUK ID and RSC in Npanf_ProseKey_get Request message.
10b.	The PAnF retrieves 5GPRUK based on the 5GPRUK ID and checks whether the 5G ProSe Remote UE is authorized to use the UE-to-Network Relay service based on received RSC. If the 5G ProSe Remote UE is authorized and the retrieved 5GPRUK is valid, the PAnF sends Npanf_ProseKey_get Response message with 5GPRUK to the AUSF.
11.	The AUSF of the 5G ProSe Remote UE shall generate Nonce_2 and derive the KNR_ProSe key using 5GPRUK, Nonce_1 and Nonce_2 as defined in clause A.4.
12.	The AUSF of the 5G ProSe Remote UE shall send the KNR_ProSe, Nonce_2 in Nausf_UEAuthentication_ProseAuthenticate Response message to the 5G ProSe UE-to-Network Relay via the AMF of the 5G ProSe UE-to-Network Relay. EAP Success message shall be included if step 7 is performed successfully. The AUSF of the 5G ProSe Remote UE shall also include the 5GPRUK ID in the message if generated in step 8.
This CR adapt the AUSF service description according to the stage 2 definition.

Consequently, the Editor's Note can be removed.


	
	

	Summary of change:
	1/ Adapt the service description to stage 2 specification

2/ Remove Editor's Note.


	
	

	Consequences if not approved:
	ProSe Authenticate service operation cannot support 5G PRUK ID, stage 2 procedure cannot be implemented.
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[bookmark: _Toc106617979]5.2.2.4.1	General
The ProseAuthenticate service operation is used in the following scenario:
-	Authenticate the 5G ProSe Remote UE in AUSF
The NF Service Consumer (AMF) requests the authentication of the 5G ProSe Remote UE by providing 5G ProSe Remote UE related information (SUCI or 5GPRUK ID), the Relay Service Code and Nonce_1 to the NF Service Producer (AUSF)., which When 5GPRUK ID is provided, the AUSF shall retrieve the 5GPRUK from PAnF; when SUCI is provided, the AUSF retrieves 5G ProSe Remote UE related data and authentication method from the UDM. In this case the retrieved authentication method is EAP-AKA. The NF Service Consumer (AMF) shall then return to the AUSF the result received from the 5G ProSe Remote UE to continue the authentication:





Figure 5.2.2.4.1-1: ProSe Authentication
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain the UE Id (SUCI) or 5GPRUK ID, Relay Service Code and Nonce_1.
2a.	On success, "201 Created" shall be returned if UE Id (SUCI) is received. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/prose_authentications/{authCtxId}). The AUSF generates a sub-resource "prose-auth". There shall be only one sub-resource "prose-auth" per UE identified by the supiOrSuci in ProSeAuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b. On success, "200 OK" shall be returned if 5GPRUK ID is received. The payload body shall contain the KNR_ProSe and Nonce_2. Step 3 to 6 are skipped.
2cb.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.2.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.2.3.1-3. 
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the 5G ProSe Remote UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "prose-auth".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
6a.	If the ProSe authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure. and The payload shall also contain the KNR_ProSe , Nonce_2 and 5GPRUK ID if the authentication is successful. If the 5G ProSe Remote UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.3.4.3.1-3 shall be returned. For a 4xx/5xx response, the message body may contain a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.3.4.3.1-3.
Editor's Note:	The attributes of API are FFS, need to be aligned with SA3 discussion.

* * * End of Changes * * * *
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