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*** First Change ***
[bookmark: _Toc2086436][bookmark: _Toc34123749][bookmark: _Toc36038493][bookmark: _Toc36038581][bookmark: _Toc36038772][bookmark: _Toc44680712][bookmark: _Toc45133624][bookmark: _Toc45133715][bookmark: _Toc49417413][bookmark: _Toc51762380][bookmark: _Toc58838096][bookmark: _Toc59017109][bookmark: _Toc68168255][bookmark: _Toc83232313]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[5]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[6]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	OpenAPI: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[9]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[10]	IETF RFC 7807: "Problem Details for HTTP APIs".
[11]	3GPP TR 21.900: "Technical Specification Group working methods".
[12]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[13]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[14]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[15]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[16]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[17]	3GPP TS 29.122: "T8 reference point for northbound Application Programming Interfaces (APIs)".
[18]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[19]	3GPP TS 29.520: "5G System; Network Data Analytics Services; Stage 3".
[20]	Void.IETF RFC 5246, "The Transport Layer Security (TLS) Protocol Version 1.2".
[21]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[22]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[23]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[24]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".
[25]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[26]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[27]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".

*** Next Change ***
[bookmark: _Toc493665970][bookmark: _Toc493774017][bookmark: _Toc494194766][bookmark: _Toc528159060][bookmark: _Toc532198022][bookmark: _Toc34123776][bookmark: _Toc36038520][bookmark: _Toc36038608][bookmark: _Toc36038799][bookmark: _Toc44680739][bookmark: _Toc45133651][bookmark: _Toc45133742][bookmark: _Toc49417440][bookmark: _Toc51762407][bookmark: _Toc58838123][bookmark: _Toc59017136][bookmark: _Toc68168282][bookmark: _Toc83232340]5.2.1	General
If the AF is untrusted, support of HTTP/1.1 (IETF RFC 7230 [21], IETF RFC 7231 [22], IETF RFC 7232 [23], IETF RFC 7233 [24], IETF RFC 7234 [25] and IETF RFC 7235 [26]) over TLS (IETF RFC 5246 [20]) is mandatory and support of HTTP/2 (IETF RFC 7540 [7]) over TLS (IETF RFC 5246 [20]) is recommended. TLS shall be used as specified in clause 12.3 and clause 13.1 of 3GPP TS 33.501 [14].
If the AF is trusted, HTTP/2, IETF RFC 7540 [7], shall be used as specified in clause 5.2 of 3GPP TS 29.500 [5].
HTTP/2 shall be transported as specified in clause 5.3 of 3GPP TS 29.500 [5].
The OpenAPI [8] specification of HTTP messages and content bodies for the Naf_EventExposure is contained in Annex A.

*** Next Change ***
[bookmark: _Toc532198073][bookmark: _Toc34123829][bookmark: _Toc36038573][bookmark: _Toc36038661][bookmark: _Toc36038852][bookmark: _Toc44680793][bookmark: _Toc45133705][bookmark: _Toc45133796][bookmark: _Toc49417494][bookmark: _Toc51762461][bookmark: _Toc58838177][bookmark: _Toc59017190][bookmark: _Toc68168336][bookmark: _Toc83232400]5.9	Security
TLS (IETF RFC 5246 [20]) shall be used to support the security communication between the NF Service Consumer and the AF as defined in clause 12.3 and clause 13.1 of 3GPP TS 33.501 [14].
If the AF is trusted, as indicated in 3GPP TS 33.501 [14] and 3GPP TS 29.500 [5], the access to the Naf_EventExposure API may be authorized by means of the OAuth 2.0 protocol (see IETF RFC 6749 [15]), based on local configuration, using the "Client Credentials" authorization grant, where the NRF (see 3GPP TS 29.510 [16]) plays the role of the authorization server.
If OAuth 2.0 is used, an NF Service Consumer, prior to consuming services offered by the Naf_EventExposure API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [16], clause 5.4.2.2.
NOTE:	When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF that the NF Service Consumer used for discovering the Naf_EventExposure service.
[bookmark: _Hlk530142087]The Naf_EventExposure API defines a single scope "naf-eventexposure" for the entire service, and it does not define any additional scopes at resource or operation level.
If the AF is untrusted, the access to Naf_EventExposure API shall be authorized by means of OAuth2 protocol (see IETF RFC 6749 [15]), based on local configuration, using the "Client Credentials" authorization grant. If OAuth2 is used, a NF Service Consumer (e.g. NEF), prior to consuming services offered by the Naf_EventExposure API, shall obtain a "token" from the authorization server.

*** End of Changes ***

