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	Consequences if not approved:
	Specification will not be aligned with the security requirements defined in SA3 TSs which specify support of HTTP Digest Access Authentication according to RFC 7616.
It will not be possible to use more secure digest algorithms like SHA-256 and SHA-512/256 for SIP Digest Access Authentication.

	
	

	Clauses affected:
	2, 6.3, 6.3.36, 6.3.39

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


*******
*** First Change ***
[bookmark: _Toc20208831][bookmark: _Toc27259837][bookmark: _Toc44864093][bookmark: _Toc44864281]2	References
The following documents contain provisions, which through reference in this text constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document. 
[1]	3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interface; signalling flows and message contents".
[2]	3GPP TS 33.210: "3G Security; Network Domain Security; IP Network Layer Security".
[3]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[4]	IETF RFC 2396: "Uniform Resource Identifiers (URI): generic syntax".
[5]	Void.
[6]	Void.
[7]	IETF RFC 2234: "Augmented BNF for syntax specifications".
[8]	IETF RFC 3966: "The tel URI for Telephone Numbers".
[9]	Void.
[10]	Void.
[11]	3GPP TS 29.329: "Sh Interface based on the Diameter protocol; protocol details".
[12]	IETF RFC 3589: "Diameter Command Codes for Third Generation Partnership Project (3GPP) Release 5".
[13]	3GPP TS 23.003: "Numbering, addressing and identification".
[14]	Void.IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".
[15]	IETF RFC 4740: "Diameter Session Initiation Protocol (SIP) Application".
[16]	3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".
[17]	IETF RFC 3327: "Session Initiation Protocol Extension Header Field for Registering Non-Adjacent Contacts".
[18]	3GPP TS 29.273: "3GPP EPS AAA interfaces".
[19]	IETF RFC 4005: "Diameter Network Access Server Application".
[20]	IETF RFC 4590: " RADIUS Extension for Digest Authentication".
[21]	IETF RFC 4960: "Stream Control Transmission Protocol".
[22]	IETF RFC 3162: "RADIUS and IPv6".
[23]	IETF RFC 7683: "Diameter Overload Indication Conveyance".
[24]	3GPP TS 23.380: "IMS Restoration Procedures".
[25]	IETF draft-holmberg-sipcore-auth-id-01: "Authorization server identity".
Editor's note: The above document cannot be formally referenced until it is published as an RFC. 
[26]	IETF RFC 7944: "Diameter Routing Message Priority".
[27]	IEFT RFC 8583: "Diameter Load Information Conveyance".
[28]	IETF RFC 6733: "Diameter Base Protocol".
[nr1]	IETF RFC 7616: "HTTP Digest Access Authentication".

*** Next Change ***
[bookmark: _Toc20208877][bookmark: _Toc27259883][bookmark: _Toc44864139][bookmark: _Toc44864327]6.3	AVPs
The following table describes the Diameter AVPs defined by 3GPP for the Cx interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415) if not otherwise indicated.
Table 6.3.1: Diameter Multimedia Application AVPs
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Visited-Network-Identifier
	600
	[bookmark: _Hlt6708716]6.3.1
	OctetString
	M, V
	
	
	
	No

	Public-Identity
	601
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Server-Name
	602
	6.3.3
	UTF8String
	M, V
	
	
	
	No

	Server-Capabilities
	603
	6.3.4
	Grouped
	M, V
	
	
	
	No

	Mandatory-Capability
	604
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Optional-Capability
	605
	6.3.6
	Unsigned32
	M, V
	
	
	
	No

	User-Data
	606
	6.3.7
	OctetString
	M, V
	
	
	
	No

	SIP-Number-Auth-Items
	607
	6.3.8
	Unsigned32
	M, V
	
	
	
	No

	SIP-Authentication-Scheme
	608
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	SIP-Authenticate
	609
	6.3.10
	OctetString
	M, V
	
	
	
	No

	SIP-Authorization
	610
	6.3.11
	OctetString
	M, V
	
	
	
	No

	SIP-Authentication-Context
	611
	6.3.12
	OctetString
	M, V
	
	
	
	No

	SIP-Auth-Data-Item
	612
	6.3.13
	Grouped
	M, V
	
	
	
	No

	SIP-Item-Number
	613
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	Server-Assignment-Type
	614
	6.3.15
	Enumerated
	M, V
	
	
	
	No

	Deregistration-Reason
	615
	6.3.16
	Grouped
	M, V
	
	
	
	No

	Reason-Code
	616
	6.3.17
	Enumerated
	M, V
	
	
	
	No

	Reason-Info
	617
	6.3.18
	UTF8String
	M, V
	
	
	
	No

	Charging-Information
	618
	6.3.19
	Grouped
	M, V
	
	
	
	No

	Primary-Event-Charging-Function-Name
	619
	6.3.20
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Event-Charging-Function-Name
	620
	6.3.21
	DiameterURI
	M, V
	
	
	
	No

	Primary-Charging-Collection-Function-Name
	621
	6.3.22
	DiameterURI
	M, V
	
	
	
	No

	Secondary-Charging-Collection-Function-Name
	622
	6.3.23
	DiameterURI
	M, V
	
	
	
	No

	User-Authorization-Type
	623
	[bookmark: _Hlt9236821][bookmark: _Hlt7774759]6.3.24
	Enumerated
	M, V
	
	
	
	No

	User-Data-Already-Available
	624
	6.3.26
	Enumerated
	M, V
	
	
	
	No

	Confidentiality-Key
	625
	6.3.27
	OctetString
	M, V
	
	
	
	No

	Integrity-Key
	626
	6.3.28
	OctetString
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.29
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.30
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.31
	Unsigned32
	V
	
	
	M
	No

	Supported-Applications
	631
	6.3.32
	Grouped
	V
	
	
	M
	No

	Associated-Identities
	632
	6.3.33
	Grouped
	V
	
	
	M
	No

	Originating-Request
	633
	6.3.34
	Enumerated
	M,V
	
	
	
	No

	Wildcarded-Public-Identity
	634
	6.3.35
	UTF8String
	V
	
	
	M
	No

	SIP-Digest-Authenticate
	635
	6.3.36
	Grouped
	V
	
	
	M
	No

	Digest-Realm
	104
NOTE 3
	6.3.37
	UTF8String
	M
	
	
	V
	No

	Digest-Algorithm
	111
NOTE 3
	6.3.39
	UTF8String
	M
	
	
	V
	No

	Digest-QoP
	110
NOTE 3
	6.3.40
	UTF8String
	M
	
	
	V
	No

	Digest-HA1
	121
NOTE 3
	6.3.41
	UTF8String
	M
	
	
	V
	No

	UAR-Flags
	637
	6.3.44
	Unsigned32
	V
	
	
	M
	No

	Loose-Route-Indication
	638
	6.3.45
	Enumerated
	V
	
	
	M
	No

	SCSCF-Restoration-Info
	639
	6.3.46
	Grouped
	V
	
	
	M
	No

	Path
	640
	6.3.47
	OctetString
	V
	
	
	M
	No

	Contact
	641
	6.3.48
	OctetString
	V
	
	
	M
	No

	Subscription-Info
	642
	6.3.49
	Grouped
	V
	
	
	M
	No

	Call-ID-SIP-Header
	643
	6.3.49.1
	OctetString
	V
	
	
	M
	No

	From-SIP-Header
	644
	6.3.49.2
	OctetString
	V
	
	
	M
	No

	To-SIP-Header
	645
	6.3.49.3
	OctetString
	V
	
	
	M
	No

	Record-Route
	646
	6.3.49.4
	OctetString
	V
	
	
	M
	No

	Associated-Registered-Identities
	647
	6.3.50
	Grouped
	V
	
	
	M
	No

	Multiple-Registration-Indication
	648
	6.3.51
	Enumerated
	V
	
	
	M
	No

	Restoration-Info
	649
	6.3.52
	Grouped
	V
	
	
	M
	No

	Session-Priority
	650
	6.3.56
	Enumerated
	V
	
	
	M
	No

	Identity-with-Emergency-Registration
	651
	6.3.57
	Grouped
	V
	
	
	M
	No

	Priviledged-Sender-Indication
	652
	6.3.58
	Enumerated
	V
	
	
	M
	No

	LIA-Flags
	653
	6.3.59
	Unsigned32
	V
	
	
	M
	No

	OC-Supported-Features
	621
NOTE 4
	6.3.60
	Grouped
	
	
	
	M, V
	No

	OC-OLR
	623
NOTE 4
	6.3.61
	Grouped
	
	
	
	M, V
	No

	Initial-CSeq-Sequence-Number
	654
	6.3.62
	Unsigned32
	V
	
	
	M
	No

	SAR-Flags
	655
	6.3.63
	Unsigned32
	V
	
	
	M
	No

	Allowed-WAF-WWSF-Identities
	656
	6.3.64
	Grouped
	V
	
	
	M
	No

	WebRTC-Authentication-Function-Name
	657
	6.3.65
	UTF8String
	V
	
	
	M
	No

	WebRTC-Web-Server-Function-Name
	658
	6.3.66
	UTF8String
	V
	
	
	M
	No

	DRMP
	301
NOTE 5
	6.3.67
	Enumerated
	
	
	
	M, V
	No

	Load
	NOTE 6
	6.3.68
	Grouped
	
	
	
	M, V
	No

	RTR-Flags
	659
	6.3.69
	Unsigned32
	V
	
	
	M
	No

	P-CSCF-Subscription-Info
	660
	6.3.70
	Grouped
	V
	
	
	M
	No

	Registration-Time-Out
	661
	6.3.71
	Time
	V
	
	
	M
	No

	NOTE 1:	The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [28].
NOTE 1a:	If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.
NOTE 2:	Depending on the concrete command.
NOTE 3:	The value of these attributes is defined in IETF RFC 4590 [20], with additional values included in IETF RFC 7616 [nr1].
NOTE 4:	The value of these attributes is defined in IETF RFC 7683 [23].
NOTE 5:	The value of this attribute is defined in IETF RFC 7944 [26].
NOTE 6:	The value of this attribute is defined in IEFT RFC 8583 [27].




*** Next Change ***
[bookmark: _Toc20208913][bookmark: _Toc27259919][bookmark: _Toc44864175][bookmark: _Toc44864363]6.3.36	SIP-Digest-Authenticate AVP
The SIP-Digest-Authenticate is of type Grouped and it contains a reconstruction of either the SIP WWW-Authenticate or Proxy-Authentication header fields specified in IETF RFC 7616 [nr1]IETF RFC 2617 [14].
AVP format
SIP-Digest-Authenticate ::= < AVP Header: 635 10415>
{ Digest-Realm }
 [ Digest-Algorithm ] 
{ Digest-QoP } 
{ Digest-HA1} 
*[ AVP ] 

*** Next Change ***
[bookmark: _Toc20208916][bookmark: _Toc27259922][bookmark: _Toc44864178][bookmark: _Toc44864366]6.3.39	Digest-Algorithm AVP
The Digest-Algorithm AVP is defined in IETF RFC 4740 [15] and contains values as defined in IETF RFC 7616 [nr1].
[bookmark: _Hlk86776113]NOTE:	The MD5 algorithm is only supported for backward compatibility.

*** End of Changes ***

