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*** First Change ***
[bookmark: _Toc28009636][bookmark: _Toc34061754][bookmark: _Toc36036510][bookmark: _Toc43284749][bookmark: _Toc45132528][bookmark: _Toc51193222][bookmark: _Toc51760421][bookmark: _Toc59014871][bookmark: _Toc59015387][bookmark: _Toc68165429][bookmark: _Toc83229525]2	References
[bookmark: _Hlk506360487]The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".
[3]	Open API: "OpenAPI Specification Version 3.0.0", https://spec.openapis.org/oas/v3.0.0.
[4]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[5]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[6]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[7]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".
[8]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[9]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[10]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[11]	Void.IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 6455: "The Websocket Protocol".
[14]	3GPP TS 29.122: "T8 reference point for northbound Application Programming Interfaces (APIs)".
[15]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[16]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[17]	Void.IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication".
[18]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[19]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[20]	IETF RFC 7239: "Forwarded HTTP Extension".
[21]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[22]	W3C HTML 4.01 Specification, https://www.w3.org/TR/2018/SPSD-html401-20180327/.
[23]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[24]	IETF RFC 7519: "JSON Web Token (JWT)".
[25]	IETF RFC 7515: "JSON Web Signature (JWS)".
[26]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[27]	3GPP TR 21.900: "Technical Specification Group working methods".
[28]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3"
[29]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

*** Next Change ***
[bookmark: _Toc28009697][bookmark: _Toc34061816][bookmark: _Toc36036572][bookmark: _Toc43284811][bookmark: _Toc45132590][bookmark: _Toc51193284][bookmark: _Toc51760483][bookmark: _Toc59014933][bookmark: _Toc59015449][bookmark: _Toc68165491][bookmark: _Toc83229587]5.5.2.2.2	API invoker on-boarding itself as a recognized user of CAPIF using Onboard_API_Invoker service operation
To on-board itself as a recognized user of the CAPIF, the API invoker shall send an HTTP POST message to the CAPIF core function. The body of the HTTP POST message shall include API invoker Enrolment Details, API List and a Notification Destination URI for on-boarding notification as specified in subclause 8.4.2.2.3.1.
Upon receiving the above described HTTP POST message, the CAPIF core function shall check if it can determine authorization of the request and on-board the API invoker automatically. If the CAPIF core function:
1.	can determine authorization of the request and on-board the API invoker automatically, the CAPIF core function:
a.	shall process the API invoker Enrolment Details and the API List received in the HTTP POST message and determine if the request sent by the API invoker is authorized or not;
b.	if the API invoker's request is authorized, the CAPIF core function shall:
i.	create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;
ii.	verify the API List present in the HTTP POST message and create a API List of APIs the API invoker is allowed to access;
iii.	create a new resource as defined in subclause 8.4.2.1;
iv.	return the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI in the response message.
2.	cannot determine authorization of the request to on-board the API invoker automatically, the CAPIF core function:
a.	shall acknowledge the receipt of the on-boarding request to the API invoker.
b.	shall request the CAPIF administrator to validate the on-boarding request or the API management to validate the on-boarding request by sharing the API invoker Enrolment Details and the API List received in the HTTP POST message;
c.	on receiving confirmation of successful validation of the on-boarding request from the CAPIF administrator or the API management, the CAPIF core function shall:
i.	create the API invoker Profile consisting of an API invoker Identifier, Authentication Information, Authorization Information and CAPIF Identity Information;
ii.	create a new resource as defined in subclause 8.4.3;
iii.	deliver the API invoker Profile, API List of APIs the API invoker is allowed to access and the CAPIF Resource URI to the API invoker in a notification.
NOTE 1:	How the CAPIF core function determines that the CAPIF core function can process the request and on-board the API invoker automatically is out-of-scope of this specification.
NOTE 2:	How the CAPIF core function determines that the API invoker's request to on-board is authorized is specified in 3GPP TS 33.122 [16].
NOTE 3:	Interactions between the CAPIF core function and the CAPIF administrator or the API management is out-of-scope of this specification.
NOTE 4:	The onboarding credential received by the API invoker from the service provider as specified in 3GPP TS 33.122 [16] is included in the Authorization header field of the HTTP request message as described in IETF RFC 7235 [9]IETF RFC 2617 [17].
NOTE 5:	After the onboarding operation is completed the API Invoker no longer needs to maintain the Notification Destination URI and may delete it.

*** Next Change ***
[bookmark: _Toc28009786][bookmark: _Toc34061905][bookmark: _Toc36036661][bookmark: _Toc43284908][bookmark: _Toc45132687][bookmark: _Toc51193381][bookmark: _Toc51760580][bookmark: _Toc59015030][bookmark: _Toc59015546][bookmark: _Toc68165588][bookmark: _Toc83229684]7.3	Usage of HTTP
For CAPIF APIs, support of HTTP/1.1 (IETF RFC 7230 [4], IETF RFC 7231 [5], IETF RFC 7232 [6], IETF RFC 7233 [7], IETF RFC 7234 [8] and IETF RFC 7235 [9]) over TLS (IETF RFC 5246 [11]) is mandatory and support of HTTP/2 (IETF RFC 7540 [10]) over TLS (IETF RFC 5246 [11]) is recommended. TLS shall be used as specified in 3GPP TS 33.122 [16].
A functional entity desiring to use HTTP/2 shall use the HTTP upgrade mechanism to negotiate applicable HTTP version as described in IETF RFC 7540 [10].

*** End of Changes ***

