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[bookmark: _Toc44962058][bookmark: _Toc50983722][bookmark: _Toc50985893][bookmark: _Toc57113123][bookmark: _Toc74224873][bookmark: _Toc10738409]15.1.2	Authentication procedure for EAP-AKA' – Authentication is successful - GSM UICC
…
*** First change ***
[bookmark: _Toc44962064][bookmark: _Toc50983728][bookmark: _Toc50985899][bookmark: _Toc57113129][bookmark: _Toc74224879][bookmark: _Hlk9528123]15.1.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b) The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c) The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
[bookmark: _Toc44962065]f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	After the reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI:	24408300010266436587
i)	The UE sends a REGISTRATION COMPLETE message.
j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	The UE is switched on.
l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security.
mn)	The NG-SS sends REGISTRATION ACCEPT to the UE.
no)	The UE sends a REGISTRATION COMPLETE message.
op)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
*** Next change ***

[bookmark: _Toc50983729][bookmark: _Toc50985900][bookmark: _Toc57113130][bookmark: _Toc74224880]15.1.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST
2)	During step e) the UE shall indicate in the REGISTRATION REQUEST that no key is available for the NAS key set identifier.
3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	In step g) the ME shall send AUTHENTICATION RESPONSE message contains:
-	Authentication response message identity:	'0101 0111’
-	Authentication response parameter:	16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	During steps g) to i) the ME does not store GPRS Kc on the USIM.
6)	In step l) the UE shall indicate in the protected mode REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
7)	After step m) the UE shall send SECURITY MODE COMPLETE message.

*** Next change ***
[bookmark: _Toc83382160]15.2.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC 
…
[bookmark: _Toc50983751][bookmark: _Toc50985922][bookmark: _Toc57113152][bookmark: _Toc83382166]15.2.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
[bookmark: _Hlk10553173]ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value 
f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message contains: 
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
i)	The UE sends a REGISTRATION COMPLETE message.
[bookmark: _Hlk48051557]j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	he UE is switched on.
l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security to activate NAS security.
mn)	The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
[bookmark: _Hlk10212560]TAI:	42 34 80 00 00 01
no)	The UE sends a REGISTRATION COMPLETE message.
op)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
*** Next change ***
[bookmark: _Toc50983752][bookmark: _Toc50985923][bookmark: _Toc57113153][bookmark: _Toc83382167]15.2.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST.
2)	During step e) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9940797]3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step g) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
5)	During steps g) to i) the ME does not store GPRS Kc on the USIM.
6)	In step l) the UE shall indicate in protected mode the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
7)	After step m) the UE shall send SECURITY MODE COMPLETE message.

*** End of changes ***


