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*******
*** First Change ***
[bookmark: _Toc527441614]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TS 23.240: "3GPP Generic User Profile - Architecture; Stage 2".
[2]	"Web Services Description Language (WSDL) 1.1," Christensen, Erik, Curbera, Francisco, Meredith, Greg, Weerawarana, Sanjiva, eds. World Wide Web Consortium W3C Note (15 March 2001). http://www.w3.org/TR/2001/NOTE-wsdl-20010315.
[3]	Thompson, H.S., Beech, D., Maloney, M., Mendleshon, N., eds. (May 2002). "XML Schema Part 1: Structures," Recommendation, World Wide Web Consortium.http://www.w3.org/TR/xmlschema-1/
[4]	Biron, P.V., Malhotra, A., eds. (May 2002). "XML Schema Part 2: Datatypes," Recommendation, World Wide Web Consortium http://www.w3.org/TR/xmlschema-2/.
[5]	"Simple Object Access Protocol (SOAP) 1.1," Box, Don, Ehnebuske, David , Kakivaya, Gopal, Layman, Andrew, Mendelsohn, Noah, Nielsen, Henrik Frystyk, Thatte, Satish, Winer, Dave, eds. World Wide Web Consortium W3C Note (08 May 2000). http://www.w3.org/TR/2000/NOTE-SOAP-20000508/.
[6]	Void.RFC 2616 (June 1999): "Hypertext Transfer Protocol – HTTP/1.1".
[7]	3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".
[8]	3GPP TS 23.008: "Organization of subscriber data".
[9]	3GPP TS 23.228: "IP Multimedia Subsystems (IMS); Stage 2".
[10]	3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".
[11]	3GPP TS 33.102: "3G Security; Security architecture".
[12]	3GPP TS 33.203: "3G security; Access security for IP-based services".
[13]	"Liberty ID-WSF Data Services Template Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/draft-liberty-idwsf-dst-v2.0-01.pdf  (draft)
[14]	"Liberty ID-WSF SOAP Binding Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/liberty-idwsf-soap-binding-v1.1.pdf
[15]	"Liberty ID-WSF Security Mechanisms Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/liberty-idwsf-security-mechanisms-v1.0.pdf
[16]	Void.IETF RFC 2246: "The TLS Protocol".
[17]	"Liberty ID-WSF Discovery Service Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/liberty-idwsf-disco-svc-v1.0.pdf
[18]	IETF RFC 2396: "Uniform Resource Identifiers (URI): Generic Syntax".
[19]	IETF RFC 3261: "SIP: Session Initiation Protocol".
[20]	IETF RFC 2486:" The Network Access Identifier".
[21]	3GPP TS 23.003: "Numbering, addressing and identification".
[22]	IETF RFC 2821:"Simple Mail Transfer Protocol".
[23]	"Liberty ID-WSF Interaction Service Specification", Liberty Alliance Project. http://www.projectliberty.org/specs/draft-liberty-idwsf-interaction-svc-1.0-errata-v1.0.pdf12
[24]	Hallam-Baker, Phillip, Kaler, Chris, Monzillo, Ronald, Nadalin, Anthony, eds. (January, 2004). "Web Services Security: SOAP Message Security," OASIS Standard V1.0 [OASIS 200401], Organization for the Advancement of Structured Information Standards http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-1.0.pdf
[nr1]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[nr2]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[nr3]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[nr4]	IETF RFC 7233: "Hypertext Transfer Protocol (HTTP/1.1): Range Requests".
[nr5]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[nr6]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication".

*** Next Change ***
[bookmark: _Toc527441621]5.1	Protocol layers
The protocol architecture of the Rg reference point is depicted in the figure 1. The essential contents of this specification describe the functionality, semantics and the WSDL/XML definitions of the interfaces. Additionally the special characteristics of the SOAP and http usage are defined. It is worth noting that part of the data is passed in the SOAP headers but the most GUP specific data is placed in the SOAP message body.

[image: ]
Figure 7.2.1 GUP Rg reference point protocol architecture
The protocol architecture of the Rp reference point is depicted in the figure 2.
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Figure 7.7.2 GUP Rp reference point protocol architecture
The interface between Repository Access Function (RAF) and GUP Data Repository is not defined by the present specification because it is not required to be standardised in 3GPP TS 23.240: "3GPP Generic User Profile - Architecture; Stage 2 [1]  The protocol contains following layers:
-	Application layer
-	Application level interface specification. All the operations and data are described by XML elements and attributes in an XML Schema and WSDL. The WSDL is defined by W3C in Web Services Description Language (WSDL) 1.1 [2].
-	The standard XML Schema is defined by W3C in "XML Schema Part 1: Structures", Recommendation  [3] and "XML Schema Part 2: Datatypes," Recommendation [4].
-	SOAP (Session layer)
-	SOAP is an XML based messaging protocol that provides support for remote procedure calls by messaging.  The SOAP protocol is defined by W3C in "Simple Object Access Protocol (SOAP) 1.1" [5].
-	A few specific header types are defined for GUP e.g. for message IDs and time stamps.
-	HTTP (Transport layer)
-	HTTP defines how messages are transmitted and formatted. HTTP is a stateless protocol, i.e. each command is executed independently. HTTP/1.1 is defined by IETF RFC 7230 [nr1], IETF RFC 7231 [nr2], IETF RFC 7232 [nr3], IETF RFC 7233 [nr4], IETF RFC 7234 [nr5] and IETF RFC 7235 [nr6].RFC 2616 "Hypertext Transfer Protocol – HTTP/1.1" [6].
-	TCP/IP (Network layer)
-	TCP/IP handles network communications between network nodes. GUP does not define any special requirements for this layer.

*** Next Change ***
[bookmark: _Toc527441775]10.2.1.1	Peer Entity Authentication and Transport Layer Channel Protection
The Peer entity authentication mechanisms required for GUP Rg reference point are based on the mechanisms prescribed by Liberty ID-WSF Security Mechanisms [15] specification, which rely upon the inherent security properties supplied by SSL 3.0 [SSL] or TLS (as specified in 3GPP TS 33.203 [12])1.0 [RFC2246] sometimes referred to as transport-level security (also including means for its confidentiality and integrity protection). 
Confidentiality and Integrity at the transport channel is ensured making use of suitable SSL/TLS cipher suites (see sub-clause 12.2.3 for list of supported cipher suites). 
The server is authenticated to the client using a x.509 server-side certificate. In general the support of client-side certificates in the context of GUP is not mandated but mutual authentication of the communicating peers may be also supported.

*** Next Change ***
[bookmark: _Toc527441780]10.2.5	Example of GUP wsse:Security header (informative)
The following header authenticates the application defined by application1@3gpp.org.

	<<wsse:Security>
<saml:Assertion 
xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion" 
MajorVersion="1" MinorVersion="0" 
AssertionID="2sxJu9g/vvLG9sAN9bKp/8q 0NKU=" 
Issuer="DS.example.com" 
IssueInstant="2004-04-01T16:58:33.173Z"> 

<!-- By placing an audience restriction on the assertion we 
can limit the scope of which entity should consume 
the information in the assertion. --> 

<saml:Conditions 
NotBefore="2004-04-01T16:57:20Z" 
NotOnOrAfter="2004-04-01T21:42:43 Z"> 
<saml:AudienceRestrictionCondition> 
<saml:Audience>http://gupserver.com</sa ml:Audience> 
</saml:AudienceRestrictionConditi on> 
</saml:Conditions> 

<!-- The AuthenticationStatement carries information 
that describes the identity of the entity this assertion 
was issued to (the Subject) and the method the Subject 
authenticated to the assertion issuing authority --> 

<saml:AuthenticationStatement 
AuthenticationMethod="urn:ietf:rfc:tls2246" 
AuthenticationInstant="2004-04-01T16:57:30.000Z"> 
<saml:Subject> 
<saml:NameIdentifier 
format="urn:liberty:iff:nameid:entityID" 
NameQualifier="http://AffiliationStation.com /"> 
http:// application1@3gpp.org 
</saml:NameIdentifier> 
</saml:Subject> 
</saml:AuthenticationStatement> 
<!-- signature by the authority over the assertion --> 
<ds:Signature>...</ds:Signature> 
</saml:Assertion>
 
<!-- this is the reference to the bearer token --> 
<wsse:SecurityTokenReference> 
<wsse:Reference URI="#2sxJu9g/vvLG9sAN9bKp/8q0NKU=" 
ValueType="saml:Assertion" /> 
</wsse:SecurityTokenReference> 
</wsse:Security>





*** End of Changes ***
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