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***** First change *****
[bookmark: _Toc22039956][bookmark: _Toc25070665][bookmark: _Toc34388580][bookmark: _Toc34404351][bookmark: _Toc45282179][bookmark: _Toc45882565][bookmark: _Toc51951115][bookmark: _Toc59208869][bookmark: _Toc68196197]5.2.3	Configuration parameters for V2X communication over PC5
The configuration parameters for V2X communication over PC5 consist of:
a)	a validity timer for the validity of the configuration parameters for V2X communication over PC5;
b)	a list of PLMNs and RATs in which the UE is authorized to use V2X communication over PC5 when the UE is served by E-UTRA or served by NR. Each entry of the list contains a PLMN ID and RATs in which the UE is authorized to use V2X communication over PC5;
c)	an indication of whether the UE is authorized to use V2X communication over PC5 when the UE is not served by E-UTRA and not served by NR;
d)	list of RATs in which the UE is authorized to use V2X communication over PC5 and the radio parameters of the RAT for V2X communication over PC5 applicable per geographical area with an indication of whether these radio parameters of the RAT are "operator managed" or "non-operator managed" when the UE is not served by E-UTRA and not served by NR;
e)	void
f)	optionally, a list of V2X service identifier to PC5 RAT(s) and Tx profiles mapping rules. Each mapping rule contains one or more V2X service identifiers, PC5 RAT(s) and, if the PC5 RAT(s) include E-UTRA-PC5, Tx profiles corresponding to the E-UTRA-PC5;
g)	configuration parameters for privacy support, consisting of:
1)	a list of V2X services requiring privacy. Each entry of the list contains one or more V2X service identifiers and one or more geographical areas where the privacy is required; and
2)	a privacy timer value as specified in 3GPP TS 24.588 [7] clause 5.3;
h)	configuration parameters for a V2X communication over PC5 in E-UTRA-PC5, consisting of:
1)	a list of V2X service identifier to destination layer-2 ID mapping rules. Each mapping rule contains one or more V2X service identifiers and the destination layer-2 ID;
2)	optionally, a default destination layer-2 ID;
3)	a list of PPPP to PDB mapping rules. Each mapping rule contains a ProSe Per-Packet Priority (PPPP) and a Packet Delay Budget (PDB);
4)	optionally, list of V2X service identifier to V2X E-UTRA frequency mapping rules. Each mapping rule contains one or more V2X service identifiers and the V2X E-UTRA frequencies with associated geographical areas; and
5)	optionally, a list of the V2X services authorized for ProSe Per-Packet Reliability (PPPR). Each entry of the list contains one or more V2X service identifiers and a ProSe Per-Packet Reliability (PPPR) value; and
i)	configuration parameters for a V2X communication over PC5 in NR-PC5, consisting of:
1)	optionally, a list of V2X service identifier to V2X NR frequency mapping rules. Each mapping rule contains one or more V2X service identifiers and the V2X NR frequencies with associated geographical areas;
2)	a list of V2X service identifier to destination layer-2 ID for broadcast mapping rules. Each mapping rule contains one or more V2X service identifiers and the destination layer-2 ID for broadcast;
3)	optionally, a default destination layer-2 ID for broadcast;
4)	a list of V2X service identifier to destination layer-2 ID for groupcast mapping rules. Each mapping rule contains one or more V2X service identifiers and the destination layer-2 ID for groupcast;
5)	a list of V2X service identifier to default destination layer-2 ID for unicast initial signalling mapping rules. Each mapping rule contains one or more V2X service identifiers and the default destination layer-2 ID for initial signalling to establish unicast connection;
6)	a list of V2X service identifier to PC5 QoS parameters mapping rules. The PC5 QoS parameters are specified in clause 5.4.2 of 3GPP TS 23.287 [3];
7)	an AS configuration, including a list of SLRB mapping rules applicable when the UE is not served by E-UTRA and is not served by NR. Each SLRB mapping rule contains a PC5 QoS profile and an SLRB. The PC5 QoS profile contains the following parameters:
i)	the PC5 QoS profile contains a PQI;
ii)	if the PQI of the PC5 QoS profile identifies a GBR QoS, the PC5 QoS profile contains a PC5 flow bit rates consisting of a guaranteed flow bit rate (GFBR) and a maximum flow bit rate (MFBR);
iii)	if the PQI of the PC5 QoS profile identifies a non-GBR QoS, the PC5 QoS profile contains the PC5 link aggregated bit rate consisting of a per link aggregate maximum bit rate (PC5 LINK-AMBR);
NOTE:	PC5 link aggregated bit rate is only used for unicast mode communications over PC5.
iv)	the PC5 QoS profile contains a range, which is only used for groupcast mode communications over PC5; and
v)	the PC5 QoS profile can contain the priority level, the averaging window, and the maximum data burst volume. If one or more of the priority level, the averaging window or the maximum data burst volume are not contained in the PC5 QoS profile, their default values apply;
8)	a list of NR-PC5 unicast security policies. Each entry in the list contains an NR-PC5 unicast security policy composed of:
i)	one or more V2X service identifiers;
ii)	the signalling integrity protection policy for the V2X service identifier(s);
iii)	the signalling ciphering policy for the V2X service identifier(s);
iv)	 the user plane integrity protection policy for the V2X service identifier(s);
v)	the user plane ciphering policy for the V2X service identifier(s); and
vi)	one or more geographical areas where the NR-PC5 unicast security policy applies; and
9)	a list of V2X service identifier to default mode of communication mapping rules. Each mapping rule contains one or more V2X service identifiers and the default mode of communication (one of unicast, groupcast or broadcast).
***** Next change *****
[bookmark: _Toc22039973][bookmark: _Toc25070683][bookmark: _Toc34388598][bookmark: _Toc34404369][bookmark: _Toc45282197][bookmark: _Toc45882583][bookmark: _Toc51951133][bookmark: _Toc59208887][bookmark: _Toc68196215]6.1.2.2.2	PC5 unicast link establishment procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for V2X service over PC5;
b)	the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing PC5 unicast links within the initiating UE;
d)	the link layer identifier for the destination UE (i.e. the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g. pre-configured, obtained as specified in clause 5.2.3 or known via prior V2X communication);
NOTE 1:	In the case where different V2X services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for V2X communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for V2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR. The UE considers that it is not served by E-UTRA and not served by NR if the following conditions are met:
1)	not served by NR and not served by E-UTRA for V2X communication over PC5;
2)	in limited service state as specified in 3GPP TS 23.122 [2], if the reason for the UE being in limited service state is one of the following;
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [9];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [6]; or
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [6]; or
3)	in limited service state as specified in 3GPP TS 23.122 [2] for reasons other than i), ii) or iii) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.3;
f)	there is no existing PC5 unicast link for the pair of peer application layer IDs, or there is an existing PC5 unicast link for the pair of peer application layer IDs and:
1)	the network layer protocol of  the existing PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this V2X service; or
2)	the security policy (either signalling security policy or user plane security policy) corresponding to the V2X service identifier is not compatible with the security policy of the existing PC5 unicast link; and
g)	the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE's application layer ID received from upper layers; 
b)	shall include the V2X service identifier(s) received from upper layer;
c)	shall include the target user info set to the target UE's application layer ID if received from upper layers or if the destination layer-2 ID is the unicast layer-2 ID of target UE;
d)	shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 2:	The Key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;
g)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and
i)	shall include its UE PC5 unicast signalling security policy. In the case where the different V2X services are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service, each of the signalling security polices of those V2X services shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signalling, and start timer T5000. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running. If the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message (i.e. V2X service oriented PC5 unicast link establishment procedure), the initiating UE shall handle multiple DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple PC5 unicast links before the expiry of timer T5000.
NOTE 3:	In order to ensure successful PC5 unicast link establishment, T5000 should be set to a value larger than the sum of T5006 and T5007.


Figure 6.1.2.2.2: UE oriented PC5 unicast link establishment procedure 
Initiating UE
Target UEs
Start T5000
DIRECT LINK ESTABLISHMENT REQUEST
DIRECT LINK ESTABLISHMENT ACCEPT
T5000 expires
DIRECT LINK ESTABLISHMENT ACCEPT

Figure 6.1.2.2.3: V2X service oriented PC5 unicast link establishment procedure
***** Next change *****
[bookmark: _Toc45282233][bookmark: _Toc45882619][bookmark: _Toc51951169][bookmark: _Toc59208923][bookmark: _Toc68196251]6.1.2.6.5	PC5 unicast link authentication procedure not accepted by the target UE
If the DIRECT LINK AUTHENTICATION REQUEST message cannot be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION REJECT message. In this message, the target UE shall include a PC5 signalling protocol cause IE indicating one of the following cause values:
#6:	authentication failure;
#5:	lack of resources for PC5 unicast link.
If this PC5 unicast link authentication procedure is triggered during the PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR PC5 unicast links has been reached, then the target UE shall send a DIRECT LINK AUTHENTICATION REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
After the DIRECT LINK AUTHENTICATION REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure if the ongoing procedure is the PC5 unicast link establishment procedure and the Target user info is included in the DIRECT LINK ESTABLISHMENT REQUEST message.
Upon receipt of the DIRECT LINK AUTHENTICATION REJECT message, the initiating UE shall stop timer T5006 and abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
***** Next change *****
[bookmark: _Toc34388650][bookmark: _Toc34404421][bookmark: _Toc45282251][bookmark: _Toc45882637][bookmark: _Toc51951187][bookmark: _Toc59208941][bookmark: _Toc68196270]6.1.2.8.5.2	Abnormal cases at the target UE
a)	Timer T5005 expires.
	The target UE shall:
1)	initiate a PC5 unicast link keep-alive procedure to check the link; or
2)	initiate the PC5 unicast link release procedure.
	Whether the UE chooses 1) or 2) is left to UE implementation.
b)	The target UE receives a DIRECT LINK KEEPALIVE REQUEST message with a keep-alive counter value lower than the value which the target UE had included in the last sent DIRECT LINK KEEPALIVE RESPONSE message.
		The target UE shall discard the DIRECT LINK KEEPALIVE REQUEST message.
c)	The target UE receives a DIRECT LINK KEEPALIVE REQUEST message if there is a pending PC5 signalling message or PC5 user plane data to be sent to the initiating UE over this PC5 unicast link.
	The target UE:
1)	shall pass this PC5 signalling message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication,  or perform the data transmission over PC5 unicast link as specified in clause 6.1.2.9; and
2)	shall consider transmission of this PC5 signalling message or PC5 user plane data to be an implicit DIRECT LINK KEEPALIVE RESPONSE message and skip generating a DIRECT LINK KEEPALIVE RESPONSE message. If a maximum inactivity period is included in the DIRECT LINK KEEPALIVE REQUEST message, the target UE shall stop T5005, if running, and start T5005 with its value set to the maximum inactivity period.
***** Next change *****
[bookmark: _Toc45282394][bookmark: _Toc45882780][bookmark: _Toc51951330][bookmark: _Toc59209107][bookmark: _Toc68196439]8.4.15	UE PC5 unicast signalling security policy
The purpose of the UE PC5 unicast signalling security policy information element is to indicate the UE’s configuration for integrity protection and ciphering of PC5 signalling messages.
The UE PC5 unicast signalling security policy is a type 3 information element with a length of 2 octets.
The UE PC5 unicast signalling security policy information element is coded as shown in figure 8.4.15.1.1 and table 8.4.15.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE PC5 unicast signalling security policy IEI
	octet 1

	0
spare
	Signalling ciphering policy
	0
spare
	Signalling integrity protection policy
	octet 2



Figure 8.4.15.1: UE PC5 unicast signalling security policy information element
Table 8.4.15.1: UE PC5 unicast signalling security policy information element
	Signalling integrity protection policy (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	Signalling integrity protection not needed

	0
	0
	1
	
	Signalling integrity protection preferred

	0
	1
	0
	
	Signalling integrity protection required

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a signalling integrity protection policy value that the UE does not understand, the UE shall interpret the value as 010 "Signalling integrity protection required".

Signalling ciphering policy (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	Signalling ciphering not needed

	0
	0
	1
	
	Signalling ciphering preferred

	0
	1
	0
	
	Signalling ciphering required

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a signalling ciphering policy value that the UE does not understand, the UE shall interpret the value as 010 "Signalling ciphering required".

Bit 4 and 8 of octet 2 are spare and shall be coded as zero.
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