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	Reason for change:
	C4-200827 modified the Authentication Information Retrieval service to return a “403 Forbidden” if the CagId as part of the AuthenticationInfoRequest data type does not match any of the CagId values in the Allowed Cag List. The CR was based on 23.501-g30 Section 5.30.3.4 which stated “During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF”. This statement was removed from 23.501 as part of 23.501-g40.

The UE no longer provides the CAG ID to the NG-RAN. Instead the text (see 23.502-g60 Section 5.30.3.4) has been changed to:

During transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell:

· The AMF shall verify whether UE access is allowed by Mobility    Restrictions:

NOTE 2:	It is assumed that the AMF is made aware of the supported CAG  Identifier(s) of the CAG cell by the NG-RAN.

· If at least one of the CAG Identifier(s) received from the NG-RAN is part of the UE's Allowed CAG list, then the AMF accepts the NAS request;

From 38.413 Section 9.3.3.47 the Cell CAG List sent from the RAN to the AMF is a maximum of 12 for R16.

To maintain the intent of C4-200827 the CagID within the AuthenticationInfoRequest Data Type has been replaced with a list of CAG IDs support by the CAG cell on which the UE is performing the authentication procedure on.

	
	

	Summary of change:
	1.	The AMF will sent the list of CAG IDs for the CAG cell on which the UE is performing the initial registration procedure along with the SUCI to the AUSF and 
2.	The AUSF forwards the list of CAG IDs and SUCI to the UDM. 
The UDM deconceals the SUCI and checks whether any of the CagIDs in the list of CAG IDs are in the allowed CAG List for the UE.  If not, the UDM rejects the registration procedure without executing the authentication procedure.

	
	

	Consequences if not approved:
	The UDM cannot perform UE mobility restrictions based on CAG.  Unnecessary authentication procedures will be executed.
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[bookmark: _Toc24937542][bookmark: _Toc33962357]* * * First Change * * * *

[bookmark: _Toc11338422][bookmark: _Toc27585033][bookmark: _Toc36456985][bookmark: _Toc45027868][bookmark: _Toc45028703][bookmark: _Toc51867464]5.4.2.2.2	Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] clause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.	The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information.
2a.	The UDM responds with "200 OK" with the message body containing the authentication data information.
	The AUSF shall store the authentication data information for subsequent authentication processing. If the AUSF is configured to store Kausf (e.g. based on its support of SoRProtection / UPUProtection service operations), the AUSF shall preserve the Kausf and related information (e.g. SUPI) after the completion of the primary authentication.
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, none of the CAG IDs in the CAG cell match any of the CAG IDs  is not in the allowed CAG list, access barring or roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.


* * * Second Change * * * *
[bookmark: _Toc11338737][bookmark: _Toc27585433][bookmark: _Toc36457439][bookmark: _Toc45028354][bookmark: _Toc45029189][bookmark: _Toc51867951]6.3.6.2.2	Type: AuthenticationInfoRequest
Table 6.3.6.2.2-1: Definition of type AuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	servingNetworkName
	ServingNetworkName
	M
	1
	See 3GPP TS 33.501 [6] clause 6.1.1.4

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS; see 3GPP TS 33.501 [6] clause 7.5

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	ausfInstanceId
	NfInstanceId
	M
	1
	NF Instance Id of the AUSF

	cellCagInfo cagId
	array(CagId) CagId
	O
	1..N
	CAG List ID of the CAG cell.

	n5gcInd
	boolean
	O
	0..1
	N5GC device Indicator indicates whether the user uses a N5GC device:
See 3GPP TS 33.501 [6]
true: N5GC device
false (default): used device is 5G capable
See NOTE

	NOTE:	The attribute n5gcInd is used for EAP-TLS, which is described in the informative annex O of 3GPP TS 33.501 [6] and is not mandatory to support.






* * * Third Change * * * *

[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418][bookmark: _Toc51868181]A.4	Nudm_UEAU API

*************************Skipped for Clarity***************************************


# COMPLEX TYPES:

    AuthenticationInfoRequest:
      type: object
      required:
        - servingNetworkName
        - ausfInstanceId
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        ausfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        cellCcagInfoId:
          type: array
          items:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/CagId'
          minItems: 1
        n5gcInd:
          type: boolean
          default: false

    AuthenticationInfoResult:
      type: object
      required:
        - authType
      properties:
        authType:
          $ref: '#/components/schemas/AuthType'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        authenticationVector:
          $ref: '#/components/schemas/AuthenticationVector'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

    AuthenticationVector:
      oneOf:
        - $ref: '#/components/schemas/AvEapAkaPrime'
        - $ref: '#/components/schemas/Av5GHeAka'
      discriminator:
        propertyName: avType
        mapping:
          5G_HE_AKA: '#/components/schemas/Av5GHeAka'
          EAP_AKA_PRIME: '#/components/schemas/AvEapAkaPrime'

    AvEapAkaPrime:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - ckPrime
        - ikPrime
      properties:
        avType:
          $ref: '#/components/schemas/AvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        ckPrime:
          $ref: '#/components/schemas/CkPrime'
        ikPrime:
          $ref: '#/components/schemas/IkPrime'

    Av5GHeAka:
      type: object
      required:
        - avType
        - rand
        - xresStar
        - autn
        - kausf
      properties:
        avType:
          $ref: '#/components/schemas/AvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xresStar:
          $ref: '#/components/schemas/XresStar'
        autn:
          $ref: '#/components/schemas/Autn'
        kausf:
          $ref: '#/components/schemas/Kausf'

    ResynchronizationInfo:
      type: object
      required:
        - rand
        - auts
      properties:
        rand:
          $ref: '#/components/schemas/Rand'
        auts:
          $ref: '#/components/schemas/Auts'

    AuthEvent:
      type: object
      required:
        - nfInstanceId
        - success
        - timeStamp
        - authType
        - servingNetworkName
      properties:
        nfInstanceId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/NfInstanceId'
        success:
          $ref: '#/components/schemas/Success'
        timeStamp:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/DateTime'
        authType:
          $ref: '#/components/schemas/AuthType'
        servingNetworkName:
          $ref: '#/components/schemas/ServingNetworkName'
        authRemovalInd:
          type: boolean
          default: false

    RgAuthCtx:
      type: object
      required:
        - authInd
      properties:
        authInd:
          type: boolean
          default: false
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    HssAuthenticationInfoRequest:
      type: object
      required:
        - hssAuthType
        - numOfRequestedVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthType:
          $ref: '#/components/schemas/HssAuthType'
        numOfRequestedVectors:
          $ref: '#/components/schemas/NumOfRequestedVectors'
        requestingNodeType:
          $ref: '#/components/schemas/NodeType'
        servingNetworkId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        anId:
          $ref: '#/components/schemas/AccessNetworkId'


    HssAuthenticationInfoResult:
      type: object
      required:
        - hssAuthenticationVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthenticationVectors:
          $ref: '#/components/schemas/HssAuthenticationVectors'

    HssAuthenticationVectors:
      oneOf:
        - type: array
          items:
            $ref: '#/components/schemas/AvEpsAka'
          minItems: 1
          maxItems: 5
        - type: array
          items:
            $ref: '#/components/schemas/AvImsGbaEapAka'
          minItems: 1
          maxItems: 5
        - type: array
          items:
            $ref: '#/components/schemas/AvEapAkaPrime'
          minItems: 1
          maxItems: 5

    AvEpsAka:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - kasme
      properties:
        avType:
          $ref: '#/components/schemas/HssAvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        kasme:
          $ref: '#/components/schemas/Kasme'

    AvImsGbaEapAka:
      type: object
      required:
        - avType
        - rand
        - xres
        - autn
        - ck
        - ik
      properties:
        avType:
          $ref: '#/components/schemas/HssAvType'
        rand:
          $ref: '#/components/schemas/Rand'
        xres:
          $ref: '#/components/schemas/Xres'
        autn:
          $ref: '#/components/schemas/Autn'
        ck:
          $ref: '#/components/schemas/ConfidentialityKey'
        ik:
          $ref: '#/components/schemas/IntegrityKey'


image1.emf
NF service 

consumer

UDM

1. POST …/{supiOrSuci}/security-information/generate-auth-data

(serving network name, resync. info)

2a. 200 OK (AuthenticationInfoResult)

2b. 403 Forbidden


Microsoft_Visio_2003-2010_Drawing.vsd
NF service consumer


UDM


1. POST …/{supiOrSuci}/security-information/generate-auth-data
(serving network name, resync. info)


2a. 200 OK (AuthenticationInfoResult)
2b. 403 Forbidden



