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* * * * Begin of Changes * * * *
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[3]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	IETF RFC 793: "Transmission Control Protocol".
[7]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[8]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[9]	OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[10]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[11]	IETF RFC 7231: "Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content".
[12]	IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".
[13]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".
[14]	IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
[15]	3GPP TS 23.003: "Numbering, addressing and identification".
[16]	IETF RFC 5681: "TCP Congestion Control".
[17]	3GPP TS 33.501: "Security Architecture and Procedures for 5G System".
[18]	IANA: "SMI Network Management Private Enterprise Codes", http://www.iana.org/assignments/enterprise-numbers.
[19]	IETF RFC 7944: "Diameter Routing Message Priority".
[20]	IETF RFC 7234: "Hypertext Transfer Protocol (HTTP/1.1): Caching".
[21]	IETF RFC 7235: " Hypertext Transfer Protocol (HTTP/1.1): Authentication".
[22]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[23]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[24]	IETF RFC 7232: "Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests".
[25]	IETF RFC 7516: "JSON Web Encryption (JWE)".
[26]	IETF RFC 7515: "JSON Web Signature (JWS)".
[27]	3GPP TS 29.573: "5G System: Public Land Mobile Network (PLMN) Interconnection; Stage 3".
[28]	3GPP TS 29.502: "5G System; Session Management Services; Stage 3".
[29]	3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".
[30]	Void.
[31]	3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[32]	3GPP TS 29.531: "5G System; Network Slice Selection Services; Stage 3".
[33]	IETF RFC 7694: "Hypertext Transfer Protocol (HTTP) Client-Initiated Content-Encoding".
[34]	IETF RFC 1952: "GZIP file format specification version 4.3".
[bookmark: _Hlk494379414][35]	3GPP TS 29.525: "5G System; UE Policy Control Service; Stage 3".
[36]	IETF RFC 3040: "Internet Web Replication and Caching Taxonomy".
[37]	IETF RFC 5322: "Internet Message Format".
[38]	3GPP TS 23.527: "5G System; Restoration Procedures".
[39]	3GPP TS 29.303: "Domain Name System Procedures; Stage 3".
[40]	3GPP TS 29.515: "5G System; GMLC Services; Stage 3".
[41]	IETF RFC 7519: "JSON Web Token (JWT)".
[42]	3GPP TS 32.291: "5G System; charging service; Stage 3".
[43]	IETF RFC 5234: "Augmented BNF for Syntax Specifications: ABNF".
[44]	3GPP TS 29.526: "5G System; Network Slice-Specific Authentication and Authorization (NSSAA) Services; Stage 3".
[xx]	3GPP TS 29.562: " 5G System; Home Subscriber Server (HSS) Services for interworking with the IP Multimedia Subsystem (IMS); Stage 3".
* * * * Next Change * * * *
5.2.3.3.1	General
The 3GPP NF Services may support the HTTP custom headers specified in Table 5.2.3.3-1 below. A description of each custom header and the normative requirements on when to include them are also provided in Table 5.2.3.3-1.
Table 5.2.3.3-1: Optional HTTP custom headers
	Name
	Reference
	Description

	3gpp-Sbi-Sender-Timestamp
	Clause 5.2.3.3.2
	This header may be used to indicate the date and time (with a millisecond granularity) at which an HTTP request or response is originated. This may be used e.g. for measuring signalling delays between different NF service instances. 

	3gpp-Sbi-Max-Rsp-Time
	Clause 5.2.3.23.3
	This header may be used in a HTTP request to indicate the duration during which the HTTP client waits for a response. See clause 6.11.2.

	3gpp-Sbi-Correlation-Info
	Clause 5.2.3.3.x
	This header may be used to contain correlation information (e.g. UE identity), that may be used by an operator in various offline network management, performance analysis and troubleshooting tools/applications to identify messages (requests, responses, subscriptions, notifications) related to a particular subscriber. See clause 6.x.




* * * * Next Change * * * *
[bookmark: _Toc19708939][bookmark: _Toc27745010][bookmark: _Toc29803163][bookmark: _Toc35969912][bookmark: _Toc36050706][bookmark: _Toc44847418][bookmark: _Toc51845070][bookmark: _Toc51845401][bookmark: _Toc51846921][bookmark: _Hlk52808941]5.2.3.3.X	3gpp-Sbi-Correlation-Info
The header contains correlation information e.g. UE identifier related to the HTTP request or response. 
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Correlation-Info="3gpp-Sbi-Correlation-Info" ":" OWS correlationinfo *(";" OWS correlationinfo)
NOTE 1:	The possibility to include more than 1 correlationinfo parameter in the 3gpp-Sbi-Correlation-Info header is kept for future extensibility.
correlationinfo = ctype "-" cvalue
ctype = "imsi" / "impi" / "suci" / "nai" / "gci" / "gli" / "impu" / "msisdn" / "extid" / "imei" / "imeisv" / "mac" / "eui" / token
NOTE 2:	token is defined for future extensibility. See clause 3.2.6 of IETF RFC 7230 [12] for the "token" type definition.
The token of ctype shall not use the dash ("-") character.
cvalue = 1*tchar
The format of cvalue shall comply with the data type description provided in Table 5.2.3.3.x‑1.
Table 5.2.3.3.x-1: cvalue format
	ctype
	Description

	imsi
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for IMSI and starting after the string "imsi-"

	impi
	imsUeId format defined in Table 6.1.3.2.2‑1 of TS 29.562 [xx] for IMPI and starting after the string "impi-"

	suci
	SupiOrSuci format defined in Table 5.3.2‑1 of TS 29.571 [13] for SUCI and starting after the string "suci-"

	nai
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for NAI and starting after the string "nai-"

	gci
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for GCI and starting after the string "gci-"

	gli
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for GLI and starting after the string "gli-"

	impu
	imsUeId format defined in Table 6.1.3.2.2‑1 of TS 29.562 [xx] for IMPU and starting after the string "impu-". Depending on whether the IMPU contains a SIP URI or a TEL URI, the corresponding pattern from the definition of imsUeId in Table 6.1.3.2.2‑1 of TS 29.562 [x] shall be used.

	msisdn
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for MSISDN and starting after the string "msisdn-"

	extid
	VarUeId format defined in Table 5.2.2‑1 of TS 29.571 [13] for External Identifier and starting after the string "extid-"

	imei
	Pei format defined in Table 5.3.2‑1 of TS 29.571 [13] for IMEI and starting after the string "imei-"

	imeisv
	Pei format defined in Table 5.3.2‑1 of TS 29.571 [13] for IMEISV and starting after the string "imeisv-"

	mac
	Pei format defined in Table 5.3.2‑1 of TS 29.571 [13] for MAC address and starting after the string "mac-"

	eui
	Pei format defined in Table 5.3.2‑1 of TS 29.571 [13] for IEEE Extended Unique Identifier (EUI-64) and starting after the string "eui-"



EXAMPLE 1:	When UE identifier used is SUPI and SUPI type is an IMSI: 
3gpp-Sbi-Correlation-Info: imsi-345012123123123
EXAMPLE 2:	When UE identifier used is PEI and PEI type is an IMEISV:
3gpp-Sbi-Correlation-Info: imeisv-3550121231231230
EXAMPLE 3:	When UE identifier used is PEI and PEI type is a MAC address:
3gpp-Sbi-Correlation-Info: mac-00-00-5E-00-53-00
EXAMPLE 4:	When UE identifier used is GPSI and GPSI type is an MSISDN:
3gpp-Sbi-Correlation-Info: msisdn-1234567890
EXAMPLE 5:	When UE identifier used is GPSI and GPSI type is an External Identifier:
3gpp-Sbi-Correlation-Info: extid-123456789@domain.com

* * * * Next Change * * * *
6.X	SBI messages correlation for network troubleshooting
6.x.1	General
The procedures defined in this clause provide means for correlating 5GC internal SBI messages (request or response) with a UE identity, by network management tools or probes that are used for network performance analysis and troubleshooting.
The procedures are optional to support. When supported, the use of these procedures is dependent on operator's policy, regulatory guidelines and security considerations. 
6.x.2	SBI messages correlation using UE identifier
6.x.2.1	General
The procedure enables network analytics tools or probes, to easily identify messages that were exchanged for a given UE. When supported and configured to be used by operator's policy, an NF service consumer or NF service producer may include the UE identity in 3gpp-Sbi-Correlation-Info header, to identify the UE related to the HTTP request or response, as further defined in clause 6.x.2.2.
When included in an HTTP request or response, the 3gpp-Sbi-Correlation-Info header should contain only one UE identifier.
The NF should comply with 5GC SBI interface specific and security requirements while selecting a UE identifier to be included in the 3gpp-Sbi-Correlation-Info header. Additionally, based on operator’s policy and regulatory requirements some UE identifiers may be not be allowed in the 3gpp-Sbi-Correlation-Info header for certain HTTP request or response messages.
6.x.2.2	Principles
An HTTP client originating a request may include in the request the 3gpp-Sbi-Correlation-Info header containing the UE identity that is related to the request. The HTTP client should use the SUPI in the 3gpp-Sbi-Correlation-Info header when it is available. If the SUPI is not available, the header should contain a UE identity that is known to the NF and is the most appropriate for the message context.
Upon receipt of a request that includes the 3gpp-Sbi-Correlation-Info header, the HTTP server, if it supports this header, may include the header in the response sent to the HTTP client, with the same UE identity that was contained in the 3gpp-Sbi-Correlation-Info header of the received HTTP request. If the HTTP request creates a subscription to notifications and the HTTP server supports this header, it should store the UE identifier received in the header and should include the header containing the stored UE identifier in subsequent callback notification requests. The HTTP server may include the 3gpp-Sbi-Correlation-Info header in a successful response even when the header is not included in the request received from the the HTTP client. 
In an HTTP error response, the HTTP server may include the same UE identifier that was received in the 3gpp-Sbi-Correlation-Info header of the HTTP request or should not include the 3gpp-Sbi-Correlation-Info header if the header was not included in the HTTP request.
When forwarding a request or response that includes the 3gpp-Sbi-Correlation-Info header, the SCP should forward this header unmodified. In an inter-PLMN scenario, the SEPP may remove the header based on operator policies and regulatory requirements.
* * * * End of Changes * * * *

