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	The operation to retrieve AVs from UDM upon request from HSS, does not contain a 403 Forbidden response code. Following the same approach as in the rest of operations in Nudm_UEAU API, the 404 response code should be used when the UE does not exist at all, and the 403 response code should be used when the operation cannot be authorized due to, e.g. missing certain requires subscription data, or not being allowed to use a certain authentication method.
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[bookmark: _Toc27585040][bookmark: _Toc36456993][bookmark: _Toc45027876][bookmark: _Toc45028711][bookmark: _Toc51867472][bookmark: _Toc20204441][bookmark: _Toc27895140][bookmark: _Toc36192237][bookmark: _Toc45193350]5.4.2.4.2	HSS Authentication Vector Retrieval
Figure 5.4.2.4.2-1 shows a scenario where the NF service consumer (HSS) retrieves authentication vector(s) for the UE from the UDM (see also 3GPP TS 23.632 [32] clause 5.6.3). The request contains the UE's identity (SUPI), the authentication method, serving network id, and may contain resynchronization info.



Figure 5.4.2.4.2-1: NF service consumer requesting authentication vector(s)
1.	The NF service consumer sends a POST request (custom method: generate-av) to the resource representing the UE's HSS security information; the type of requested AV is included as part of the resource URI.
2a.	The UDM responds with "200 OK" with the message body containing the authentication vector(s).
2b.	If the operation cannot be authorized due to e.g UE does not have required subcription data, HTTP status code "4043 Not FoundForbidden" should be returned including additional error information in the response body (in "ProblemDetails" element).
2c.	If the user does not exist, HTTP status code "404 Not Found" shall be returned including additional error information in the response body (in the "ProblemDetails" element). 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.
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6.3.3.5.4.2	Operation: generate-av
[bookmark: _Toc27585425][bookmark: _Toc36457427][bookmark: _Toc45028342][bookmark: _Toc45029177][bookmark: _Toc51867939]6.3.3.5.4.2.1	Description
This custom operation is used by the NF service consumer (HSS) to request calculation of authentication vector(s) for the provided SUPI and the requested authentication method.
[bookmark: _Toc27585426][bookmark: _Toc36457428][bookmark: _Toc45028343][bookmark: _Toc45029178][bookmark: _Toc51867940]6.3.3.5.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 6.3.3.5.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.5.4.2.2-2.
Table 6.3.3.5.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	HssAuthenticationInfoRequest
	M
	1
	Contains the authentication method, number of requested vectors, serving network id and resynchronization information



Table 6.3.3.5.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	HssAuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing authentication vector(s) shall be returned. 

	ProblemDetails
	O
	0..1
	404 Not Found
	The "cause" attribute may be used to indicate the following application error:
- USER_NOT_FOUND

	ProblemDetails
	O
	0..1
	403 Forbidden
	The "cause" attribute may be used to indicate one of the following application errors:
- AUTHENTICATION_REJECTED

	ProblemDetails
	O
	0..1
	501 Not Implemented
	The "cause" attribute may be used to indicate the following application error:
- UNSUPPORTED_AUTHENTICATION_METHOD

This response shall not be cached.

	NOTE:	In addition, common data structures as listed in table 5.2.7.1-1 of 3GPP TS 29.500 [4] are supported.
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A.4	Nudm_UEAU API

(... text not shown for clarity ...)

  /{supi}/hss-security-information/{hssAuthType}/generate-av:
    post:
      summary: Generate authentication data for the UE in EPS or IMS domain
      operationId: GenerateAv
      tags:
        - Generate HSS Authentication Vectors
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        - name: hssAuthType
          in: path
          description: Type of AV requested by HSS
          required: true
          schema:
            $ref: '#/components/schemas/HssAuthTypeInUri'
      requestBody:
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/HssAuthenticationInfoRequest'
        required: true
      responses:
        '200':
          description: Expected response to a valid request
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/HssAuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          description: Unexpected error


(... text not shown for clarity ...)

* * * End of Changes * * * *
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