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	Reason for change:
	- CR C4-203313 "HSS-AV-Generation" to TS29.505 introduced new requesting node type values to the lastIndexes attribute of the SequenceNumber type.

However, it is currently not possible for the HSS to inform the UDM what the serving node type is. The HssAuthType provides information about the auth type but the operation doesn’t include any details about the requesting node type.

- The HSSAuthType and HssAvType do not support a value for UMTS AKA

	
	

	Summary of change:
	-Add the request node type in the HssAuthenticationInforequest type.
-Add a value of UMTS_AKA to the HSSAuthType and HssAvType.
-Add a description to the HssAuthenticationVectors data type to indicat that AvImsGbaEapAka is also applicable to UMTS AKA.

	
	

	Consequences if not approved:
	The UDM can’t retrieve appropriate ‘lastIndexes’ value from UDR and hence  can not generate the proper AV for the requesting node type.
The HSS cannot request UMTS AKA vectors from the UDM.

	
	

	Clauses affected:
	6.3.6.2.10, 6.3.6.2.12, 6.3.6.3.5, 6.3.6.3.6, 6.3.6.3.x , A4
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	Other comments:
	This CR introduces backwards compatible corrections, with impacts on the following APIs:
- TS29503_Nudm_UEAU.yaml

	
	

	This CR's revision history:
	rev2: corrected yaml (missing colon):
        requestingNodeType:
          $ref: '#/components/schemas/NodeType'

rev3:
[bookmark: _GoBack]Corrected the cardinality of the requestingNodeType in Table 6.3.6.2.10-1 and added Ericsson as a source to the TSG.
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[bookmark: _Toc24937542][bookmark: _Toc33962357]* * * First Change * * * *
[bookmark: _Toc27585441][bookmark: _Toc36457447][bookmark: _Toc45028362][bookmark: _Toc45029197]6.3.6.2.10	Type: HssAuthenticationInfoRequest
Table 6.3.6.2.10-1: Definition of type HssAuthenticationInfoRequest
	Attribute name
	Data type
	P
	Cardinality
	Description

	hssAuthType
	HssAuthType
	M
	1
	Indicates the authentication method.

	numOfRequestedVectors
	NumOfRequestedVectors
	M
	1
	Maximum 5 vectors are allowed per service request.

	requestingNodeType
	NodeType
	C
	0..1
	Indicates the requesting node type. Should be included when known by the HSS.

	servingNetworkId
	PlmnId
	C
	0..1
	Shall be present if the authentication method is EPS_AKA.

	resynchronizationInfo
	ResynchronizationInfo
	O
	0..1
	Contains RAND and AUTS.

	anId
	AccessNetworkId
	O
	0..1
	Contains the Access Network ID used in the derivation of authentication vectors in EAP-AKA'.

	supportedFeatures
	SupportedFeatures
	O
	0..1
	See clause 6.3.8

	NOTE:	For GBA authentication type, the number of requested vectors shall be set to 1; for other authentication types, the number of generated vectors by UDM, may be less than the number of requested vectors.



[bookmark: _Toc27585451][bookmark: _Toc36457457][bookmark: _Toc45028372][bookmark: _Toc45029207]* * * Next Change * * * *
[bookmark: _Toc27585443][bookmark: _Toc36457449][bookmark: _Toc45028364][bookmark: _Toc45029199]6.3.6.2.12	Type: HssAuthenticationVectors
Table 6.3.6.2.12-1: Definition of type HssAuthenticationVectors as a list of alternatives
	Data type
	Cardinality
	Description

	array(AvEpsAka)
	1
	

	array(AvImsGbaEapAka)
	1
	This data type is also used for UMTS AKA.

	array(AvEapAkaPrime)
	1
	



* * * Next Change * * * *
6.3.6.3.5	Enumeration: HssAuthType
Table 6.3.6.3.5-1: Enumeration HssAuthType
	Enumeration value
	Description

	"EPS_AKA"
	

	"EAP_AKA"
	

	"EAP_AKA_PRIME"
	EAP-AKA'

	"IMS_AKA"
	

	"GBA_AKA"
	

	"UMTS_AKA"
	



* * * Next Change * * * *
[bookmark: _Toc27585452][bookmark: _Toc36457458][bookmark: _Toc45028373][bookmark: _Toc45029208]6.3.6.3.6	Enumeration: HssAvType
Table 6.3.6.3.6-1: Enumeration HssAvType
	Enumeration value
	Description

	"EPS_AKA"
	

	"EAP_AKA"
	

	"IMS_AKA"
	

	"GBA_AKA"
	

	"UMTS_AKA"
	



* * * Next Change * * * *
6.3.6.3.x	Enumeration: NodeType
Table 6.3.6.3.x-1: Enumeration NodeType
	Enumeration value
	Description

	"AUSF"
	This value is not applicable to the HSS.

	"VLR"
	

	"SGSN"
	

	"S_CSCF"
	

	"BSF"
	

	"GAN_AAA_SERVER"
	

	“WLAN_AAA_SERVER”
	

	“MME”
	



* * * Next Change * * * *
[bookmark: _Toc27585641][bookmark: _Toc36457664][bookmark: _Toc45028583][bookmark: _Toc45029418]A.4	Nudm_UEAU API
openapi: 3.0.0
info:
  version: '1.1.0'
  title: 'NudmUEAU'
  description: |
    UDM UE Authentication Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.

externalDocs:
  description: 3GPP TS 29.503 Unified Data Management Services, version 16.4.0
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.503/'

servers:
  - url: '{apiRoot}/nudm-ueau/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause clause 4.4 of 3GPP TS 29.501.

security:
  - oAuth2ClientCredentials:
    - nudm-ueau
  - {}

<contect removed for clarity>

    HssAuthenticationInfoRequest:
      type: object
      required:
        - hssAuthType
        - numOfRequestedVectors
      properties:
        supportedFeatures:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        hssAuthType:
          $ref: '#/components/schemas/HssAuthType'
        numOfRequestedVectors:
          $ref: '#/components/schemas/NumOfRequestedVectors'
        requestingNodeType:
          $ref: '#/components/schemas/NodeType'
        servingNetworkId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/PlmnId'
        resynchronizationInfo:
          $ref: '#/components/schemas/ResynchronizationInfo'
        anId:
          $ref: '#/components/schemas/AccessNetworkId'

<contect removed for clarity>


# ENUMS:

    AuthType:
      anyOf:
        - type: string
          enum:
          - 5G_AKA
          - EAP_AKA_PRIME
          - EAP_TLS
        - type: string

    AvType:
      anyOf:
        - type: string
          enum:
          - 5G_HE_AKA
          - EAP_AKA_PRIME
        - type: string

    HssAuthType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - EAP_AKA_PRIME
          - IMS_AKA
          - GBA_AKA
          - UMTS_AKA
        - type: string

    HssAvType:
      anyOf:
        - type: string
          enum:
          - EPS_AKA
          - EAP_AKA
          - IMS_AKA
          - GBA_AKA
          - UMTS_AKA
        - type: string

    HssAuthTypeInUri:
      anyOf:
        - type: string
          enum:
          - eps-aka
          - eap-aka
          - eap-aka-prime
          - ims-aka
          - gba-aka
        - type: string

    AccessNetworkId:
      anyOf:
        - type: string
          enum:
          - HRPD
          - WIMAX
          - WLAN
          - ETHERNET
        - type: string

    NodeType:
      anyOf:
        - type: string
          enum:
          - AUSF
          - VLR
          - SGSN
          - S_CSCF
          - BSF
          - GAN_AAA_SERVER
          - WLAN_AAA_SERVER
          - MME
        - type: string

* * * End of Changes * * * *
