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*************************The start of changes*************************
[bookmark: _Toc45106359][bookmark: _Toc36462451][bookmark: _Toc35936192][bookmark: _Toc34749388][bookmark: _Toc21950982][bookmark: _Toc24973359][bookmark: _Toc33835533][bookmark: _Toc34748327]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
OTA 	Over The Air
SOR-AF	Steering Of Roaming Application Function
SP-AF	Secured Packet Application Function
UDM	Unified Data Management

*************************Next change************************
[bookmark: _Toc45106370][bookmark: _Toc36462462][bookmark: _Toc35936203][bookmark: _Toc34749399][bookmark: _Toc34739445][bookmark: _Toc34739387][bookmark: _Toc34738757][bookmark: _Toc34738697][bookmark: _Toc26199107][bookmark: _Toc24759219][bookmark: _Toc22625771][bookmark: _Toc21711506]5.2.2.2.2	Secured Packet Retrieval
Figure 5.2.2.2.2-1 shows a scenario where the NF consumer (e.g. UDM or SOR-AF) sends a request to the SP-AF to provide a secured packet.
The request contains the UE's identity (/{supi}) and the UICC configuration parameter.



Figure 5.2.2.2.2-1: NF consumer requests the SP-AF to provide a secured packet
1.	The NF consumer sends a POST request (custom method: provide-secured-packet) to the resource representing the SUPI.
2a.	On success, the SP-AF responds with "200 OK", containing the requested SecuredPacket.
[bookmark: _Hlk520206353]2b.	If the resource does not exist (the supi is unknown in the SP-AF), the SP-AF returns the HTTP status code "404 Not Found", and additional error information should be included in the response body (in "ProblemDetails" element).
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

*************************Next change************************
[bookmark: _Toc45106373][bookmark: _Toc36462465][bookmark: _Toc35936206][bookmark: _Toc34749402][bookmark: _Toc34739448][bookmark: _Toc34739390][bookmark: _Toc34738760][bookmark: _Toc34738700][bookmark: _Toc26199110][bookmark: _Toc24759222][bookmark: _Toc22625774][bookmark: _Toc21711509]6.1.1	Introduction
The Nspaf_SecuredPacket service shall use the Nspaf_SecuredPacket API.
The request URI used in HTTP request from the NF service consumer towards the NF service producer shall have the structure defined in clause 4.4.1 of 3GPP TS 29.501 [5], i.e.:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificResourceUriPart>
with the following components:
-	The {apiRoot} shall be set as described in 3GPP TS 29.501 [5].
-	The <apiName> shall be "nspaf-secured-packet".
-	The <apiVersion> shall be "v1".
-	The <apiSpecificResourceUriPart> shall be set as described in clause 6.1.35.3.

*************************Next change*************************
[bookmark: _Toc45106404][bookmark: _Toc36462496][bookmark: _Toc35936237][bookmark: _Toc34749433][bookmark: _Toc34739479][bookmark: _Toc34739421][bookmark: _Toc34738791][bookmark: _Toc34738731][bookmark: _Toc26199141][bookmark: _Toc24759253][bookmark: _Toc22625811][bookmark: _Toc21711546]6.1.7.3	Application Errors
The application errors defined for the Nspaf_SecuredPacket  service are listed in Table 6.1.7.3-1.
Table 6.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	USER_NOT_FOUND
	404 Not Found
	The user does not exist



*************************Next change*************************
[bookmark: _Toc45106409][bookmark: _Toc36462501][bookmark: _Toc35936242][bookmark: _Toc34749438][bookmark: _Toc34739484][bookmark: _Toc34739426][bookmark: _Toc34738796][bookmark: _Toc34738736][bookmark: _Toc26199146][bookmark: _Toc24759258][bookmark: _Toc22625816][bookmark: _Toc21711551]A.2	Nspaf_SecuredPacket API
[bookmark: _Hlk515642979][bookmark: _Hlk515634373]openapi: 3.0.0
info:
  title: 'Nspaf_SecuredPacket'
  version: '1.0.0'
  description: |
    Nspaf Secured Packet Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[bookmark: _Hlk514243590]externalDocs:
  description: 3GPP TS 29.544, SP-AF Services, version V16.1.0
  url: http://www.3gpp.org/ftp/Specs/archive/29_series/29.544/
servers:
  - url: '{apiRoot}/nspaf-secured-packet/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501
security:
  - {}
  - oAuth2ClientCredentials:
    - nspaf-secured-packet
paths:
  /{supi}/provide-secured-packet:
    post:
      summary: request generation of a secured packet
      operationId: ProvideSecuredPacket
      tags:
        - SecuredPacket Generation (Custom Operation)
      parameters:
        - name: supi
          in: path
          description: SUPI of the user
          required: true
          schema:
            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UiccConfigurationParameter'
      responses:
        '200':
          description: Success
          content:
            application/json:
              schema:
                $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/SecuredPacket'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            nspaf-secured-packet: Access to the nspaf-secured-packet API
  schemas:

# COMPLEX TYPES:

    UiccConfigurationParameter:
      type: object
      oneOf:
        - required: [routingId ]
        - required: [steeringContainer ]
      properties:
        routingId:
          $ref: '#/components/schemas/RoutingId'
        steeringContainer:
          type: array
          items:
            $ref: 'TS29509_Nausf_SoRProtection.yaml#/components/schemas/SteeringInfo'
          minItems: 1

# SIMPLE TYPES:

    RoutingId:
      type: string
      pattern: '^[0-9]{1,4}$'

# ENUMS:
[bookmark: _Hlk515639407]
*************************The end of changes*************************
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