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	Reason for change:
	To allow for TLS protection between the SEPP and Network Functions within a PLMN, the SEPP shall support TLS wildcard certificate for its domain name and generation of telescopic FQDN based. 

The use of telescopic FQDN has the following main drawbacks: 
 
a) this requires the SEPP to modify URIs into telescopic FQDNs in HTTP requests and responses it forwards (e.g. NRF Discovery responses, Callback URIs, etc). This means the SEPP shall be application aware, i.e. aware of the JSON payloads of all APIs. 

b) this causes operational complexity, overhead and rigidity when new APIs are defined or existing APIs are extended with URI attributes since the SEPP needs to be upgraded in first place. Failure to do so would result in TLS handshake failures and failures to support the APIs. 

c) this requires HTTP clients to request the SEPP to generate the telescopic FQDN to use for any target FQDN, i.e. this adds extra signaling between the NF and SEPP whenever an HTTP request needs to be sent for a new target URI for which the HTTP client does not have a cached telescopic FQDN.

d) this creates additional complexity and overhead for deployments with multiple SEPPs, as an HTTP request may be routed through a different SEPP than the SEPP that generated the telescopic FQDN. 

e) this requires the issuance and deployment of wildcard TLS certificates (and corresponding costs to do so).

In Rel-16 (eSBA), CT4 has designed the routing procedure for indirect communication with TLS using a new 3gpp-Sbi-Target-apiRoot. The procedure does not require wildcard certicates nor the SCP to be application aware and to modify HTTP request and response payloads on the fly. 

It would be much beneficial to enable the option to use the 3gpp-Sbi-Target-apiRoot in HTTP requests between the NFs and SEPP, as an alternative to using wildcard certificates and telescopic FQDNs. Beyond solving all the above drawbacks, this would also harmonize the routing mechanisms supported with SCP and SEPP.


	
	

	Summary of change:
	The 3gpp-Sbi-Target-apiRoot header may be used in HTTP requests from NFs to the SEPP.  

If so, HTTP requests between the NFs and the SEPP are routed as specified for indirect communications with TLS, with the SEPP taking the role of the SCP. 

Whether the SEPP and NFs within the SEPP's PLMN use telescopic FQDN or the 3gpp-Sbi-Target-apiRoot header is based on the PLMN operator's policy and is independent from the method supported and used in the remote PLMN.
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	Rev 2: the following aspects are further clarified: 
a) routing between NFs and SEPP via an SCP;
b) concurrent use of both solutions for TLS protection between NFs and SEPP, e.g. when not all NFs are upgraded to support the new alternative;
c) SEPP behaviour for HTTP requests it receives from potentially malicious or misbehaving NFs that would include both a telescopic FQDN and a 3gpp-Sbi-Target-apiRoot header.
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* * * First Change * * * *
[bookmark: _Toc19708941][bookmark: _Toc19709022]5.2.3.2.4	3gpp-Sbi-Target-apiRoot
The header contains the apiRoot of the target URI (see clause 4.4 of 3GPP TS 29.501 [5]) in a request sent to an SCP using HTTPS, when using Indirect Communication. It may also be used in a request sent to a SEPP using HTTPS (see clause 6.1.4.3.2).
The encoding of the header follows the ABNF as defined in IETF RFC 7230 [12].
3gpp-Sbi-Target-apiRoot header field  = "3gpp-Sbi-Target-apiRoot" ":" OWS scheme "://" authority ["/" prefix ]
scheme = "http" / "https"
authority = host [ ":" port ]
port = *DIGIT
prefix = token
An example is: 3gpp-Sbi-Target-apiRoot:


* * * Next Change * * * *
[bookmark: _Toc19708966]6.1.4.3	Routing across PLMN
6.1.4.3.1	General
In order to reach the correct target NF service in the right PLMN and for HTTP/2 request messages where the target URI authority component designates an origin server not in the same PLMN as the client, the ":authority" HTTP/2 pseudo-header shall contain the FQDN including the PLMN ID.
The ":authority" pseudo-header field in the HTTP/2 request message shall be set to:
	":authority" = uri-host [":" port] as specified in clause 8.1.2.3 of IETF RFC 7540 [7], excluding the [userinfo "@"] information as specified in clause 3.2 of IETF RFC 3986 [14].
Where the uri-host shall be:
-	FQDN of the target NF service or the FQDN (authority) part of a callback URI or a specified link relation
The FQDN of the target NF service or the FQDN (authority) part of a callback URI or a specified link relation shall contain the PLMN identifier.
The format of the FQDN of target NF service is specified in clause 28.5 of 3GPP TS 23.003 [15].
To allow for TLS protection between the SEPP and Network Functions within a PLMN, the SEPP shall support: 
-	TLS wildcard certificate for its domain name and generation of telescopic FQDN, as specified in clause 13.1 of 3GPP TS 33.501 [17] and in clause 6.1.4.3.2; and
-	forwarding HTTP requests originated by NFs within the SEPP's PLMN towards the remote PLMN using the 3gpp-Sbi-Target-apiRoot header as specified in clause 6.1.4.3.3.
NOTE:	Whether the SEPP and NFs within the SEPP's PLMN use telescopic FQDN or the 3gpp-Sbi-Target-apiRoot header is based on PLMN operator's policy and is independent from the method supported and used in the remote PLMN.   
Both solutions for TLS protection between the SEPP and Network Functions within a PLMN may be used concurrently in a PLMN, e.g. in the transient phase where not all NFs of the PLMN have been upgraded to support the 3gpp-Sbi-Target-apiRoot header but when the PLMN operator would like to use the solution based on the 3gpp-Sbi-Target-apiRoot header with upgraded NFs. In this case, the SEPP should skip converting URIs into telescopic FQDNs (and use the solution based on 3gpp-Sbi-Target-apiRoot header) in: 
-	HTTP responses received from the remote PLMN (e.g. including the FQDN of the target NF service) when the corresponding HTTP request contains a 3gpp-Sbi-Target-apiRoot header; 
-	HTTP requests received from the remote PLMN (e.g. including callback URIs) using SEPP policies based on the target URI (i.e. target FQDN).

6.1.4.3.2	Use of telescopic FQDN 
When using TLS wildcard certificate and telescopic FQDN between the SEPP and NFs within the SEPP's PLMN, the SEPP on the HTTP/2 client side shall form the telescopic FQDN, as specified in 3GPP TS 23.003 [15], for the following cases:
-	FQDN of the target NF service in HPLMN is modified into a telescopic FQDN by the SEPP in the VPLMN;
-	FQDN of the target NF service in VPLMN is modified into a telescopic FQDN by the SEPP in the HPLMN;
-	FQDN (authority) part of callback URI of NF service resources in VPLMN is modified into a telescopic FQDN by the SEPP in the HPLMN;
-	FQDN (authority) part of callback URI of NF service resources in HPLMN is modified into a telescopic FQDN by the SEPP in the VPLMN;
-	FQDN (authority) part of link relation URI of NF service resources in VPLMN is modified into a telescopic FQDN by the SEPP in the HPLMN;
-	FQDN (authority) part of link relation URI of NF service resources in HPLMN is modified into a telescopic FQDN by the SEPP in the VPLMN.
6.1.4.3.3	Use of 3gpp-Sbi-Target-apiRoot
When using the 3gpp-Sbi-Target-apiRoot header between the SEPP and NFs within the SEPP's PLMN, HTTP requests between the NFs and the SEPP shall be routed as specified in clause 6.10.2 for indirect communications, with the SEPP taking the role of the SCP. 
When sending an HTTP request targeting a URI with an authority of a remote PLMN, NFs shall include the 3gpp-Sbi-Target-apiRoot header in the HTTP request, containing the apiRoot of the target URI in the remote PLMN, and shall set the authority in the request URI to the FQDN of the SEPP (or to the FQDN of the SCP if the communication between the NF and SEPP goes through an SCP). 
An SCP that receives an HTTP request targeting a URI with an authority of a remote PLMN shall route the HTTP request towards the SEPP as specified in clause 6.10.2 for indirect communications, i.e. the SCP shall forward the 3gpp-Sbi-Target-apiRoot header in the HTTP request it forwards to the SEPP, containing the apiRoot of the target URI in the remote PLMN, and it shall set the the authority in the request URI to the FQDN of the SEPP.  
The SEPP shall remove the 3gpp-Sbi-Target-apiRoot header and set the apiRoot of the request URI it forwards on the N32-f interface to the apiRoot received in the 3gpp-Sbi-Target-apiRoot header from the HTTP client.
If the SEPP receives an HTTP request from a NF with a request URI containing a telescopic FQDN and with a 3gpp-Sbi-Target-apiRoot header, the SEPP shall ignore the 3gpp-Sbi-Target-apiRoot header and route the request using the telescopic FQDN.
 NOTE 1:	This is to address the case of a potentially malicious or misbehaving NF that would include the 3gpp-Sbi-Target-apiRoot header and a request URI containing a telescopic FQDN when communicating with the SEPP.
NOTE 2:	This solution does not require the SEPP to support TLS wildcard certificate for its domain name, nor the SEPP to modify URI attributes in HTTP request and response payloads with telescopic FQDNs.   
NOTE 3:	The communication between the NF and SEPP can be direct or go through an SCP.

* * * End of Change * * * *

