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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GCN
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5QI
5G QoS Identifier

AMF
Access and Mobility Management Function

ANDS
Access Network Discovery and Selection

ANDSP
Access Network Discovery and Selection Policy
AUSF
Authentication Server Function

CP
Control Plane
DHCP
Dynamic Host Configuration Protocol
DL
Downlink

DNS
Domain Name System

DSCP
Differentiated Services Code Point

ePDG
Evolved Packet Data Gateway

ESP
Encapsulating Security Payload
FQDN
Fully Qualified Domain Name
H-PCF
A PCF in the HPLMN
IP
Internet Protocol

IPsec
Internet Protocol Security
N3AN
Non-3GPP Access Network
N3IWF
Non-3GPP InterWorking Function
NAI
Network Access Identifier

NAS
Non Access Stratum

PCF
Policy control Function

PDU
Protocol Data Unit

QFI
QoS Flow Identifier

RQI
Reflective QoS Indicator
SA
Security Association 
SPI
Security Parameters Index
SUPI
Subscription Permanent Identifier
SUCI
Subscription Concealed Identifier

TCP
Transmission Control Protocol
TNAN
Trusted Non-3GPP Access Network

TNAP
Trusted Non-3GPP Access Point

TNGF
Trusted Non-3GPP Gateway Function
UL
Uplink

UP
User Plane

UPF
User Plane Function
V-PCF
A PCF in the VPLMN
WLANSP
WLAN Selection Policy
*** change ***
7.3
IKE SA establishment procedure for untrusted non-3GPP access
*** change ***
7.3.1
General

The purpose of this procedure is to establish a secure connection between the UE and the N3IWF over NWu, which is used to securely exchange NAS signalling messages between the UE and the AMF, via the N3IWF. The UE establishes a secure connection by establishing an IKE SA and first child SA to the N3IWF. The IKE SA and first child SA, called signalling IPsec SA, are created between the UE and the N3IWF after the IKE_SA_INIT exchange and after the IKE_AUTH exchange (see IETF RFC 7296 [6]). The signalling IPsec established is used to transfer NAS signalling traffic. Additional child SAs (user plane IPsec SAs) can be established between the UE and the N3IWF to transfer user-plane traffic (see subclause 7.5).
Upon completion of the N3IWF selection procedure (subclause 7.2) the UE initiates an IKE_SA_INIT exchange as specified in IETF RFC 7296 [6] (see step 2 in the registration procedure for untrusted non-3GPP access in 3GPP TS 23.502 [3]). Upon reception of the IKE_SA_INIT exchange the UE shall inform the upper layers that the access stratum is established. Upon establishment of the access stratum connection, the UE initiates IKE_AUTH exchange (see IETF RFC 7296 [6]) with EAP-5G encapsulation, as specified in subclause 7.3.2.

The UE encapsulates the initial NAS message and the AN parameters using the EAP-5G procedure as described in subclause 7.3.3. The signalling IPsec SA is established after completion of the EAP-5G procedure and IKE_AUTH exchange.

*** change ***
7.3.2.2
IKE SA and signalling IPsec SA establishment accepted by the network
If IKE SA and signalling IPsec SA establishment is accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message containing an EAP-Success message (as shown in figure 7.3.2-1), which completes the EAP-5G session. No further EAP-5G packets are exchanged.
The UE completes the IKE SA and signalling IPsec SA (first child SA) establishment procedure by initiating an IKE_AUTH exchange including an AUTH payload computed based on the N3IWF key as described in 3GPP TS 33.501 [5]. In the IKE_AUTH request message the UE additionally includes:

-
the UE shall include the INTERNAL_IP4_ADDRESS attribute, the INTERNAL_IP6_ADDRESS attribute, or both, indicating the type of IP address to be used for the IP tunnels, in the CFG_REQUEST configuration payload. The INTERNAL_IP4_ADDRESS attribute shall contain no value and the length field shall be set to 0. The INTERNAL_IP6_ADDRESS attribute shall contain no value and the length field shall be set to 0; and

-
if the UE supports IETF RFC 4555 [23], the UE may include the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23].

The N3IWF shall include in the IKE_AUTH response message containing the AUTH payload:

-
a single CFG_REPLY Configuration Payload including the INTERNAL_IP4_ADDRESS attribute with an IPv4 address assigned to the UE, the INTERNAL_IP6_ADDRESS attribute with an IPv6 address assigned to the UE, or both;

-
the NAS_IP4_ADDRESS notify payload with an N3IWF IPv4 address assigned to transport of NAS messages, if the initial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the INTERNAL_IP4_ADDRESS attribute and NAS messages are to be transmitted using IPv4 based inner IP tunnel;

-
the NAS_IP6_ADDRESS notify payload with an N3IWF IPv6 address assigned to transport of NAS messages if the initial IKE_AUTH request message contained a CFG_REQUEST configuration payload with the INTERNAL_IP6_ADDRESS attribute and NAS messages are to be transmitted using IPv6 based inner IP tunnel; 

-
the NAS_TCP_PORT notify payload with an N3IWF TCP port number assigned to transport of NAS messages; and

-
the MOBIKE_SUPPORTED notify payload as specified in IETF RFC 4555 [23], if the initial IKE_AUTH request message contained a MOBIKE_SUPPORTED configuration payload with the INTERNAL_IP4_ADDRESS attribute.

The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2. If the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute, the UE shall include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute indicating support of receiving timeout period for liveness check in the CFG_REQUEST configuration payload within the IKE_AUTH request message.
The N3IWF may include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for liveness check in the CFG_REPLY configuration payload of the IKE_AUTH response message containing the AUTH payload. Presence of the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH request can be used as input for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute in the IKE_AUTH response message containing the AUTH payload.

If the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute as specified in 3GPP TS 24.302 [7] subclause 8.2.4.2 indicating the timeout period for the liveness check is included in the CFG_REPLY configuration payload within the IKE_AUTH response message containing the AUTH payload or the UE has a pre-configured or configured timeout period, the UE shall perform the liveness check procedure as described in subclause 7.8.

NOTE:
The timeout period for liveness check is pre-configured in the UE in implementation specific way.
This completes the establishment of the IKE SA and signalling IPsec SA between the UE and the N3IWF. The UE and the N3IWF shall send further NAS messages within the signalling IPsec SA (first child SA) (see example in figure 7.3.2.2-1).
An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3.2.2-1.
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Figure 7.3.2.2-1: IKE SA and first child SA establishment procedure for UE registration over untrusted non-3GPP access
*** change ***
7.3.3.2
EAP-5G session completion initiated by the network
Upon completion of successful authentication and on reception of the N3IWF key from the AMF, the N3IWF shall complete the EAP-5G session by sending an EAP-Success message.

On reception of the EAP-Success message from the N3IWF, the UE proceeds to establish an IKE SA and signalling IPsec SA as described in subclause 7.3.2. 

An example of an EAP-5G session after successful authentication is shown in figure 7.3.3-1.
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Figure 7.3.3.2-1: EAP-5G session for successful UE registration over untrusted non-3GPP access
*** change ***
7.3.3.3
EAP-5G session completion initiated by the UE
Upon receiving indication from the upper layer that no 5G-NAS messages need to be transmitted between the UE and N3IWF, the UE shall terminate the EAP-5G session by sending an EAP-Response/5G-Stop message to the N3IWF.

On reception of EAP-Response/5G-Stop message, the N3IWF shall complete the EAP-5G session by sending an EAP-Failure message. 

On reception of the EAP-Failure message from the N3IWF, the UE shall delete any context related to IKE SA without requiring an explicit INFORMATIONAL exchange carrying a Delete payload as specified in IETF RFC 7296 [6].
Figure 7.3.3.3-1 shows the EAP-5G session completion after registration reject.
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Figure 7.3.3.3-1: EAP-5G session when the UE's registration over untrusted non-3GPP access is rejected

*** change ***
7.3A
IKE SA establishment procedure for trusted non-3GPP access
*** change ***
7.3A.1
General

A trusted non-3GPP access network (TNAN) includes a trusted non-3GPP access point (TNAP) and a trusted non-3GPP gateway function (TNGF). The TNAN and a UE initiate an exchange of EAP-Request and EAP-Response messages including Identity as specified in IETF RFC 3748 [9] for link layer authentication of the UE by the TNAP. Upon completion of the EAP-Request/Response messages, an exchange of the EAP-5G messages are initiated once the UE receives an EAP-Request/5G-Start from the TNGF. The UE also at that time informs the upper layers that the access stratum connection is established.
An exchange of the NAS messages which are encapsulated in EAP-5G messages occur until the UE is authenticated by the 5GCN. Upon completion of the UE authentication and reception of the EAP-Success by the UE, the UE and the TNAP employs the TNAP key to establish access specific layer-2 security such as 4-way handshake in case IEEE 802.11 [19] is used between the TNAP  and the UE.
Upon completion of successful establishment of access specific layer-2 security, the UE is configured with an IP address by TNAN by e.g. DHCP and the UE initiates an IKE_SA_INIT exchange as specified in IETF RFC 7296 [6].
The UE establishes the IP based secure connection by establishing an IKE SA and first child SA for NAS signalling traffic to the TNGF over NWt. Once the UE establishes the IKE SA and the signalling IPsec SA with the TNGF, the UE initiates establishment of a TCP connection for transport of NAS message with TNGF, secured using the signalling IPsec SA. The UE and the TNGF exchanges NAS messages over the TCP connection once it is established. Additional child SAs (user plane IPsec SAs) can be established to transfer user plane traffic (see subclause 7.5).
An example of an IKE SA and first child SA establishment procedure is shown in figure 7.3A.1-1.The figure illustrates that EAP messages are employed for the communication between the UE and the TNAP while the TNAP is transparent to the communication between the UE and the TNGF when employing EAP-5G messages. Link layer protocol is used to exchange these messages between the UE and the TNAN. The internal protocol used for the communications between the TNAP and the TNGF, is illustrated as dashed lines in this figure and is out of the scope of 3GPP.
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Figure 7.3A.1-1: IKE SA and first child SA establishment procedure for UE registration over trusted non-3GPP access
*** change ***
7.3A.2
EAP session over non-3GPP access

*** change ***
7.3A.2.1
General
The UE and the TNAN establishes a connection depending on the access link between the UE and the TNAP. For instance if the TNAP is a trusted WLAN access point, IEEE 802.11 [19] describes the connection between the UE and the TNAP. If the access link between the UE and the TNAP is Point-to-Point Protocol (PPP) as specified in IETF RFC 1661 [x], the Link Control Protocol (LCP) as specified in IETF RFC 1570 [Y] describes the connection between the UE and the TNAP.
In the trusted non-3GPP access network:
a)
the TNAP and the UE exchange EAP-request/Identity message and EAP-response/Identity message; and

b)
the TNGF and the UE exchange EAP messages of EAP-5G method,
encapsulated in the link layer protocol packets such as IEEE 802.11/802.1x packets or PPP packets until successful authentication of the UE by the AMF. The link layer protocol packets are transmitted between the UE and the TNAN.
The EAP-5G method is utilized for encapsulating the NAS message to initiate the UE registration to the AMF via the TNGF. As described in subclause 7.3.3, the EAP-5G packets utilize the "Expanded" EAP type and the existing 3GPP Vendor-Id registered with IANA under the SMI Private Enterprise Code registry (i.e. 10415).
7.3A.2.2
Identity transaction
Upon reception of EAP-Request/Identity message (as described in IETF RFC 3748 [9]), encapsulated in the link layer protocol packets from the TNAP, the UE shall:

a)
construct an EAP-Response/Identity message as described in IETF RFC 3748 [9] containing an NAI as specified in subclause 28.7.3 of 3GPP TS 23.003 [8] to request the PLMN with trusted 5G connectivity capability; and

b)
transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towards the TNAP.
7.3A.2.3
EAP-5G session initiation
The UE and the TNGF shall exchange EAP-5G messages. The TNGF on reception of the NAI by TNAP and passed on to TNGF, shall initiate EAP-5G session by sending an EAP-Request/5G-Start message. Upon reception of an EAP-Request/5G-Start message, the UE shall send an EAP-Response/5G-NAS message encapsulated in link layer protocol packets. In the EAP-Response/5G-NAS message, the UE shall include:
a)
a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message; and

b)
an AN-parameters field containing access network parameters, such as GUAMI, selected PLMN ID, S-NSSAI and establishment cause, see 3GPP TS 23.502 [3].
The TNGF on reception of EAP-Response/5G-NAS message, forwards the NAS message to the AMF.

NOTE:
The TNGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages to the AMF.

The TNAN, on reception of the NAS messages from the AMF, shall send an EAP-Request/5G-NAS message encapsulated in the link layer protocol packets towards the UE via the TNAP. In the EAP-Request/5G-NAS message, the TNGF shall include:
a)
the NAS message from the AMF; and

b)
an AN-parameters field contain access network parameters, such as TNGF IPv4 contact information, TNGF IPv6 contact information, or both, see 3GPP TS 23.502 [3].
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message. Further NAS messages between the UE and the AMF, via the TNGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (UE to TNGF direction) and EAP-Request/5G-NAS (TNGF to UE direction) message.
The UE, on reception of the EAP-Request/5G-NAS message including a NAS-PDU field containing a NAS message e.g. for security establishment, shall send a response with EAP-Response/5G-NAS message including a NAS-PDU field containing a NAS message related to the NAS security context to the N3IWF.

*** change ***
7.3A.2.4
EAP-5G session completion initiated by the network
Upon completion of successful authentication and on reception of the TNGF key from the AMF, the TNAN shall send an EAP-Success message encapsulated in the link layer protocol packets towards the UE via the TNAP.
*** change ***
7.3A.2.5
EAP-5G session completion initiated by the UE
For trusted non-3GPP access, the procedure for when the EAP-5G session completion initiated by the UE, is the same as that of untrusted non-3GPP access as described in subclause 7.3.3.3 with the difference that the N3IWF shall be replaced by the TNGF.

*** change ***
7.3A.3
IKE SA and signalling IPsec SA establishment procedure
*** change ***
7.3A.3.1
IKE SA and signalling IPsec SA establishment initiation
In a trusted non-3GPP access network, once the EAP- 5G authentication is successfully complete and the UE is configured with a local IP address, the UE shall use the TNGF IP address received in the EAP-Request/5G-NAS message (see subclause 7.3A.2.3) to establish a secure connection between the UE and the TNGF over NWt to exchange NAS signalling messages with the AMF. The UE shall establish the secure connection by establishing an IKE SA and signalling IPsec SA (first child SA) by initiating the IKE_SA_INIT exchange and then IKE_AUTH exchange for mutual authentication with the TNGF and NULL encryption as specified in IETF RFC 2410 [Z]. The UE shall set the IDi payload of the IKE_AUTH request message in the IKE_AUTH exchange (see IETF RFC 7296 [6]) to the NAI as specified in subclause 28.7.3 of 3GPP TS 23.003 [8].
7.3A.3.2
IKE SA and signalling IPsec SA establishment accepted by the network
The UE shall establish the IKE SA and signalling IPsec SA (first child SA) according to subclause 7.3.2.2 with the difference that the N3IWF is replaced by the TNGF.
Upon completion of the IKE SA and signalling IPsec SA (first child SA) establishment between the UE and the TNGF, the UE and the TNGF shall send further NAS messages over the TCP connection within the signalling IPsec SA (first child SA).
*** change ***
7.3A.3.3
IKE SA and signalling IPsec SA establishment not accepted by the network

For trusted non-3GPP access, the procedure for when the IKE SA and signalling IPsec SA establishment are not accepted by the network, is the same as that of the untrusted non-3GPP access as described in subclause 7.3.2.3 with the difference that the N3IWF shall be replaced by the TNGF.
*** change ***
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