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Introduction
This discussion paper will describe some of the background around the LS from SA2 to SA (CT CC) on "LS reply on Nudr Sensitive Data Protection" (CP-191175).

Background
Scope
The scope of the discussion has been referred to as "Sensitive Data Protection", "Authentication Data" and "permanent Key". For the sake of clarity, for this discussion the issue is around the storage of the permanent key that is located on the USIM and thus is unique per subscriber and also must be stored in the core network to allow the authentication of the user. Associated with the permanent key is also a sequence number that also must be stored per subscriber and gets updated every time new authentication vectors are generated.

UDC
The notion of storing the permanent key with all other subscription data is not new.

CT4 completed the User Data Convergence (UDC) work item as part of rel-9 (TS23.335 and TS29.335). The work item standardized a protocol between the HSS FE and a UDR BE. 

The handling of the permanent key is described in clause 4.2.3 of TS23.335:

Ud reference point shall make use of Network Domain Security (3GPP TS 33.210 [7]) where applicable. For applications requiring sensitive data to be transferred over Ud (e.g. permanent authentication keys), encryption shall be required when storing these data in the UDR and transferring it over Ud.
The Application FEs managing these data shall support common algorithm(s) and key(s) for encryption/decryption.
NOTE:	Given that different FEs (e.g. HLR/AuC) belonging to the same cluster can serve the same user, the encryption algorithm and key must be known by all FEs serving a given user. The key is not subscriber-specific.
The UDC architecture was evaluated by SA3 and an LS to CT4 (https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_59_Lisbon/Docs/S3-100648.zip) indicates the following:

The permanent authentication key K/Ki shall be handled on the network side as follows: 
1.	After the provisioning phase, K/Ki shall be available in the clear only inside the AuC;
2.	K/Ki shall be stored in the UDR in an encrypted form and sent over Ud in an encrypted form;
3.	The key for encrypting or decrypting K/Ki shall only be available in the AuC, and in a provisioning system;
4.	All AuCs in front ends accessing the same UDR shall use the same mechanism(s) and key(s) for decrypting K/Ki.

29.505 AuthenticationData
The draft June version of TS29.505, defines the AuthenticationData in clause 5.4.2.2:

	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME, "EAP_TLS"...)."

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.



UDICOM
SA2 completed the study on User data interworking, coexistence and migration for rel-16 (TR23.732) to propose solution for UDM and HSS interworking. 
One key issue in the study involves a common repository for the UDM and the HSS and a key use case in the study is how to manage a storing credentials in a single location. SA3 advised in an LS reply (S2-1812465):

From a security point of view, it is preferred that the subscriber credential is stored in one place. It is a good security principle that any duplication of secret keys shall be avoided except for backup purposes. Further, it is necessary to avoid SQN reuse and synchronisation errors. 

Furthermore SA3 would like to point out, that in TS 33.501, for a UE there are not two separate (EPS(+2/3G) and 5GS) credentials, UE always has only one set of credentials. 

So far, for option 1 [it is required to store credentials and compute the authentication vectors for both 5GS and EPS (and 2/3G) in a single location that is accessed through the HSS (i.e. the UDM has to retrieve these vectors from HSS)], SA3 sees no security reason for the UDM to go through the HSS to fetch authentication vectors. However, all options currently discussed in SA2 need further security analysis.

[bookmark: _GoBack]Solution #2, from the study, which is being pursued for normative work illustrates Authentication scenarios in Figure 6.2.3.3.1-1 and Figure 6.2.3.3.2-1 where Authentication Data is stored in either the EPC UDR or the 5GS UDR.

ARPF
The ARPF is described in TS33.501. Currently, the description is limited to:
The acronym definition:
ARPF	Authentication credential Repository and Processing Function

And Clause 6.2.2.1 that states:
Keys in the ARPF
The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 
During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 
The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

Summary
· Current HSS/AuC FE implementations where a UDC UDR is deployed, may retrieve the encrypted permanent key from the UDC UDR and based on deployment options generate the AV or use an HSM to generate the AV. 
· There are no limitations with current rel-15 stage 3 specifications (TS29.503, TS29.505) for operators to continue to deploy HSMs for AV generation in 5GC:
· The permanent key is encrypted at rest in the UDR
· The encrypted permanent key is transported over the Nudr, which in turn should also have TLS enabled protecting the entire payload
· The encrypted permanent key is fed to an HSM (by the UDM/ARPF) and the AV is generated
· Operators that want to deploy a (proprietary) ARPF that in addition to generating AVs, also stores all data related to authentication including the permanent key, can do so with no further action from 3GPP.
· Operators that wants to deploy a combined EPC UDR/5GS UDR repository won't be able to expose existing permeant key data from the EPC UDR through the 5GS UDR.
· All operators, small or large would be forced to invest in a non-standardized ARPF in order to deploy rel-15 5GC.
· Without a proper 3GPP standardized ARPF interface, there is a risk for proprietary solutions that are less secure than a standardized and peer reviewed solution.
· Lack of ARPF definition by 3GPP may result in Authentication Data remaining in the 5GS UDR anyway as an operator (proprietary) option.
· It is unclear without further study how a cloud native ARPF can be implemented and deployed.
· Lack of a 3GPP standardized ARPF SBI in rel-15, will result in the implementation of proprietary SBIs. Standardization of the ARPF SBI by 3GPP at a later time (e.g. rel-17) will be difficult when vendors and operators have already deployed proprietary SBIs and are unwilling to re-implement.

Recommendation
To SA3: Revisit their conclusion of storage of Authentication Data as their proposal does not align with previous guidelines given for UDC and UDICOM. SA3 should preferably add the UDR to their architecture and include it in their trust model.
To SA2: Clarify in 23.501 that the recommendations given in TS 23.335 and TS 29.335 apply to the UDR when storing permanent keys.
To CT4: If required, clarify the secure storage of permanent keys.
