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***** Next change *****
4.3A
WLAN

WLAN is an access network developed under the auspices of IEEE Computer Society. WLAN is compliant with IEEE Std 802.11 [57], which define air interface aspects.

IEEE Std 802.11 [57] defines Access Network Query Protocol (ANQP). A UE can receive from an AP ANQP-elements in response to an ANQP query. The ANQP query response is received in a generic advertisement service response frame or a protected management frame.
Where needed, the current specification further describes the structure and contents of payload of ANQP-elements specified in IEEE Std 802.11 [57] (see annex H and annex I). 
***** Next change *****
4.7
Provision and handling of local emergency numbers

It is a UE implementation option to support the procedures of this subclause.

Once the UE has a secure connection to a PLMN through non-3GPP access, the UE supports obtaining local emergency numbers by one of the following ways:

i)
when the UE is connected to a PLMN through trusted non-3GPP access, the local emergency numbers is provided through ANQP, within the ANQP payload. The signalling protocol and methods for use of ANQP is as specified in IEEE Std 802.11 [57]. See also annex I;

ii)
when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be provided through DNS query. See annex J; or
iii)
when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be provided through IKEv2. See annex K.
Upon receiving the local emergency numbers through any of the methods indicated above, the UE shall store the local emergency numbers:

a)
if the Non-3GPP emergency number indicator within the Non-3GPP NW provided polices IE through registration procedures over 3GPP access is set to "use of non-3GPP emergency numbers permitted", and:

-
if the UE is connected to a PLMN through non-3GPP access and also registered to same PLMN or different PLMN through 3GPP access in the same country, then provide these local emergency numbers to upper layers for the detection of UE initiated emergency call;

-
if the UE is connected to a PLMN through non-3GPP access but is also registered to different PLMN through 3GPP access that is not in the same country, then do not use the received local emergency numbers;

b)
if the Non-3GPP emergency number indicator within the Non-3GPP NW provided polices IE through registration procedures over 3GPP access is set to "use of non-3GPP emergency numbers not permitted", or if no Non-3GPP NW provided polices IE was provided through registration procedures over 3GPP access, then:

-
do not use the received local emergency numbers for the detection of UE initiated emergency call over 3GPP access; and

c)
if the UE:

-
is connected to a PLMN through non-3GPP access;

-
is not registered to any PLMN through 3GPP access;

-
is not in limited service state camped on an acceptable cell of any PLMN through 3GPP access; and

-
can determine that the MCC information of the local emergency numbers received over non-3GPP access corresponds to the country in which the UE is located;


then, as an implementation option, provide these local emergency numbers to upper layers for the detection of UE initiated emergency call.

NOTE:
The UE determination of the country in which the UE is located, is UE implementation specific.

The local emergency numbers, received in any of the methods indicated above:

-
are only valid in the country where these local emergency numbers were provided;

-
replace only the stored local emergency numbers received over non-3GPP access, if any;
-
shall be deleted when UE moves to a country different from where the local emergency numbers were received; and at switch off or removal of the USIM.

***** Next change *****
4.8.2.3
QoS differentiation in user plane
If WLCP multiple bearer PDN connectivity is used: 
-
For uplink packets, the UE shall select WLCP bearer based on the uplink packet filters in the TFTs. If no match is found, the UE shall select the WLCP bearer that does not have any uplink packet filter assigned. If all bearers have been assigned an uplink packet filter, the UE shall discard the uplink data packet. The UE shall then use the QCI in WLCP bearer level QoS information to derive the DSCP value for uplink packets. The UE shall provide the user plane connection id to the lower layers to be used as the MAC address of the TWAG associated with the WLCP bearer. The TWAG shall then route the uplink packets to the corresponding S2a bearers based on the the WLCP bearer and the S2a bearer mapping table.

NOTE 1:
The UE can map QCI to DSCP value, for example, by using the mapping between standardized QCI values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the mapping between Release 99 3GPP QoS parameter values and DSCP values specified in IEEE Std. 802.11-2012 [57] table V-1.

-
For downlink packets, the PDN GW routes the packets to S2a bearers based on the downlink packet filters in the TFTs assigned to each of the S2a bearers. The TWAG then selects the corresponding WLCP bearer for the downlink packets based on the the WLCP bearer and the S2a bearer mapping table. The TWAG shall also use the QCI in WLCP bearer level QoS information to derive the DSCP value for downlink packets. The TWAG shall provide the user plane connection id to the lower layers to be used as the MAC address of the TWAG associated with the WLCP bearer.

NOTE 2:
The TWAG can map QCI to DSCP value, for example, by using the mapping between standardized QCI values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the mapping between Release 99 3GPP QoS parameter values and DSCP values specified in IEEE Std 802.11 [57] table R-1.

***** Next change *****
5.1.3.2.3.3
Automatic mode WLAN selection

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) that fulfil the selection criteria with the highest priority configured in the active ANDSF WLANSP rule.
If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the selected WLAN(s) are WLAN(s) matching WLAN identifiers in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4.

The UE determines the selected WLAN(s) according to the following steps:

1)
the UE shall construct prioritized list of available WLANs as follows:

a)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE Std 802.11 [57] to discover the available WLANs. The UE may perform ANQP procedures as specified in IEEE Std 802.11 [57] to discover the attributes and capabilities of available WLANs. The UE shall compare the attributes and capabilities of the available WLANs with the highest priority selection criterion that has not been used yet in the active WLANSP rule, and construct a prioritized list of available WLANs that fulfil the selection criteria. If there are multiple highest priority selection criteria, it is up to the UE implementation which one to use. In particular, if:

-
the group of selection criteria include the HomeNetworkIndication and it is set to "1" (see 3GPP TS 24.312 [13]); and

-
the HomeNetworkPreference:

i)
does not include 3GPP_RPLMN_Preferred; or

ii)
includes 3GPP_RPLMN_Preferred and it is set to "0" (see 3GPP TS 24.312 [13]);


then a WLAN is included, if:

-
the other selection criteria in the active WLANSP rule are met; and

-
the domain name list (see IEEE Std 802.11 [57]) includes:

i)
the home domain name derived from its IMSI; or

ii)
any realm in the EquivalentHomeSPs as specified in 3GPP TS 24.312 [13].


The priority of a WLAN in the list is set to the WLAN priority defined in the preferredSSIDlist of the matching selection criteria. There may be one or more selected WLANs in the list; and

b)
if the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE shall use the procedures specified in IEEE Std 802.11 [57] to discover available WLANs. The UE shall construct a prioritized list of available WLANs and populate it with each discovered WLAN which matches all WLAN identifiers included in an entry of the list of the WLAN identifiers received along with the move-traffic-to-WLAN indication as described in subclause 6.10.4. The priority of a discovered WLAN in the prioritized list of available WLANs is decided by the UE in an implementation specific way;
2)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, and if the following conditions are fulfilled:

-
the UE supports the PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6];
-
the "S2a connection preference" indicator exists and indicates that PDN connection establishment over WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6] is preferred; and

-
one or more WLANs in the list constructed in step 1) is a trusted non-3GPP IP access network;


then the UE considers the WLANs that have the highest priority and indicate the HPLMN or RPLMN in the PLMN list with S2a connectivity IE (see annex H) as the selected WLAN(s).


Otherwise, the UE considers the WLAN(s) that has or have the highest priority as the selected WLAN(s). And

NOTE 1:
WLAN advertises PLMN(s) towards which the S2a connectivity is supported using ANQP-element "3GPP Cellular Network" with the PLMN List with S2a Connectivity IE in the payload, according to annex H.

NOTE 2:
Advertising S2a connectivity over a WLAN using EAP signalling is not supported in this version of the specification.

3)
if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, if there are no WLAN(s selected in step 2), the UE may repeat the procedure from step 1) taking into consideration selection criteria with lower priority from the active WLANSP rule.

NOTE 3:
UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures.
***** Next change *****
5.2.3.2.1A
Service provider solicitation

The UE shall determine which service providers are available from the available list of WLANs as constructed using the WLAN selection procedure described in subclause 5.1.3.2.3 using following procedures:
i)
the UE selects a WLAN from the list of selected WLAN(s) constructed using the WLAN selection procedure described in subclause 5.1.3.2.3;

ii)
if the WLAN selected in step i):
a)
supports ANQP specified in IEEE Std 802.11 [57] and if the UE did not obtain a list of realms using ANQP in subclause 5.1.3.2.3.3 item 1, the UE sends an ANQP request for a list of realms (i.e. ANQP-elements "NAI Realm") and/or PLMN identities (i.e. ANQP-element "3GPP Cellular Network"); and
NOTE 1:
The UE uses procedures defined in IEEE Std 802.11 [57] to determine if the WLAN supports ANQP and to send the ANQP query request for ANQP-elements "NAI Realm" and/or "3GPP Cellular Network", as specified in IEEE Std 802.11 [57].
b)
does not support ANQP (see IEEE Std 802.11 [57]) or the UE does not receive a list of realms in item a), an EAP-Request/Identity is received and the EAP-request/Identity does not include one or more of realms and/or PLMN identities of service providers (encoded in accordance with IETF RFC 4284 [60]), the UE supports IEEE 802.1x authentication (see IEEE Std 802.1X™-2010 [61]), the UE shall request a list of realms and/or PLMN identities of service providers interworking with that WLAN by sending the EAP-Response/Identity message including as identity the alternative NAI; and
iii)
the UE repeats this procedure for all WLANs from the available list of WLANs as constructed using the WLAN selection procedure described in subclause 5.1.3.2.3.
NOTE 2:
The list with realms and/or PLMN identities of service providers received in accordance with procedures in IETF RFC 4284 [60], is of limited size and might not contain all the realms and/or PLMN identities of service providers available via the WLAN.

The UE shall convert any received PLMN identities into PLMN realms using the rules defined in 3GPP TS 23.003 [3].

***** Next change *****
7.2.7.4.2
Uplink IP packet handling
If an uplink IP packet to be sent via a PDN connection:

-
matches the packet filters applicable for the uplink direction of the TFT of a bearer context of the PDN connection, the UE shall forward the uplink IP packet using the ePDG's ESP SPI of the bearer context. The UE shall use the QCI in the EPS QoS of the bearer context to derive the DSCP value for uplink packets and set the DSCP field as specified in IETF RFC 2474 [75] of the outer IP header of the ESP packet.
-
does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN connection and a bearer context without the TFT exists in the PDN connection, the UE shall forward the uplink IP packet using the ePDG's ESP SPI of the bearer context without the TFT. The UE shall set the DSCP field as specified in IETF RFC 2474 [75] of the outer IP header of the ESP packet to the DSCP value in a QoS mapping with the QCI indicated in the EPS QoS of the bearer context without the TFT.
-
does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN connection and a bearer context without the TFT does not exist in the PDN connection, the UE shall discard the uplink IP packet.

NOTE 1:
The UE can map QCI to DSCP value, for example, by using the mapping between standardized QCI values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the mapping between Release 99 3GPP QoS parameter values and DSCP values specified in IEEE Std 802.11 [57] table R-1.

NOTE 2: The TSi payload and the TSr payloads are not used for selection of ESP SPI for the uplink IP packet.

***** Next change *****
7.4.6.4.2
Downlink IP packet handling
The ePDG shall forward a downlink IP packet received via an S2b bearer of the PDN connection using an UE's ESP SPI bound to the S2b bearer. The ePDG shall use the QCI of S2b bearer via which the downlink packet was received to derive the DSCP value for downlink packets and set the DSCP field as specified in IETF RFC 2474 [75] of the outer IP header of the ESP packet.
NOTE:
The ePDG can map QCI to DSCP value, for example, by using the mapping between standardized QCI values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the mapping between Release 99 3GPP QoS parameter values and DSCP values specified in IEEE Std 802.11 [57] table R-1.

***** Next change *****
H.1
General

This subclause describes the structure and contents of the generic container used as the payload in the 3GPP Cellular Network ANQP-element specified in IEEE Std 802.11 [57].

***** Next change *****
H.2.1
Structure

The general structure of the generic container is shown in figure H.2.1-1.
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Figure H.2.1-1 – Structure of IEEE Std 802.11 Generic Container

***** Next change *****
I.1
General

The Emergency Call Number field is a variable-length UTF-8 (see RFC 3629 [34]) formatted field. The purpose of this field is to encode emergency call number(s) for use within the country where the field is received.

This subclause describes the formatting of the Emergency Call Number Unit field used in the Emergency Call Number ANQP-element specified in IEEE Std 802.11 [57].

NOTE:
According to IEEE Std 802.11 [57] an ANQP server is not necessarily collocated with an AP. Where the TWAN provides access to multiple PLMNs, where a PLMN has configured the TWAN to provide different emergency numbers compared to another PLMN, it is an implementation option to ensure the Emergency Call Number field includes the emergency numbers configured by the PLMN the UE successfully authenticated and authorized with.

