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	Reason for change:
	Several attributes in AuthenticationSubscritipon are only applicable if they authentication method is AKA-based (i.e. 5G_AKA or EAP_AKA_PRIME).

However, they are defined as mandatory in the object type definition.

The proposed correction is backwards incompatible; if a backwards compatible solution is required, a solution could be to define a fixed value for those attributes that should not be present for EAP_TLS (e.g. "").


	
	

	Summary of change:
	Make the attributes conditional.


	
	

	Consequences if not approved:
	Mandatory attributes cannot be properly populated when the authentication method is EAP_TLS.
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	Other comments:
	This CR introduces backwards compatible corrections to the OpenAPI specification file for the Nudr_DataRepository API for Subscription Data.

The change is considered backwards compatible given that the UDM may never retrieve successfully the authentication profile of a user with "EAP_TLS" authentication using the previous version of the API.
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[bookmark: _Toc516761557]
* * * First Change * * * *
[bookmark: _Toc3991152]5.4.2.2	Type: AuthenticationSubscription 
Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME, "EAP_TLS"...)."

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParamId
	string
	MC
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	sequenceNumber
	SequenceNumber
	MC
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	authenticationManagementField
	string
	MC
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	MC
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.
Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.



* * * Next Change * * * *
[bookmark: _Toc3991189]A.2	Nudr_DataRepository API for Subscription Data
For the purpose of referencing entities in the Open API file defined in this Annex, it shall be assumed that this Open API file is contained in a physical file named "TS29505_Subscription_Data.yaml".
(… text not shown for clarity …)

components:
  schemas:
    AuthenticationSubscription:
      type: object
      required:
        - authenticationMethod
        - protectionParamId
        - sequenceNumber
        - authenticationManagementField
        - algorithmId
      properties:
        authenticationMethod:
          $ref: '#/components/schemas/AuthMethod'
        encPermanentKey:
          type: string
        protectionParameterId:
          type: string
        sequenceNumber:
          $ref: '#/components/schemas/SequenceNumber'

        authenticationManagementField:
          type: string
          pattern: '^[A-Fa-f0-9]{4}$'
        algorithmId:
          type: string
        encOpcKey:
          type: string
        encTopcKey:
          type: string

(… text not shown for clarity …)

* * * End of Changes * * * *

