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	Reason for change:
	The protection of initial NAS messages is required in Release 15 as indicated by the incoming LSs in SP-180914: 

-
SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15.  

-
SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

-
SA3 to coordinate with SA2 and CT1 accordingly on a potential solution. 

-
SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.
-
Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.

The LS in S3-183066 provides further inputs with respect to which information elements should be sent in the clear. Therefore, stage 3 specification has to be updated to meet the requirements in SP-180914 in addition to the SA3 inputs.

Also see related papers in C1-186183, C1-186247, and C1-186251.

*** REV 3 (CT1#113) ***

Rev 3-Change 1:

In the current solution, the NAS message container IE is sent in the Security Mode Complete message only during the registration procedure. However, the following cases are possible and have not yet been covered:

- Rev 3-Change 1-Case A: the UE transitions to 5GMM-CONNECTED mode with a Service Request message that includes non-cleartext IEs. The AMF decides to run the authentication procedure followed by a security mode control procedure. In this case, the UE should also include the entire Service Request message in the NAS message container IE of the Security Mode Complete message.

- Rev 3-Change 1-Case B: the UE transitions to 5GMM-CONNECTED mode with a Service Request message that includes e.g. Uplink data status IE for which a corresponding emergency PDU session is indicated in the IE (see C1-187011 from CT1#112bis). The following is specified in section 4.4.4.3 of TS 24.501:

“For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. After successful completion of the service request procedure, the network shall release all non-emergency PDU sessions locally. The emergency PDU sessions shall not be released.”
Since the UE had included non-cleartext IEs in the Service Request message, then the UE should also include the entire Service Request message in the NAS message container IE of the Security Mode Complete message.

Both cases above are possible and sending the NAS message container IE in the Security Mode Complete message (during the service request procedure) should be specified in a similar manner as for the registration procedure.

Rev 3-Change 2:

As the HASH check is no longer performed at the UE, i.e. the mere presence of the HashAMF indicates that the UE should send the NAS message container IE, it is inefficient to use the HashAMF which is 9 octet long for requesting non-cleartext IEs when the integrity check fails or when the AMF fails to decipher the NAS message container IE. It is hence suggested to use the existing Additional 5G security information IE and define a new bit for that purpose.
*** REV 4 (CT1#113) ***

REV4-1) There are occurrences of “HASHAMF” in other sections of the specification that should be replaced with the new bit in the Additional 5G security information IE

REV4-2) The scenario in which the AMF sets the bit to request non-cleartext IE should be clarified
REV4-3) Section “9.11.3.27
 HashAMF” should be voided as the IE is not longer needed

REV4-4) Correct the reason for inclusion of the Additional 5G security information IE in the Security Mode Command message and use a better name for the bit that is used to request a retransmission of the initial NAS message

	
	

	Summary of change:
	The following changes are proposed by this document:

·  Update to the ciphering section in 4.4.5 to refer to the new sectin 4.4.X
·  Update to the Security mode control to describe how the UE sends an entire Registration Request message during a registration procedure

·  Update to the registration procedure and service request procedure to specify when the UE sends a protected initial NAS message

·  Update to the encoding of the Registration Request and Service Request messages to include the NAS message container IE

·  Update the criterion for including the NAS message container IE in the Security Mode Complete message

·  Update to the description of the NAS message container IE

*** REV 3 (CT1#113) ***

Rev 3-Change 1:
Sections 5.4.2.3, 5.4.2.4, and 8.2.26.3 have been modified to also include the service request procedure.

Moreover, for initial registration with no valid security context, the text now refers to section 4.4.X that defines how initial NAS message protection is applied.
- Rev 3-Change 2:

Remove the HashAMF IE from the Security Mode Command message, and instead use a new NCRI (Non-cleartext IE(s) request indication) bit in the Additional 5G security information IE (that is already sent in the Security Mode Command message) to request non-cleartext IEs (as a response to which the UE sends the entire NAS message container IE in the Security Mode Complete message).
Rev 3-Change 3:
In section 5.4.2.4, an occurrence of “NAS container message” has been changed to “NAS message container”.
*** REV 4 (CT1#113) ***

REV4-1) Replace occurrences of “HASHAMF” with in other sections of the specification with the RINMR (Retransmission of initial NAS message request) bit in the Additional 5G security information IE (in sections 4.4.4.3, 5.4.2.2.). 

REV4-2) Clarify in section 4.4.4.3 that when the integrity check fails during a service request procedure (for the case when the UE has an emergency PDU session) the AMF will request the UE to resend the entire Service Request message (as per agreements in SA3 i.e. the flag is set when integrity check on the initial NAS message fails). Also clarify this for the service request procedure in section 5.4.2.2.
REV4-3) Section “9.11.3.27
 HashAMF” is voided as the IE is on longer needed

REV4-4) Updated section “8.2.25.5
 Additional 5G security information” to clarify the reason for inclusion of the Additional 5G security information IE in the Security Mode Command message

	
	

	Consequences if not approved:
	The requirements for protecting initial NAS messages are not met in Release 15 thereby risking security in 5GS
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***** Next change *****
4.4.4.3
Integrity checking of NAS signalling messages in the AMF
Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the AMF or forwarded to the 5GSM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

a)
REGISTRATION REQUEST;

b)
IDENTITY RESPONSE (if requested identification parameter is SUCI);

c)
AUTHENTICATION RESPONSE;

d)
AUTHENTICATION FAILURE;

e)
SECURITY MODE REJECT;

f)
DEREGISTRATION REQUEST; and

g)
DEREGISTRATION ACCEPT;

NOTE 1:
The REGISTRATION REQUEST message is sent by the UE without integrity protection, if the registration procedure is initiated due to an inter-system change in 5GMM-IDLE mode and no current 5G NAS security context is available in the UE. The other messages are accepted by the AMF without integrity protection, as in certain situations they are sent by the UE before security can be activated.

NOTE 2:
The DEREGISTRATION REQUEST message can be sent by the UE without integrity protection, e.g. if the UE is registered for emergency services and there is no shared 5G NAS security context available, or if due to user interaction a registration procedure is cancelled before the secure exchange of NAS messages has been established. For these cases the network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.

Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
Once a current 5G NAS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the 5G NAS security context is not available in the network:

a)
REGISTRATION REQUEST;

b)
IDENTITY RESPONSE (if requested identification parameter is SUCI);

c)
AUTHENTICATION RESPONSE;

d)
AUTHENTICATION FAILURE;

e)
SECURITY MODE REJECT;

f)
DEREGISTRATION REQUEST;

g)
DEREGISTRATION ACCEPT; and

h)
SERVICE REQUEST;

NOTE 3:
These messages are processed by the AMF even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with a 5G NAS security context that is no longer available in the network.

If a REGISTRATION REQUEST message fails the integrity check and it is not a registration request for emergency services, the AMF shall authenticate the subscriber before processing the registration request any further. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the registration procedure is for emergency services see subclause 5.5.1.2.3 and subclause 5.4.1.3.5.

If a DEREGISTRATION REQUEST message fails the integrity check, the AMF shall proceed as follows:

-
If it is not a deregistration request due to switch off, and the AMF can initiate an authentication procedure, the AMF should authenticate the subscriber before processing the deregistration request any further.

-
If it is a deregistration request due to switch off, or the AMF does not initiate an authentication procedure for any other reason, the AMF may ignore the deregistration request and remain in state 5GMM-REGISTERED.

NOTE 4:
The network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing periodic registration update or still responding to paging) before marking the UE as 5GMM-DEREGISTERED.

If a REGISTRATION REQUEST message fails the integrity check and the UE provided EPS NAS message container IE which was successfully verified by the source MME, the AMF may create a mapped 5G NAS security context and initiate a security mode control procedure to take the new mapped 5G NAS security context into use; otherwise if the UE has only a non-emergency PDU session established, the AMF shall initiate a primary authentication and key agreement procedure to create a new native 5G NAS security context. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the UE has an emergency PDU session see subclause 5.5.1.3.3 and subclause 5.4.1.3.5.

If a SERVICE REQUEST message fails the integrity check and the UE has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service request procedure, the network shall release all non-emergency PDU sessions locally. The emergency PDU sessions shall not be released.

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving 5GMM entity in the AMF shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the AMF shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.

***** Next change *****
4.4.5
Ciphering of NAS signalling messages

The use of ciphering in a network is an operator option subject to AMF configuration. When operation of the network without ciphering is configured, the AMF shall indicate the use of "null ciphering algorithm" 5G-EA0 (see subclause 9.11.3.32) in the current 5G NAS security context for all UEs. For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null ciphering algorithm" or any other ciphering algorithm is indicated in the 5G NAS security context.

When the UE establishes a new N1 NAS signalling connection, it shall apply security protection to the initial NAS message as described in subclause 4.4.X.


The UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has been established for a N1 NAS signalling connection. From this time onward, unless explicitly defined, the UE shall send all NAS messages ciphered until the N1 NAS signalling connection is released, or the UE performs inter-system change to S1 mode.

The AMF shall start ciphering and deciphering of NAS messages as described in subclause 4.4.3.4. From this time onward, except for the SECURITY MODE COMMAND message, the AMF shall send all NAS messages ciphered until the N1 NAS signalling connection is released, or the UE performs inter-system change to S1 mode.

Ciphering is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
Once the encryption of NAS messages has been started between the AMF and the UE, the receiver shall discard the unciphered NAS messages which shall have been ciphered according to the rules described in this specification.

If the "null ciphering algorithm" 5G-EA0 has been selected as a ciphering algorithm, the NAS messages with the security header indicating ciphering are regarded as ciphered.

Details of ciphering and deciphering of NAS signalling messages are specified in 3GPP TS 33.501 [24].

***** Next change *****
5.4.2.2
NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).

The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:

a)
to take into use the security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or

b)
upon receipt of REGISTRATION REQUEST message, if the AMF wants to create a mapped 5G NAS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).

The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5G NAS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".

Editor's note:
Handling at emergency registration and emergency PDU sessions is FFS.

Upon receipt of a REGISTRATION REQUEST message, if the AMF does not have the valid current 5G NAS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5G NAS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.

Editor's note:
Handling at non-existing 5G NAS security context indicated by the UE when an emergency PDU session exists is FFS.

While having a current mapped 5G NAS security context with the UE, if the AMF wants to take the native 5G NAS security context into use, the AMF shall include the ngKSI that indicates the native 5G NAS security context in the SECURITY MODE COMMAND message.

The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network) and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the ngKSI.

If the UE is registered to the same AMF and the same PLMN over both 3GPP access and non-3GPP access, then after the UE performs the authentication procedure over:
a)
the 3GPP access, the AMF includes the ngKSI in the SECURITY MODE COMMAND message over the 3GPP access. When the AMF sends the SECURITY MODE COMMAND message to UE over the non-3GPP access to take into use the new 5GS NAS security context, the AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context; or
b)
the non 3GPP access, the AMF includes the ngKSI in the SECURITY MODE COMMAND message over the non-3GPP access. When the AMF sends the SECURITY MODE COMMAND message to UE over the 3GPP access to take into use the new 5GS NAS security context, the AMF shall include the same ngKSI in the SECURITY MODE COMMAND message to identify the new 5G NAS security context.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5G security algorithms for a current 5G NAS security context already in use. The AMF re-derives the 5G NAS keys from KAMF with the new 5G algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire REGISTRATION REQUEST message in the SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
If, during an ongoing service request procedure for a UE with an emergency PDU session, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the SERVICE REQUEST message, but before sending a response to that message) and the SERVICE REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire SERVICE REQUEST message in the SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

If the AMF does not support interworking procedures without N26 interface and the UE set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE via the Selected EPS NAS security algorithms IE in the SECURITY MODE COMMAND message.

NOTE 2:
The AS and NAS security capabilities are the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.

If the AMF performs horizontal key derivation e.g. during the mobility and periodic registration update or when the UE is already registered in the PLMN with another access type as described in 3GPP TS 33.501 [24], the AMF shall include horizontal derivation parameter in the SECURITY MODE COMMAND message.
If the security mode control procedure is initiated after successful EAP based primary authentication and key agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, the AMF shall set the EAP message IE of the SECURITY MODE COMMAND message to an EAP-success message to be sent to the UE.
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Figure 5.4.2.2: Security mode control procedure

***** Next change *****
5.4.2.3
NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities have not been altered compared to the latest values that the UE sent to the network. If the UE is registered for emergency services, performing initial registration for emergency services or establishing a PDU session for emergency services and the SECURITY MODE COMMAND message is received with ngKSI value "000" and 5G-IA0 and 5G-EA0 as selected 5G NAS security algorithms, the UE shall locally derive and take in use 5G NAS security context. The UE shall delete existing current 5G NAS security context.

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm" 5G-EA0 as the selected 5G NAS integrity algorithm only if the message is received when the UE is registered for emergency services, performing initial registration for emergency services or establishing a PDU session for emergency services.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5G NAS security context held in the UE while the UE has a mapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a)
the SECURITY MODE COMMAND message is received in order to take a 5G NAS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure or the EAP based primary authentication and key agreement procedure; or
b)
the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5G NAS security context, if it is a mapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" 5G-IA0 as the selected NAS integrity algorithm, the UE shall:

-
if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS security context to 0;

-
otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.

If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "KAMF derivation is required", the UE shall derive a new KAMF', as specified in 3GPP TS 33.501 [24] for KAMF to KAMF' derivation in mobility, and set both uplink and downlink NAS COUNTs to zero.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5G NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, then the UE shall check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5G NAS security context, in order not to re-generate the K'AMF.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure or service request procedure, the SECURITY MODE COMMAND message includes the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested", the UE shall include the entire unciphered REGISTRATION REQUEST message or SERVICE REQUEST message, which the UE had previously included in the NAS message container IE of the initial NAS message (i.e. REGISTRATION REQUEST message or SERVICE REQUEST message, respectively), in the NAS message container IE of the SECURITY MODE COMPLETE message.

If, prior to receiving the SECURITY MODE COMMAND message, the UE without a valid 5GS NAS security context had sent a REGISTRATION REQUEST message the UE shall include the entire REGISTRATION REQUEST message in the NAS message container IE of the SECURITY MODE COMPLETE message as described in subclause 4.4.X.
If the UE operating in the single-registration mode receives the Selected EPS NAS security algorithms IE, the UE shall use the IE according to 3GPP TS 33.501 [24].
***** Next change *****
5.4.2.4
NAS security mode control completion by the network
The AMF shall, upon receipt of the SECURITY MODE COMPLETE message, stop timer T3560. From this time onward the AMF shall integrity protect and encipher all signalling messages with the selected 5GS integrity and ciphering algorithms.

If the SECURITY MODE COMPLETE message contains a NAS message container IE with a REGISTRATION REQUEST message, the AMF shall complete the ongoing registration procedure by considering the REGISTRATION REQUEST message contained in the NAS message container IE as the message that triggered the procedure.
If the SECURITY MODE COMPLETE message contains a NAS message container IE with a SERVICE REQUEST message, the AMF shall complete the ongoing service request procedure by considering the SERVICE REQUEST message contained in the NAS message container IE as the message that triggered the procedure.
***** Next change *****
5.5.1.2.2
Initial registration initiation
The UE in state 5GMM-DEREGISTERED shall initiate the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF,
a)
when the UE performs initial registration for 5GS services;

b)
when the UE performs initial registration for emergency services;

c)
when the UE performs initial registration for SMS over NAS; and

d)
when the UE moves from GERAN to NG-RAN coverage or the UE moves from a UTRAN to NG-RAN coverage.

The UE initiates the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF, starting timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.
If the UE holds a valid 5G-GUTI, the UE shall indicate the 5G-GUTI in the 5GS mobile identity IE. Otherwise, if a SUCI is available, the UE shall include the SUCI in the 5GS mobile identity IE. If the UE is initiating the registration procedure for emergency services and does not hold a valid 5G-GUTI or SUCI, the PEI shall be included in the 5GS mobile identity IE.
If the UE is operating in the dual-registration mode and it is in EMM state EMM-REGISTERED, the UE shall include the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state".
NOTE 1:
Inclusion of the UE status IE with this setting corresponds to the indication that the UE is "moving from EPC" as specified in 3GPP TS 23.502 [9].

If the last visited registered TAI is available, the UE shall include the last visited registered TAI in the REGISTRATION REQUEST message.

If the UE requests the use of SMS over NAS, the UE shall set the SMS requested bit of the 5GS registration type IE to "SMS over NAS supported" in the REGISTRATION REQUEST message. Otherwise, the UE shall set the SMS requested bit of the 5GS registration type IE to "SMS over NAS not supported" in the REGISTRATION REQUEST message.

If the UE supports MICO mode and requests the use of MICO mode, then the UE shall include the MICO indication IE in the REGISTRATION REQUEST message.
If the UE wants to use the UE specific DRX parameters, the UE shall include the Requested DRX parameters IE in the REGISTRATION REQUEST message.
If the UE wants LADN information for either specific LADN DNN(s) or indicate a request for LADN information as specified in 3GPP TS 23.501 [8], the UE shall include the LADN indication IE in the REGISTRATION REQUEST message and:

-
request specific LADN DNNs by including a LADN DNN value in the LADN indication IE for each LADN DNN for which the UE requests LADN information; or

-
to indicate a request for LADN information by not including any LADN DNN value in the LADN indication IE.
The UE shall include the requested NSSAI containing the S-NSSAI(s) corresponding to the slice(s) to which the UE wants to register and shall include the mapping of the requested NSSAI which is the mapping of each S-NSSAI of the requested NSSAI to the S-NSSAI(s) of the configured NSSAI for the HPLMN, if available, in the REGISTRATION REQUEST message. If the UE has allowed NSSAI or configured NSSAI for the current PLMN, the requested NSSAI shall be either:

a)
the configured NSSAI for the current PLMN, or a subset thereof as described below, if the UE has no allowed NSSAI for the current PLMN;

b)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, if the UE has an allowed NSSAI for the current PLMN; or

c)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, plus one or more S-NSSAIs from the configured NSSAI for which no corresponding S-NSSAI is present in the allowed NSSAI and those are neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.

If the UE has neither allowed NSSAI for the current PLMN nor configured NSSAI for the current PLMN and has a configured NSSAI not associated with a PLMN, the UE shall include the S-NSSAI(s) in the Requested NSSAI IE of the REGISTRATION REQUEST message using the configured NSSAI not associated with a PLMN. If the UE has no allowed NSSAI for the current PLMN, no configured NSSAI for the current PLMN, and no configured NSSAI not associated with a PLMN, the UE shall not include a requested NSSAI in the REGISTRATION message.

The subset of configured NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the configured NSSAI applicable to the current PLMN, if the S-NSSAI is neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.
The subset of allowed NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the allowed NSSAI for the current PLMN, if the rejected S-NSSAI(s) is added by the configuration update procedure and the S-NSSAI is neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.
NOTE 2:
How the UE selects the subset of configured NSSAI or allowed NSSAI to be provided in the requested NSSAI is implementation.

NOTE 3:
The number of S-NSSAI(s) included in the requested NSSAI cannot exceed eight.
If the UE initiates an initial registration for emergency services or needs to prolong the established NAS signalling connection after the completion of the initial registration procedure (e.g. due to uplink signalling pending), it shall set the "follow-on request pending" indication to 1.
If the UE supports S1 mode, the UE shall:

-
set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message;

-
include the S1 UE network capability IE in the REGISTRATION REQUEST message; and

-
if the UE supports sending an ATTACH REQUEST message containing a PDN CONNECTIVITY REQUEST message with request type set to "handover" to transfer a PDU session from N1 mode to S1 mode, set the HO attach bit to "attach request message containing PDN connectivity request with request type set to handover to transfer PDU session from N1 mode to S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

If the UE has one or more stored UE policy sections, the UE shall include the UPSI LIST TRANSPORT message (see annex D) in the Payload container IE of the REGISTRATION REQUEST message.
If the UE does not have a valid 5G NAS security context, the UE shall send the REGISTRATION REQUEST message without including the NAS message container IE. The UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs and non-cleartext IEs) in the NAS message container IE that is sent as part of the SECURITY MODE COMPLETE message as described in subclauses 4.4.X and 5.2.4.
If the UE has a valid 5G NAS security context and the UE needs to send non-cleartext IEs, the UE shall send a REGISTRATION REQUEST message including the NAS message container IE as described in subclause 4.4.X. If the UE does not need to send non-cleartext IEs, the UE shall send a REGISTRATION REQUEST message without including the NAS message container IE.
If the REGISTRATION REQUEST message includes a NAS message container IE, the AMF shall process the REGISTRATION REQUEST message that is obtained from the NAS message container IE as described in subclause 4.4.X.
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Figure 5.5.1.2.2.1: Registration procedure for initial registration

***** Next change *****
5.5.1.3.2
Mobility and periodic registration update initiation

The UE in state 5GMM-REGISTERED shall initiate the registration procedure for mobility and periodic registration update by sending a REGISTRATION REQUEST message to the AMF,

a)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the AMF;

b)
when the periodic registration updating timer T3512 expires;

c)
when requested by the CONFIGURATION UPDATE COMMAND message;

d)
when the UE in state 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE either receives a paging or the UE receives a NOTIFICATION message with access type indicating 3GPP access over the non-3GPP access for PDU sessions associated with 3GPP access;

e)
upon inter-system change from S1 mode to N1 mode;

f)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has no signalling or user uplink data pending (i.e. when the lower layer requests NAS signalling connection recovery, see subclause 5.3.1.2);

g)
when the UE changes the 5GMM capability or the S1 UE network capability or both;

h)
when the UE's usage setting changes;
i)
when the UE needs to change the slice(s) it is currently registered to;

j)
when the UE changes the UE specific DRX parameters;

k)
when the UE in state 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE receives a request from the upper layers to establish an emergency PDU session or perform emergency services fallback;
l)
when the UE needs to register for SMS over NAS, indicate a change in the requirements to use SMS over NAS, or de-register from SMS over NAS;

m)
when the UE needs to indicate PDU session status to the network after local release of PDU session(s) as specified in subclauses 6.4.1.5 and 6.4.3.5;
n)
when the UE in 5GMM-IDLE mode changes the radio capability for NG-RAN;
o)
when the UE receives an indication of "RRC Connection fallback" from the lower layers and has no signalling or user uplink data pending (i.e. when the lower layer requests NAS signalling connection recovery, see subclause 5.3.1.2); or

p)
when the UE receives an indication of "RRC Connection failure" from the lower layers and has user uplink data pending (i.e. when the lower layer requests NAS signalling connection recovery).

If item b) is the only reason for initiating the registration procedure for mobility and periodic registration update, the UE shall indicate "periodic registration updating" in the 5GS registration type IE; otherwise the UE shall indicate "mobility registration updating".

If the UE indicates "mobility registration updating" in the 5GS registration type IE and the UE supports S1 mode, the UE shall:

-
set the S1 mode bit to "S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message;

-
include the S1 UE network capability IE in the REGISTRATION REQUEST message; and

-
if the UE supports sending an ATTACH REQUEST message containing a PDN CONNECTIVITY REQUEST message with request type set to "handover" to transfer a PDU session from N1 mode to S1 mode, set the HO attach bit to "attach request message containing PDN connectivity request with request type set to handover to transfer PDU session from N1 mode to S1 mode supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.

If the UE operating in the single-registration mode performs inter-system change from S1 mode to N1 mode and has one or more stored UE policy sections, the UE shall include the UPSI LIST TRANSPORT message (see annex D) in the Payload container IE of the REGISTRATION REQUEST message.
The UE in state 5GMM-REGISTERED shall initiate the registration procedure for mobility and periodic update by sending a REGISTRATION REQUEST message to the AMF when the UE needs to request the use of SMS over NAS transport or the current requirements to use SMS over NAS transport change in the UE. The UE shall set the SMS requested bit of the 5GS registration type IE in the REGISTRATION REQUEST message as specified in subclause 5.5.1.2.2.

When initiating a registration procedure for mobility and periodic registration update and the requirements to use SMS over NAS have not changed in the UE, the UE shall set the SMS requested bit of the 5GS registration type IE in the REGISTRATION REQUEST message to the same value as indicated by the UE in the last REGISTRATION REQUEST message.

If the UE no longer requires the use of SMS over NAS, then the UE shall set the SMS requested bit of the 5GS registration type IE to "SMS over NAS not supported" in the REGISTRATION REQUEST message.

After sending the REGISTRATION REQUEST message to the AMF the UE shall start timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.

If the last visited registered TAI is available, the UE shall include the last visited registered TAI in the REGISTRATION REQUEST message.

The UE shall handle the 5GS mobility identity IE in the REGISTRATION REQUEST message as follows:

a)
if the UE is operating in the single-registration mode, performs inter-system change from S1 mode to N1 mode, and the UE holds a valid 4G-GUTI, the UE shall include the 5G-GUTI mapped from the 4G-GUTI as specified in 3GPP TS 23.003 [4] in the 5GS mobility identity IE. Additionally, if the UE holds a valid 5G‑GUTI, the UE shall include the 5G-GUTI in the Additional GUTI IE in the REGISTRATION REQUEST message; and

b)
for all other cases, if the UE holds a valid 5G-GUTI, the UE shall indicate the 5G-GUTI in the 5GS mobile identity IE.

If the UE supports MICO mode and requests the use of MICO mode, then the UE shall include the MICO indication IE in the REGISTRATION REQUEST message.
If the UE wants to change the UE specific DRX parameters, the UE shall include the Requested DRX parameters IE in the REGISTRATION REQUEST message.
If the UE wants LADN information for either specific LADN DNN(s) or indicate a request for LADN information as specified in 3GPP TS 23.501 [8], the UE shall include the LADN indication IE in the REGISTRATION REQUEST message and:

-
request specific LADN DNNs by including a LADN DNN value in the LADN indication IE for each LADN DNN for which the UE requests LADN information; or

-
to indicate a request for LADN information by not including any LADN DNN value in the LADN indication IE.
If the UE is initiating the registration procedure for mobility and periodic registration update, the UE may include the Uplink data status IE to indicate which PDU session(s) have pending user data to be sent. If the UE has one or more active always-on PDU sessions and the user-plane resources for these PDU sessions are not established, the UE shall include the Uplink data status IE and indicate that the UE has pending user data to be sent for those PDU sessions. If the UE is located outside the LADN service area, the UE shall not include the PDU session for LADN in the Uplink data status IE.

If the UE has one or more active PDU sessions which are not accepted by the network as always-on PDU sessions and no uplink user data pending to be sent for those PDU sessions, the UE shall not include those PDU sessions in the Uplink data status IE in the REGISTRATION REQUEST message.
When the registration procedure for mobility and periodic registration update is initiated in 5GMM-IDLE mode, the UE may include a PDU session status IE in the REGISTRATION REQUEST message, indicating which PDU sessions associated with the access type the REGISTRATION REQUEST message is sent over are active in the UE.
If the UE received a paging message with the access type indicating non-3GPP access, the UE shall include the Allowed PDU session status IE in the REGISTRATION REQUEST message indicating the PDU session(s) for which the UE allows to re-establish the user-plane resources over 3GPP access.

If the UE operating in the single-registration mode performs inter-system change from S1 mode to N1 mode, the UE:

a)
shall include the UE status IE with the EMM registration status set to "UE is in EMM-REGISTERED state" in the REGISTRATION REQUEST message;

NOTE 1:
Inclusion of the UE status IE with this setting corresponds to the indication that the UE is "moving from EPC" as specified in 3GPP TS 23.502 [9], subclause 4.11.1.3.3 and 4.11.2.3.

b)
may include the PDU session status IE in the REGISTRATION REQUEST message indicating the status of the PDU session(s) mapped during the inter-system change from S1 mode to N1 mode from the PDN connection(s) for which the EPS indicated that interworking to 5GS is supported, if any (see subclause 6.1.4.1); and

c)
shall include a TRACKING AREA UPDATE REQUEST message as specified in 3GPP TS 24.301 [15] in the EPS NAS message container IE in the REGISTRATION REQUEST message.

If the UE operating in the single-registration mode performs inter-system change from S1 mode to N1 mode and the UE has at least one PDN connection with active EPS bearer context(s), the UE shall include in the Requested NSSAI IE of the REGISTRATION REQUEST message:
a)
the S-NSSAI(s) which:

1)
are associated with the established PDN connection(s); and

2)
are applicable in the serving PLMN; and

b)
the mapping of these S-NSSAI(s) to the S-NSSAI(s) of the configured NSSAI for the HPLMN if the mapping information is available at the UE.
The UE shall include the requested NSSAI containing the S-NSSAI(s) corresponding to the slices to which the UE wants to register and shall include the mapping of requested NSSAI which is the mapping of each S-NSSAI of the requested NSSAI to the S-NSSAI(s) of the configured NSSAI for the HPLMN, if available, in the REGISTRATION REQUEST message. If the UE has allowed NSSAI or configured NSSAI for the current PLMN, the requested NSSAI shall be either:

a)
the configured NSSAI for the current PLMN, or a subset thereof as described below, if the UE has no allowed NSSAI for the current PLMN;

b)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, if the UE has an allowed NSSAI for the current PLMN; or

c)
the allowed NSSAI for the current PLMN, or a subset thereof as described below, plus one or more S-NSSAIs from the configured NSSAI for which no corresponding S-NSSAI is present in the allowed NSSAI and those are neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.

If the UE has neither allowed NSSAI for the current PLMN nor configured NSSAI for the current PLMN and has a configured NSSAI not associated with a PLMN, the UE shall include the S-NSSAI(s) in the Requested NSSAI IE of the REGISTRATION REQUEST message using the configured NSSAI not associated with a PLMN. If the UE has no allowed NSSAI for the current PLMN, no configured NSSAI for the current PLMN, and no configured NSSAI not associated with a PLMN, the UE shall not include a requested NSSAI in the REGISTRATION REQUEST message.

The subset of configured NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the configured NSSAI applicable to this PLMN, if the S-NSSAI is neither in the rejected NSSAIs for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.
The subset of allowed NSSAI provided in the requested NSSAI consists of one or more S-NSSAIs in the allowed NSSAI for this PLMN, if the rejected S-NSSAI(s) is added by the configuration update procedure and the S-NSSAI is neither in the rejected NSSAI for the current PLMN nor in the rejected NSSAI for the current PLMN and registration area combination.

NOTE 2:
How the UE selects the subset of configured NSSAI or allowed NSSAI to be provided in the requested NSSAI is implementation.

NOTE 3:
The number of S-NSSAI(s) included in the requested NSSAI cannot exceed eight.

The UE shall set the "follow-on request pending" indication to 1, if the UE:

a)
initiates the mobility and periodic registration updating procedure upon request of the upper layers to establish an emergency PDU session;

b)
initiates the mobility and periodic registration updating procedure upon receiving a request from the upper layers to send NAS signalling associated with emergency services fallback; or

c)
needs to prolong the established NAS signalling connection after the completion of the registration procedure for mobility and periodic registration update (e.g. due to uplink signalling pending but no user data pending).
For case n), the UE shall set the NG-RAN-RCU bit of the 5GS registration type IE to "NG-RAN radio capability update needed" in the REGISTRATION REQUEST message.
For case p), the UE shall include the UL data status IE in the REGISTRATION REQUEST message indicating the PDU session(s) for which user-plane resources were active prior to receiving "RRC Connection failure" indication from the lower layers.
The UE shall send the REGISTRATION REQUEST message including the NAS message container IE as described in subclause 4.4.X:
a)
when the UE is sending the message from 5GMM-IDLE mode, the UE has a valid 5G NAS security context, and needs to send non-cleartext IEs; and
b)
when the UE is sending the message after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode and the UE has a valid 5G NAS security context and needs to send non-cleartext IEs.
The UE shall send the REGISTRATION REQUEST message without including the NAS message container IE when the UE does not need to send non-cleartext IEs and the UE is sending the message:

a)
from 5GMM-IDLE mode; and

b)
after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.
If the UE is sending the REGISTRATION REQUEST message after an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode and the UE needs to send non-cleartext IEs, the UE shall cipher the NAS message container IE using the mapped 5G NAS security context and shall send the REGISTRATION REQUEST message including the NAS message container IE as described in subclause 4.4.X. If the UE does not need to send non-cleartext IEs, the UE shall send the REGISTRATION REQUEST message without including the NAS message container IE.
If the UE is sending the REGISTRATION REQUEST message after an inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode and the UE does not have a valid 5G NAS security context, the UE shall send the REGISTRATION REQUEST message without including the NAS message container IE. The UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs and non-cleartext IEs) in the NAS message container IE that is sent as part of the SECURITY MODE COMPLETE message as described in subclauses 4.4.X and 5.4.2.3.
If the REGISTRATION REQUEST message includes a NAS message container IE, the AMF shall process the REGISTRATION REQUEST message that is obtained from the NAS message container IE as described in subclause 4.4.X.
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Figure 5.5.1.3.2.1: Registration procedure for mobility and periodic registration update

***** Next change *****
5.6.1.2
Service request procedure initiation
The UE initiates the service request procedure by sending a SERVICE REQUEST message to the AMF and starts timer T3517.

If the UE is sending the SERVICE REQUEST message from 5GMM-IDLE mode and the UE needs to send non-cleartext IEs, the UE shall send the SERVICE REQUEST message including the NAS message container IE as described in subclause 4.4.X.
For case a), b) and g) in subclause 5.6.1.1, the service type IE in the SERVICE REQUEST message shall be set to "mobile terminated services".

For case c), d), e) and f) in subclause 5.6.1.1, if the UE is a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "high priority access".
For case a) in subclause 5.6.1.1:

a)
if the paging request includes an indication for non-3GPP access type, the Allowed PDU session status IE shall be included in the SERVICE REQUEST message. If the UE has established the PDU session(s) associated with the S-NSSAI(s) which are included in the allowed NSSAI for 3GPP access, the UE shall indicate the PDU session(s) for which the UE allows the user-plane resources to be re-established over 3GPP access in the Allowed PDU session status IE. Otherwise, the UE shall not indicate any PDU session(s) in the Allowed PDU session status IE;

b)
if the UE has uplink user data pending to be sent over 3GPP access, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE has pending user data to be sent; or

c)
otherwise, the Uplink data status IE shall not be included in the SERVICE REQUEST message.
For case b) in subclause 5.6.1.1:

a)
the Allowed PDU session status IE shall be included in the SERVICE REQUEST message. If the UE has the PDU session(s) associated with the S-NSSAI(s) which are included in the allowed NSSAI for 3GPP access, the UE shall indicate the PDU session(s) for which the UE allows the user-plane resources to be re-established over 3GPP access in the Allowed PDU session status IE. Otherwise, the UE shall not indicate any PDU session(s) in the Allowed PDU session status IE;

b)
if the UE has uplink user data pending to be sent over 3GPP access, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) for which the UE has pending user data to be sent;

c)
otherwise, the Uplink data status IE shall not be included in the SERVICE REQUEST message.
For case c) in subclause 5.6.1.1, the Uplink data status IE shall not be included in the SERVICE REQUEST message except if the UE has one or more active always-on PDU sessions. The UE shall set the service type IE in the SERVICE REQUEST message to "emergency services", if the SERVICE REQUEST message is triggered by a request for emergency services from the upper layer and both the UE and the network support emergency services in N1 mode. Otherwise, if the UE is not a UE configured for high priority access in selected PLMN, the UE shall set the service type IE to "signalling".
For cases d) and e) in subclause 5.6.1.1, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "data".
For case f) in subclause 5.6.1.1:

a)
if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent. If the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "data";
b)
otherwise, if the UE is not a UE configured for high priority access in selected PLMN, the service type IE in the SERVICE REQUEST message shall be set to "signalling".
For case g) in subclause 5.6.1.1, if the UE has uplink user data pending to be sent, the Uplink data status IE shall be included in the SERVICE REQUEST message to indicate the PDU session(s) the UE has pending user data to be sent.
For case h) in subclause 5.6.1.1, if the UE receives a request for emergency services fallback from the upper layer and performs emergency services fallback as specified in subclause 4.13.4.2 of 3GPP TS 23.502 [9], the UE shall send a SERVICE REQUEST message with service type set to "emergency services fallback".
The UE shall include a valid 5G-S-TMSI in the 5G-S-TMSI IE of the SERVICE REQUEST message.

If the UE has one or more active always-on PDU sessions and the user-plane resources for these PDU sessions are not established, the UE shall include the Uplink data status IE in the SERVICE REQUEST message and indicate that the UE has pending user data to be sent for those PDU sessions.

If the UE has one or more active PDU sessions which are not accepted by the network as always-on PDU sessions and no uplink user data pending to be sent for those PDU sessions, the UE shall not include those PDU sessions in the Uplink data status IE in the SERVICE REQUEST message.
The PDU session status information element may be included in the SERVICE REQUEST message to indicate the PDU session(s) available in the UE associated with the access type the SERVICE REQUEST message is sent over. 
If the SERVICE REQUEST message includes a NAS message container IE, the AMF shall process the SERVICE REQUEST message that is obtained from the NAS message container IE as described in subclause 4.4.X.

If the PDU session status information element is included in the SERVICE REQUEST message, then the AMF shall release all those PDU sessions locally (without peer-to-peer signalling between the UE and the network) which are in active on the AMF side associated with the access type the SERVICE REQUEST message is sent over, but are indicated by the UE as being inactive, and shall request the SMF to release all those PDU sessions locally.
***** Next change *****
8.2.6.1
Message definition
The REGISTRATION REQUEST message is sent by the UE to the AMF. See table 8.2.6.1.1.

Message type:
REGISTRATION REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.6.1.1: REGISTRATION REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended Protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration request message identity
	Message type

9.7
	M
	V
	1

	
	5GS registration type
	5GS registration type

9.11.3.7
	M
	LV
	2

	
	ngKSI
	NAS key set identifier

9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	5GS mobile identity
	5GS mobile identity

9.11.3.4
	M
	LV
	5-TBD

	C-
	Non-current native NAS key set identifier
	NAS key set identifier

9.11.3.32
	O
	TV
	1

	10
	5GMM capability
	5GMM capability

9.11.3.1
	O
	TLV
	3-15

	2E
	UE security capability
	UE security capability

9.11.3.54
	O
	TLV
	4-10

	2F
	Requested NSSAI
	NSSAI

9.11.3.37
	O
	TLV
	4-74

	52
	Last visited registered TAI
	5GS tracking area identity

9.11.3.8
	O
	TV
	7

	65
	S1 UE network capability
	S1 UE network capability

9.11.3.48
	O
	TLV
	4-15

	40
	Uplink data status
	Uplink data status
9.11.3.57
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.11.3.44
	O
	TLV
	4-34

	B-
	MICO indication
	MICO indication
9.11.3.31
	O
	TV
	1

	2B
	UE status
	UE status

9.11.3.56
	O
	TLV
	3

	2C
	Additional GUTI
	5GS mobile identity

9.11.3.4
	O
	TLV
	TBD

	25
	Allowed PDU session status
	Allowed PDU session status

9.11.3.13
	O
	TLV
	4-34

	60
	UE's usage setting
	UE's usage setting

9.11.3.55
	O
	TLV
	3

	TBD
	Requested DRX parameters
	DRX parameters 

9.11.3.22
	O
	TBD
	TBD

	7C
	EPS NAS message container
	EPS NAS message container
9.11.3.24
	O
	TLV-E
	TBD

	7E
	LADN indication
	LADN indication

9.11.3.29
	O
	TLV-E
	3-811

	7B
	Payload container
	Payload container

9.11.3.39
	O
	TLV-E
	4-65538

	7D
	NAS message container
	NAS message container

9.11.3.33
	O
	TLV-E
	4-n



***** Next change *****
8.2.6.x
NAS message container
This IE shall be included if the UE is sending a REGISTRATION REQUEST message as an initial NAS message and the UE needs to send non-cleartext IEs.

***** Next change *****
8.2.16.1
Message definition
The SERVICE REQUEST message is sent by the UE to the AMF in order to request the establishment of an N1 NAS signalling connection and/or to request the establishment of user-plane resources for PDU sessions which are established without user-plane resources. See table 8.2.16.1.1.

Message type:
SERVICE REQUEST
Significance:

dual

Direction:


UE to network

Table 8.2.16.1.1: SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Service request message identity
	Message type

9.7
	M
	V
	1

	
	ngKSI 
	NAS key set identifier

9.11.3.32
	M
	V
	1/2

	
	Service type
	Service type

9.11.3.50
	M
	V
	1/2

	
	5G-S-TMSI
	5GS mobile identity

9.11.3.4
	M
	LV
	7

	40
	Uplink data status
	Uplink data status
9.11.3.57
	O
	TLV
	4-34

	50
	PDU session status
	PDU session status

9.11.3.44
	O
	TLV
	4-34

	25
	Allowed PDU session status
	Allowed PDU session status

9.11.3.13
	O
	TLV
	4-34

	7D
	NAS message container
	NAS message container

9.11.3.33
	O
	TLV-E
	4-n


***** Next change *****
8.2.16.x
NAS message container
This IE shall be included if the UE is sending a SERVICE REQUEST message as an initial NAS message and the UE needs to send non-cleartext IEs.

***** Next change *****
8.2.25.1
Message definition

The SECURITY MODE COMMAND message is sent by the AMF to the UE to establish NAS signalling security. See table 8.2.25.1.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.25.1.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.7
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.11.3.34
	M
	V
	1

	
	ngKSI
	NAS key set identifier

9.11.3.32
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability

9.11.3.54
	M
	LV
	3-9

	E-
	IMEISV request
	IMEISV request

9.11.3.28
	O
	TV
	1

	
	
	

	
	
	

	57
	Selected EPS NAS security algorithms
	EPS NAS security algorithms

9.11.3.25
	O
	TV
	2

	36
	Additional 5G security information
	Additional 5G security information

9.11.3.12
	O
	TLV
	3

	78
	EAP message
	EAP message

9.11.2.2
	O
	TLV-E
	7


***** Next change *****
8.2.25.3
Void

***** Next change *****
8.2.25.5
Additional 5G security information
The network shall include this IE if: 
a)
the network needs to provide the UE with horizontal derivation parameter; or
b)
the initial NAS message (i.e. REGISTRATION REQUEST or SERVICE REQUEST) does not successfully pass the integrity check at the AMF (see subclause 5.4.2.2).
***** Next change *****
8.2.26.1
Message definition

The SECURITY MODE COMPLETE message is sent by the UE to the AMF in response to a SECURITY MODE COMMAND message. See table 8.2.26.1.1.

Message type:
SECURITY MODE COMPLETE

Significance:

dual

Direction:


UE to network

Table 8.2.26.1.1: SECURITY MODE COMPLETE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Security mode complete message identity
	Message type

9.6
	M
	V
	1

	2C
	IMEISV
	5G mobile identity

9.11.3.4
	O
	TLV
	11

	7D
	NAS message container
	NAS message container

9.11.3.33
	O
	TLV-E
	4-n


***** Next change *****
8.2.26.3
NAS message container
The UE shall include this information element:

a)
if during an ongoing registration procedure or service request procedure, the AMF included the Additional 5G security information with the RINMR bit set to "Retransmission of the initial NAS message requested"in the SECURITY MODE COMMAND message as described in 3GPP TS 33.501 [24]; and

b)
if during an ongoing registration procedure, the UE does not have a valid 5G NAS security context and the UE needs to send non-cleartext IEs.
***** Next change *****
9.11.3.12
Additional 5G security information
The purpose of the Additional 5G security information information element is to provide the UE with additional security parameters (e.g. horizontal derivation parameter) or to request the UE to retransmit an initial NAS message during a security mode control procedure as defined in 3GPP TS 33.501 [24]. The UE uses these parameters for completion of security mode control procedure.

The Additional 5G security parameters information element is coded as shown in figure 9.11.3.12.1 and table 9.11.3.12.1.

The Additional 5G security parameters is a type 4 information element with a length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Additional 5G security parameters IEI
	octet 1

	Length of Additional 5G security parameters contents
	octet 2

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	RINMR

	HDP
	octet 3


Figure 9.11.3.12.1: Additional 5G security parameters information element

Table 9.11.3.12.1: Additional 5G security parameters information element

	

	
	
	
	
	

	
	
	
	
	

	

	


	Horizontal derivation parameter (HDP) (octet 3, bit 1)

	0
	
	KAMF derivation is not required

	1
	
	KAMF derivation is required

	

	Retransmission of initial NAS message request (octet 3, bit 2)

	0
	
	Retransmission of the initial NAS message not requested

	1
	
	Retransmission of the initial NAS message requested

	

	Bits 3 to 8 of octet 3 are spare and shall be coded as zero.


***** Next change *****
9.11.3.27
Void



	
	
	
	
	
	
	
	
	

	
	

	

	





	

	

	


***** Next change *****
9.11.3.33
NAS message container

The purpose of the NAS message container IE is to encapsulate a plain 5GS NAS message.

The NAS message container information element is coded as shown in figure 9.11.3.33.1 and table 9.11.3.33.1.

The NAS message container is a type 6 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS message container IEI
	octet 1

	Length of NAS message container contents
	octet 2

	
	octet 3

	
	octet 4

	NAS message container contents
	

	
	octet n


Figure 9.11.3.33.1: NAS message container information element

Table 9.11.3.33.1: NAS message container information element

	NAS message container contents (octet 4 to octet n); Max value of 65535 octets

	

	This IE can contain a REGISTRATION REQUEST message as defined in subclause 5.5.1, or a SERVICE REQUEST message as defined in subclause 5.6.1.
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