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* * * First Change * * * *
[bookmark: _Toc525373519][bookmark: _Toc525373561][bookmark: _Toc525372851][bookmark: _Toc525372890]6.1.3.2.3.1	POST 
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.
Table 6.1.3.2.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and response codes specified in table 6.1.3.2.3.1-3.
Table 6.1.3.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfo
	M
	1
	Contains the UE id (i.e. SUCI or SUPI as specified in 3GPP TS 33.501 [8]) and the serving network name.
It may also contain Trace Data as specified in 3GPP TS 23.501 [2].



Table 6.1.3.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	UEAuthenticationCtx
	M
	1
	201 Created
	Upon success, if 5G AKA is selected, the response body will contain one AV and "link" for the AMF to PUT the confirmation.
If an EAP-based method is selected, the response body will contain the EAP method selected, the corresponding EAP packet request and a "link" for the AMF to POST the EAP response.

The HTTP response shall include a "Location" header that contains the resource URI of the created resource.

	ProblemDetails
	M
	1
	400 Bad Request
	This case represents the failure to start authentication service because of input parameter error.


	ProblemDetails
	M
	1
	403 Forbidden
	This case represents when the UE is not allowed to be authenticated. 
The "cause" attribute can be set to one of the following application errors:
- AUTHENTICATION_REJECTED
- SERVING_NETWORK_NOT_AUTHORIZED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUTIf the serving network is not authorized to the use the serving network name, the AUSF shall indicate the following application error: "serving network not authorized".

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute can be set to the following application error:
- USER_NOT_FOUND

	ProblemDetails
	M
	1
	500 Internal Server Error
	This case represents the failure in starting the authentication service because of a server internal error.
If the error is due to a problem with UDM not able to generate the requested AV, the AUSF shall indicate the following application error: "AV_GENERATION_PROBLEM"

	ProblemDetails
	M
	1
	501 Not Implemented
	The "cause" attribute can be set to the following application error:
- UNSUPPORTED_PROTECTION_SCHEME



[bookmark: _Hlk526457161]
* * * Next Change * * * *

6.1.7.3	Application Errors
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nausf_UEauthentication service. The following application errors listed in Table 6.1.7.3-1 are specific for the Nausf_UEauthentication service.
Table 6.1.7.3-1: Application errors
	[bookmark: _Hlk510519236]Application Error
	HTTP status code
	Description

	SERVING_NETWORK_NOT_AUTHORIZED
	403 Forbidden
	The serving network is not authorized, e.g. serving PLMN.

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user cannot be authenticated with this authentication method e.g. only SIM data available

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data

	CONTEXT_NOT_FOUND
	404 Not Found
	The AUSF cannot found the resource corresponding to the URI provided by the NF Service Consumer.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UPSTREAM_SERVER_ERROR
	504 Gateway Timeout
	No response is received from a remote peer, e.g. from the UDM

	NETWORK_FAILURE
	504 Gateway Timeout
	The request is rejected due to a network problem.

	AV_GENERATION_PROBLEM
	500 Internal Server Error
	The UDM has indicated that it was not able to generate AV.

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN
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* * * End of Changes * * * *

