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***** Next change *****
11.4.6.1
Message definition

This message is sent by the UE to another peer UE to acknowledge and respond to the link keepalive request. See table 11.4.6.1.1.

Message type:
DIRECT_COMMUNICATION_KEEPALIVE_ACK

Table 11.4.6.1.1: DIRECT_COMMUNICATION_KEEPALIVE_ACK message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_KEEPALIVE_ACK message identity
	PC5-SP Message Type

12.5.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	Keepalive Counter
	Keepalive Counter

12.5.1.6
	M
	V
	4


***** Next change *****
11.4.12.1
Message definition
This message is sent by the ProSe UE-to-network relay UE to the remote UE to acknowledge and respond to the cell ID announcement request. See table 11.4.12.1.
Table 11.4.12.1.1: CELL_ID_ANNOUNCEMENT_RESPONSE content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	CELL_ID_ANNOUNCEMENT_RESPONSE identity
	Message Type
12.5.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	ECGI announcement request refresh timer T4106
	Binary

12.5.1.15
	M
	V
	2


***** Next change *****
11.4.15.1
Message definition

This message is sent by a UE to the peer UE to refresh the security of an established direct link. See table 11.4.15.1.

Message type:
DIRECT_REKEYING_REQUEST
Table 11.4.15.1: DIRECT_REKEYING_REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_REKEYING_REQUEST message identity
	PC5-SP Message Type

12.5.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2

	
	UE Security Capabilities
	UE Security Capabilities

12.5.1.22
	M
	V
	2

	
	Nonce_1
	Nonce_1

12.5.1.30
	M
	V
	16

	
	MSB of KD-sess ID
	MSB of KD-sess
12.5.1.25
	M
	V
	1

	21
	Auth Flag
	Auth Flag

12.5.1.32
	O
	TV
	2

	8
	PRUK ID
	PRUK ID

12.5.1.19
	O
	TV
	9


***** Next change *****
11.4.17.1
Message definition

This message is sent by a UE to the peer UE to trigger the peer UE to initiate a direct link rekeying procedure to refresh KD. See table 11.4.17.1.1.

Message type:
DIRECT_REKEYING_TRIGGER
Table 11.4.17.1: DIRECT_REKEYING_TRIGGER message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_REKEYING_TRIGGER message identity
	PC5-SP Message Type

12.5.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number

12.5.1.2
	M
	V
	2


***** Next change *****
12.2.2.9
DiscoveryKey

This parameter is used to carry a Discovery Key allocated by the ProSe Function. This key is used by the UE to compute the MIC that is included in the PC5_DISCOVERY message. The format of Discovery Key is defined in 3GPP TS 33.303 [6].

***** Next change *****
12.5.1.6
Keepalive Counter

The Keepalive Counter information element contains a 32-bit counter used for the direct link keepalive procedure.

The Keepalive Counter is a type 3 information element with a length of 5 octets. The IEI of the KeepAlive Counter IE is 4.

The Keepalive Counter information element is coded as shown in figure 12.5.1.6.1 and table 12.5.1.6.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Keepalive Counter IEI
	octet 1

	Keepalive Counter Content
	octet 2



	
	octet 5


Figure 12.5.1.6.1: Keepalive Counter information element

Table12.5.1.6.1: Keepalive Counter information element

	Keepalive Counter value (octet 2 to 5)

This contains the 32-bit keepalive counter.




1
***** Next change *****
2.5.1.7
PC5 Signalling Protocol Cause Value

The purpose of the PC5 Signaling Protocol Cause Value information element is to indicate the error cause values used in the PC5 Signalling Protocol procedures.

The PC5 Signalling Protocol Cause Value is a type 3 information element, with a length of 2 octets. The IEI of PC5 Signaling Protocol Cause Value IE is 5.

The PC5 Signalling Protocol Cause Value information element is coded as shown in figure 12.5.1.7.1 and table 12.5.1.7.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 Signalling Protocol Cause Value IEI
	octet 1

	PC5 Signalling Protocol Cause Value Content
	octet 2


Figure 12.5.1.7.1: PC5 Signaling Protocol Cause Value information element

Table12.5.1.7.1: PC5 Signaling Protocol Cause Value information element

	PC5 Signaling Error Cause value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	Direct communication to target UE not allowed

	0
	0
	1
	0
	
	Authentication failure

	0
	0
	1
	1
	
	Conflict of Layer 2 ID for unicast communication is detected

	0
	1
	0
	0
	
	Lack of resources for proposed link

	0
	1
	0
	1
	
	IP version mismatch

	0
	1
	1
	0
	
	Link setup failure due to other errors 

	0
	1
	1
	1
	
	UE security capabilities mismatch

	1
	0
	0
	0
	
	Unspecified error

	1
	0
	0
	1
	
	Authentication synchronisation error

	1
	0
	1
	0
	
	Non-responsive peer during security mode procedure

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


***** Next change *****
12.5.1.8
Release Reason

The purpose of the Release Reason information element is to indicate the reason why the direct link is to be released.

The Release Reason IE is a type 3 information element, with a length of 2 octets. The IEI of Release Reason IE is 6.

The Release Reason information element is coded as shown in figure 12.5.1.8.1 and table 12.5.1.8.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Release Reason IEI
	octet 1

	Release Reason Content
	octet 2


Figure 12.5.1.8.1: Release Reason information element

Table 12.5.1.8.1: Release Reason information element

	Release Reason value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	Direct communication to the peer UE no longer needed

	0
	0
	1
	0
	
	Direct communication with the peer UE is no longer allowed 

	0
	0
	1
	1
	
	Direct connection is not available any more

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


***** Next change *****
12.5.1.9
Maximum Inactivity Period

The purpose of the Maximum Inactivity Period information element is to indicate the maximum inactivity period of the requesting UE over the direct link.

The Maximum Inactivity Period IE is a type 3 information element, with a length of 5 octets. The IEI of Maximum Inactivity Period IE is 7.

The Maximum Inactivity Period information element is coded as shown in figure 12.5.1.9.1 and table 12.5.1.9.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Maximum Inactivity Period IEI
	octet 1

	Maximum Inactivity Period Content
	octet 2



	
	octet 5


Figure 12.5.1.9.1: Maximum Inactivity Period information element

Table12.5.1.9.1: Maximum Inactivity Period information element

	Maximum Inactivity Period value (octet 2 to 5)

This contains the 32-bit inactivity period value in seconds.




***** Next change *****
12.5.1.16
Requested ProSe Per-Packet Priority
This parameter is used for representing a protocol data unit transmission priority for relaying eMBMS traffic over PC5. It is provided by the remote UE. It is an integer in the 1-8 range and the lower number means the higher priority.

The Requested ProSe Per-Packet Priority is a type 3 information element, with a length of 2 octet. The Requested ProSe Per-Packet Priority information element is coded as shown in table 12.5.1.16.1. The IEI of the Requested ProSe Per-Packet Priority IE is 29.
The Requested ProSe Per-Packet Priority information element is coded as shown in figure 12.5.1.16.1 and table 12.5.1.16.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Requested ProSe Per-Packet Priority IEI
	octet 1

	Requested ProSe Per-Packet Priority value
	octet 2


Figure 12.5.1.16.1: Requested ProSe Per-Packet Priority information element

Table 12.5.1.16.1: Requested ProSe Per-Packet Priority information element
	ProSe Per-Packet Priority value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	1
	
	PPPP 1

	0
	0
	1
	0
	
	PPPP 2

	0
	0
	1
	1
	
	PPPP 3

	0
	1
	0
	0
	
	PPPP 4

	0
	1
	0
	1
	
	PPPP 5

	0
	1
	1
	0
	
	PPPP 6

	0
	1
	1
	1
	
	PPPP 7

	1
	0
	0
	0
	
	PPPP 8

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


***** Next change *****
12.5.1.24
LSB of KD-sess ID
The purpose of the LSB of KD-sess ID information element is to carry the 8 least significant bits of the KD-sess ID.
The LSB of KD-sess ID IE is a type 3 information element, with a length of 2 octets. The IEI of the LSB of KD-sess ID IE is 13.

The LSB of KD-sess ID information element is coded as shown in figure 12.5.1.24.1 and table 12.5.1.24.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSB of KD-sess ID IEI
	octet 1

	LSB of KD-sess ID Content
	octet 2


Figure 12.5.1.24.1: LSB of KD-sess ID information element

Table12.5.1.24.1: LSB of KD-sess ID information element

	LSB of KD-sess ID value (octet 2)

This contains the 8 least significant bits of KD-sess ID.




***** Next change *****
12.5.1.25
MSB of KD-sess ID
The purpose of the MSB of KD-sess ID information element is to carry the 8 most significant bits of the KD-sess ID.
The MSB of KD-sess ID IE is a type 3 information element, with a length of 2 octets. The IEI of the MSB of KD-sess ID Request Nonce IE is 14.

The MSB of KD-sess ID information element is coded as shown in figure 12.5.1.25.1 and table 12.5.1.25.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSB of KD-sess ID IEI
	octet 1

	MSB of KD-sess ID Content
	octet 2


Figure 12.5.1.25.1: MSB of KD-sess ID information element

Table12.5.1.25.1: MSB of KD-sess ID information element

	MSB of KD-sess ID value (octet 2)

This contains the 8 most significant bits of KD-sess ID.




***** Next change *****
12.5.1.26
LSB of KD ID
The purpose of the LSD of KD ID information element is to carry the 16 least significant bits of the KD ID.
The LSB of KD ID IE is a type 3 information element, with a length of 3 octets. The IEI of the LSB of KD ID is 15.

The LSB of KD ID information element is coded as shown in figure 12.5.1.26.1 and table 12.5.1.26.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	LSD of KD ID IEI
	octet 1

	LSB of KD ID Content
	octet 2

	
	octet 3


Figure 12.5.1.26.1: LSB of KD ID information element

Table12.5.1.26.1: LSB of KD ID information element

	LSB of KD ID value (octet 2 to 3)

This contains the 16 least significant bits of KD ID.




***** Next change *****
12.5.1.27
MSB of KD ID
The purpose of the MSB of KD ID information element is to carry the 16 most significant bits of the KD ID.
The MSB of KD ID IE is a type 3 information element, with a length of 3 octets. The IEI of the MSB of KD ID IE is 16.

The MSB of KD ID information element is coded as shown in figure 12.5.1.27.1 and table 12.5.1.27.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	MSD of KD ID IEI
	octet 1

	MSB of KD ID Content
	octet 2

	
	octet 3


Figure 12.5.1.27.1: MSB of KD ID information element

Table12.5.1.27.1: MSB of KD ID information element

	MSB of KD ID value (octet 2 to 3)

This contains the 16 most significant bits of KD ID.




***** Next change *****
12.5.1.28
KD ID
The purpose of the KD ID information element is to carry the identity of the KD held by a UE.
The KD ID IE is a type 3 information element, with a length of 5 octets. The IEI of the KD ID IE is 17.

The KD ID information element is coded as shown in figure 12.5.1.28.1 and table 12.5.1.28.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	KD ID IEI
	octet 1

	KD ID Content
	octet 2



	
	octet 5


Figure 12.5.1.28.1: KD ID information element

Table12.5.1.28.1: KD ID information element

	KD ID value (octet 2 to 5)

This contains the 32-bit identifier of a KD.




***** Next change *****
12.5.1.29
KD Freshness 
The purpose of the KD Freshness information element is to indicate the nonce value generated by initiating PKMF to ensure that any calculated KD is fresh.

The KD Freshness parameter IE is a type 3 information element, with a length of 17 octets. The IEI of the KD Freshness IE is 18.

The KD Freshness parameter information element is coded as shown in figure 12.5.1.29.1 and table 12.5.1.29.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	KD Freshness IEI
	octet 1

	KD Freshness Content
	octet 2



	
	octet 17


Figure 12.5.1.29.1: KD Freshness information element

Table12.5.1.29.1: KD Freshness information element

	KD Freshness value (octet 2 to 17)

This contains the 128-bit nonce value.




***** Next change *****
12.5.1.30
Nonce_1
The purpose of the Nonce_1 information element is to indicate the nonce value generated by the UE which initiated the direct link setup procedure or direct link rekeying procedure.

The Nonce_1 IE is a type 3 information element, with a length of 17 octets. The IEI of the Nonce_1 IE is 19.

The Nonce_1 information element is coded as shown in figure 12.5.1.30.1 and table 12.5.1.30.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Nonce_1 IEI
	octet 1

	Nonce_1 Content
	octet 2



	
	octet 17


Figure 12.5.1.30.1: Nonce_1 information element

Table12.5.1.30.1: Nonce_1 information element

	Nonce1 value (octet 2 to 17)

This contains the 128-bit nonce value.




***** Next change *****
12.5.1.31
Nonce_2

The purpose of the Nonce_2 information element is to indicate the nonce value generated by the UE which initiated the direct security mode control procedure.

The Nonce_2 IE is a type 3 information element, with a length of 17 octets. The IEI of the Nonce_2 IE is 20.

The Nonce_2 information element is coded as shown in figure 12.5.1.31.1 and table 12.5.1.31.1. 
	8
	7
	6
	5
	4
	3
	2
	1
	

	Nonce_2 IEI
	octet 1

	Nonce_2 Content
	octet 2



	
	octet 17


Figure 12.5.1.31.1: Nonce_2 information element

Table12.5.1.31.1: Nonce_2 information element

	Nonce_2 value (octet 2 to 17)

This contains the 128-bit nonce value.




***** Next change *****
12.5.1.33
Signature
The purpose of the Signature information element is to indicate the ECCSI signature calculated based on information exchanged during the direct link setup.

The Signature IE is a type 3 information element, with a length of 130 octets. The IEI of the Signature IE is 22.

The Signature information element is coded as shown in figure 12.5.1.33.1 and table 12.5.1.33.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Signature IEI
	octet 1

	Signature Content
	octet 2



	
	octet 130


Figure 12.5.1.33.1: Signature information element

Table12.5.1.33.1: Signature information element

	Signature value (octet 2 to 130)

This contains the signature with a length of 129 octets. The exact content structure is specified in 3GPP TS 33.303 [6].



***** Next change *****
12.5.1.34
Encrypted Payload
The purpose of the Encrypted Payload information element is to indicate the encrypted data encapsulating the shared secret key to be used for the established link.

The Encrypted Payload IE is a type 4 information element, with a variable length. The IEI of the Encrypted Payload IE is 23.

The Encrypted Payload information element is coded as shown in figure 12.5.1.34.1 and table 12.5.1.34.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Encrypted Payload IEI
	octet 1

	Length Encrypted Payload
	octet 2

	Encrypted Payload Content
	octet 3


	
	octet n


Figure 12.5.1.34.1: Encrypted Payload information element

Table12.5.1.34.1: Encrypted Payload information element

	Encrypted Payload value (octet 3 to n)

This contains the encrypted data content with a variable length. The exact content structure is specified in 3GPP TS 33.303 [6].



***** Next change *****
12.5.1.35
Remote UE Information Type
The purpose of the Remote UE Information Type element is to indicate the type of information requested regarding the remote UE.

The Remote UE Information Type IE is a type 3 information element, with a length of 2 bytes. The IEI of the Remote UE Information Type IE is 24.

The Remote UE Information Type information element is coded as shown in figure 12.5.1.35.1 and table 12.5.1.35.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Remote UE Information Type IEI
	octet 1

	Remote UE Information Type Content
	octet 2


Figure 12.5.1.35.1: Remote UE Information Type information element

Table 12.5.1.35.1: Remote UE Information Type information element
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	IMEI

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMEISV

	
	
	
	
	
	
	
	
	
	

	All other values are reserved


***** END of changes *****
1

