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* * * First Change * * * *

5.4.2.2.2
Authentication Information Retrieval
Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi or suci), the serving network name,  and may contain resynchronization info.


[image: image1.emf]NF service 

consumer

UDM

1. POST …/{supiOrSuci}/security-information/generate-auth-data

(serving network name, resync. info)

2. 200 OK (AuthenticationInfoResult)


Figure 5.4.2.2.2-1: NF service consumer requesting authentication information
1.
The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource representing the UE's security information. 

2.
The UDM responds with "200 OK" with the message body containing the authentication data information. 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *

5.4.2.3.2
Authentication Confirmation

Figure 5.4.2.3.2-1 shows a scenario where the NF service consumer (AUSF) confirms the occurence of a successful or unsuccessful authentication to the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.4.1). The request contains the UE's identity (supi), and information about the authentication occurrence (AuthEvent).
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Figure 5.4.2.3.2-1: NF service consumer confirms UE authentication

1.
The NF service consumer sends a POST request to the resource representing the UE's authentication events. 

2.
The UDM responds with "201 Created". 
On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error information should be returned in the POST response body.

* * * Next Change * * * *

6.3.3.2.4.2.2
Operation Definition

This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure and response codes specified in table 6.3.3.2.4.2.2-2.
Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthenticationInfoRequest
	M
	1
	Contains the serving network name and Resynchronization Information


Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

Codes
	Description

	AuthenticationInfoResult
	M
	1
	200 OK
	Upon success, a response body containing the selected authentication method and an authentication vector if 5G AKA or EAP-AKA' has been selected shall be returned 

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:

- USER_NOT_FOUND

	ProblemDetails
	M
	1
	403 Forbidden
	The "cause" attribute shall be set to one of the following application errors:

- UNKNOWN_5GS_SUBSCRIPTION

- AUTHENTICATION_REJECTED
- ROAMING_NOT_ALLOWED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER

- INVALID_SCHEME_OUTPUT

	ProblemDetails
	M
	1
	501 Not Implemented
	The "cause" attribute shall be set to the following application error:

- UNSUPPORTED_PROTECTION_SCHEME

	NOTE: 
In addition common data structures as listed in table 6.1.7-1 are supported.


* * * Next Change * * * *

6.3.3.3.3.1
POST
This method shall support the URI query parameters specified in table 6.3.3.3.3.1-1.

Table 6.3.3.3.3.1-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 6.3.3.3.3.1-2 and the response data structures and response codes specified in table 6.3.3.3.3.1-3.
Table 6.3.3.3.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	AuthEvent
	M
	1
	The UE Authentication Event


Table 6.3.3.3.3.1-3: Data structures supported by the POST Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	AuthEvent
	O
	0..1
	201 Created
	Upon success, a response body containing a representation of the created Authentication Event may be returned.

The HTTP response shall include a "Location" HTTP header that contains the resource URI of the created resource.

	ProblemDetails
	M
	1
	404 Not Found
	The "cause" attribute shall be set to the following application error:

- USER_NOT_FOUND

	NOTE: 
In addition common data structures as listed in table 6.3.7-1 are supported.


* * * Next Change * * * *

6.3.7
Error Handling 


	
	
	
	

	

	


6.3.7.1
General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].
6.3.7.2
Protocol Errors

Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].
6.3.7.3
Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_UEAuthentication service. The following application errors listed in Table 6.3.7.3-1 are specific for the Nudm_UEAuthentication service.

Table 6.3.7.3-1: Application errors

	Application Error
	HTTP status code
	Description

	AUTHENTICATION_REJECTED
	403 Forbidden
	The user is cannot be authenticated with this authentication method e.g. only SIM data available

	ROAMING_NOT_ALLOWED
	403 Forbidden
	The requesting network is not authorized to request UE authentication information.

	USER_NOT_FOUND
	404 Not Found
	The user does not exist in the HPLMN

	UNKNOWN_5GS_SUBSCRIPTION
	403 Forbidden
	No 5GS subscription is associated with the user.

	UNSUPPORTED_PROTECTION_SCHEME
	501 Not implemented
	The received protection scheme is not supported by HPLMN

	INVALID_HN_PUBLIC_KEY_IDENTIFIER
	403 Forbidden
	Invalid HN public key identifier received

	INVALID_SCHEME_OUTPUT
	403 Forbidden
	SUCI cannot be decrypted with received data


* * * Next Change * * * *

A.4
Nudm_UEAU API

openapi: 3.0.0
info:

  version: '1.PreR15.0.0'

  title: 'UDM UE Authenticaton'

  description: 'UDM UE Authentication Service'

security:

  - oAuth2ClientCredentials: []
paths:

  /{supiOrSuci}/security-information/generate-auth-data:

    post:

      summary: Generate authentication data for the UE

      operationId: GenerateAuthData
      tags:

        - Generate Auth Data
      parameters:

        - name: supiOrSuci
          in: path

          description: SUPI or SUCI of the user

          required: true

          schema:

            $ref: '#/components/schemas/SupiOrSuci'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthenticationInfoRequest'

        required: true

      responses:

        '200':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthenticationInfoResult'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '501':
          $ref: 'TS29571_CommonData.yaml#/components/responses/501'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'






        default:

          description: Unexpected error





  /{supi}/auth-events:

    post:

      summary: Create a new confirmation event
      operationId: ConfirmAuth
      tags:

        - Confirm Auth
      parameters:

        - name: supi

          in: path

          description: SUPI of the user

          required: true

          schema:

            $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'

      requestBody:

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/AuthEvent'

        required: true

      responses:

        '201':

          description: Expected response to a valid request

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/AuthEvent'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'






        default:

          description: Unexpected error





*********text not shown for clarity*********************

* * * End Of Change * * * *
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