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***** Next change *****
7.2.2
SIP PUBLISH request for service authorisation and MCPTT service settings
If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49]; and

2)
has available an access-token;

then the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1 and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1 shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request;

4)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request an application/vnd.3gpp.mcptt-info+xml MIME body with:
a)
the <mcptt-access-token> element set to the received access-token encrypted using the client server key (CSK) as specified in subclause 6.6.2.3.3; and
b)
the <mcptt-client-id> element set to the encrypted MCPTT client ID of the originating MCPTT client, as specified in subclause 6.6.2.3.3; 
5)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:
a)
the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request; and
b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
6)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
7)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
***** Next change *****
7.2.3
Sending SIP PUBLISH for MCPTT service settings only
To set, update, remove or refresh the MCPTT service settings, the MCPTT client shall generate a SIP PUBLISH request according 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 4354 [55]. In the SIP PUBLISH request, the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with:

a)
the <mcptt-request-uri> element set to the targeted MCPTT ID encrypted using the client server key (CSK), as specified in subclause 6.6.2.3.3; and

b)
the <mcptt-client-id> element set to the encrypted MCPTT client ID of the originating MCPTT client, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-request-uri> set to the cleartext targeted MCPTT ID; and

b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
4)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
5)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
On receiving the SIP 200 (OK) response to the SIP PUBLISH request the MCPTT client may indicate to the MCPTT User the successful communication of the MCPTT service settings to the MCPTT server.
***** Next change *****
7.3.1A
Confidentiality and Integrity Protection
When the MCPTT server receives a SIP REGISTER request sent from the MCPTT client contained within a message/sip MIME body of a received third-party SIP REGISTER request or a SIP PUBLISH request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCPTT server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the MCPTT server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the MCPTT server decrypts the protected content.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body and an application/poc-settings+xml MIME body;

the MCPTT server:

1)
shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in subclause 6.6.3.4.1 for each XML MIME body;

2)
if integrity protection has been applied, shall use the keying data described in subclause 6.6.3.2 and the procedures described in subclause 6.6.3.4.2 to verify the integrity of each of the XML MIME bodies; and

3)
if all integrity protection checks succeed, shall continue with the remaining steps of this subclause.

Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element and an <mcptt-client-id> element, and an application/poc-settings+xml MIME body;

the MCPTT server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-access-token> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body, by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-access-token> element and <mcptt-client-id> element:

a)
shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46], along with the procedures described in subclause 6.6.2.4.2 to:
i)
decrypt the received access token in the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and
ii)
decrypt the received MCPTT client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;
b)
if the decryption procedure succeeds, shall identify the MCPTT ID and the MCPTT client ID from the decrypted values; and
c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)
if confidentiality protection has been applied to only one of the <mcptt-access-token> element or the <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;

4)
if confidentiality protection has not been applied: 
a)
shall identify the MCPTT ID from <mcptt-access-token> element received in the application/vnd.3gpp.mcptt-info+xml MIME body; and
b)
shall identify the MCPTT client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.
Upon receiving a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element, an <mcptt-client-id> element, and an application/poc-settings+xml MIME body, the MCPTT server:

1)
shall determine if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.2.4.1;

2)
if confidentiality protection has been applied to the <mcptt-request-uri> element and the <mcptt-client-id> element:

a)
shall use the keying information described in subclause 6.6.2.2 along with the procedures described in subclause 6.6.2.4.2 to:

i)
decrypt the received encrypted MCPTT ID in the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and
ii)
decrypt the received encrypted MCPTT client ID in the <mcptt-client-id> element in the application/vnd.3gpp.mcptt-info+xml MIME body;
b)
if all decryption procedures succeed, shall identify the MCPTT ID and MCPTT client ID from the decrypted values; and
c)
if the decryption procedure fails, shall determine that confidentiality protection has not been successful;
3)
if confidentiality protection has been applied to only one of the <mcptt-request-uri> element or <mcptt-client-id> element:

a)
shall determine that confidentiality protection has not been successful;
4)
if confidentiality protection has not been applied:

a)
shall identify the MCPTT ID from the contents of the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body;and
b)
shall identify the MCPTT client ID from the <mcptt-client-id> element received in the application/vnd.3gpp.mcptt-info+xml MIME body.
***** Next change *****
7.3.3
SIP PUBLISH request for service authorisation and service settings

The MCPTT server shall support obtaining service authorization specific information from a SIP PUBLISH request for MCPTT server settings.

Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value;
2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-access-token> element and an <mcptt-client-id> element;
the MCPTT server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;
3)
if the procedures in subclause 7.3.1A were not successful shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "140 unable to decrypt XML content " in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
4)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.179 [46];

5)
if service authorization was successful: 
a)
shall bind the MCPTT ID to the IMS public user identity; and
NOTE 1:
The MCPTT server will store the binding MCPTT ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.
b)
shall download the MCPTT user profile from the MCPTT user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCPTT server;
c)
if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT user database, shall determine the pre-selected MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.384 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and
NOTE 2:
If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.
d)
if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in subclause 9.2.2.2.v;
6)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
7)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)
shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires;
9)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4]; and
10)
shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MCPTT client.

***** Next change *****
7.3.4
Receiving SIP PUBLISH request for MCPTT service settings only
Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value;
2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-request-uri> element and an <mcptt-client-id> element;
The MCPTT server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;
3)
if the procedures in subclause 7.3.1A were not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "140 unable to decrypt XML content" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
4)
shall verify that a binding between the IMS public user identity in the Request-URI and the MCPTT ID in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml exists at the MCPTT server;
5)
if a binding exists between the IMS public user identity and the MCPTT ID in the request and the validity period of the binding has not expired:

a)
shall download the MCPTT user profile from the MCPTT user database as defined in 3GPP TS 29.283 [73] if not already stored at the MCPTT server;

b)
if multiple MCPTT user profiles are stored at the MCPTT server or downloaded for the MCPTT user from the MCPTT user database, shall determine the pre-selected MCPTT user profile by identifying the MCPTT user profile (see the MCPTT user profile document in 3GPP TS 24.384 [50]) in the collection of MCPTT user profiles that contains a <Pre-selected-indication> element; and

NOTE:
If only one MCPTT user profile is stored at the MCPTT server or only one MCPTT user profile is downloaded from the MCPTT user database, then by default this MCPTT user profile is the pre-selected MCPTT user profile.

c)
if an <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document with one or more <entry> elements containing an MCPTT group ID (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID, shall perform implicit affiliation as specified in subclause 9.2.2.2.15.
6)
if a binding does not exist between the IMS public user identity and the MCPTT ID in the request or the binding exists, but the validity period of the binding has expired, shall reject the SIP PUBLISH request with a SIP 404 (Not Found) response and not continue with any of the remaining steps;
7)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
8)
shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires;
9)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4];

10)
shall use the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package as the current Answer-Mode Indication of the MCPTT client.

***** Next change *****
9.2.2.2.1
General

The procedures of MCPTT server serving the MCPTT user consist of:

-
a receiving affiliation status change from MCPTT client procedure;

-
a receiving subscription to affiliation status procedure;

-
a sending notification of change of affiliation status procedure;

-
a sending affiliation status change towards MCPTT server owning MCPTT group procedure;

-
an affiliation status determination from MCPTT server owning MCPTT group procedure;

-
a procedure for authorizing affiliation status change request in negotiated mode sent to served MCPTT user;
-
a forwarding affiliation status change towards another MCPTT user procedure;
-
a forwarding subscription to affiliation status towards another MCPTT user procedure; and
-
an implicit affiliation to configured groups procedure.
***** Next change *****
9.2.2.2.v
Implicit affiliation to configured groups procedure

This subclause is referenced from other procedures.
If the participating MCPTT function has successfully performed service authorization for the MCPTT ID identified in the service authorisation procedure as described in 3GPP TS 33.179 [46], the participating MCPTT function:
1)
shall identify the MCPTT ID included in the SIP request received for service authorisation procedure as the served MCPTT ID;
2)
shall identify the MCPTT client ID from the <mcptt-client-id> element contained in the application/vnd.3gpp.mcptt-info+xml MIME body included in the SIP request received for service authorisation as the served MCPTT client ID;
3)
shall download the MCPTT user profile from the MCPTT user database as defined in 3GPP TS 29.283 [73] if not already stored at the participating MCPTT function;
4)
if no <ImplicitAffiliations> element is contained in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID or the <ImplicitAffiliations> element contains no <entry> elements containing an MCPTT group ID, shall skip the remaining steps;
5)
shall consider an MCPTT user information entry such that:

a)
the MCPTT user information entry is in the list of MCPTT user information entries described in subclause 9.2.2.2.2; and

b)
the MCPTT ID of the MCPTT user information entry is equal to the served MCPTT ID;


as the served MCPTT user information entry;
6)
shall consider an MCPTT client information entry such that:

a)
the MCPTT client information entry is in the list of MCPTT client information entries of the served MCPTT user information entry; and

b)
the MCPTT client ID of the MCPTT client information entry is equal to the served MCPTT client ID;

as the served MCPTT client information entry;
7)
shall consider a copy of the list of the MCPTT group information entries of the served MCPTT client information entry as the served list of the MCPTT group information entries;
8)
shall construct the candidate list of the MCPTT group information entries as follows:

a)
for each MCPTT group ID which has an MCPTT group information entry in the served list of the MCPTT group information entries shall copy the MCPTT group information entry into a new MCPTT group information entry of the candidate list of the MCPTT group information entries;
b)
for each MCPTT group ID contained in an <entry> element of the <ImplicitAffiliations> element in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID that does not have an MCPTT group information entry in the served list of the MCPTT group information entries or has an MCPTT group information entry in the served list of the MCPTT group information entries such that the expiration time of the MCPTT group information entry has already expired:
i)
shall add a new MCPTT group information entry in the candidate list of the MCPTT group information list for the MCPTT group ID;
ii)
shall set the affiliation status of the new MCPTT group information entry to the "affiliating" state; and
iii)
shall set the expiration time of the new MCPTT group information entry to the current time increased with the candidate expiration interval;
c)
if in step b) above, no new MCPTT group information entries were added to the candidate list of the MCPTT group information list for the MCPTT group ID:

i)
shall discard the candidate list; and
ii)
shall skip the remaining steps;
9)
determine the candidate number of MCPTT group IDs as the number of different MCPTT group IDs which have an MCPTT group information entry:

a)
in the candidate list of the MCPTT group information entries; or

b)
in the list of the MCPTT group information entries of an MCPTT client information entry such that:

i)
the MCPTT client information entry is in the list of the MCPTT client information entries of the served MCPTT user information entry; and

ii)
the MCPTT client ID of the MCPTT client information entry is not equal to the served MCPTT client ID;


with the affiliation status set to the "affiliating" state or the "affiliated" state and with the expiration time which has not expired yet; and

c)
if the candidate number of MCPTT group IDs is bigger than the N2 value of the served MCPTT ID, shall based on MCPTT service provider policy reduce the candidate MCPTT group IDs to that equal to N2;
NOTE 1:
The MCPTT service provider policy can determine to remove an MCPTT group ID based on the importance or priority of other MCPTT groups, received SIP requests containing an an authorised request for originating a priority call as determined by subclause 6.3.2.1.8.1 or other policy to determine which MCPTT groups are preferred.
10)
shall replace the list of the MCPTT group information entries stored in the served MCPTT client information entry with the candidate list of the MCPTT group information entries; and
11)
for each MCPTT group ID contained in an <entry> element of the <ImplicitAffiliations> element in the <OnNetwork> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.384 [50]) for the served MCPTT ID and which has an MCPTT group information entry in the candidate list of the MCPTT group information entries with an affiliation status of "affiliating", shall perform the procedures specified in subclause 9.2.2.2.6 for the served MCPTT ID and each MCPTT group ID.
NOTE 2:
To learn of the MCPTT groups successfully affiliated to, the MCPTT client can subscribe to that information by the procedures specified in subclause 9.2.1.3.
